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KEYWORD: SECURITY OF IoT/ AUTHENTICATION/ ENCRYPTION/ CRYPTO ENGINE
NIPON SOMMALIL: AUTHENTICATION AND ENCRYPTION OF PERSONAL
HEALTH INFORMATION FOR WEARABLE DEVICE USING CRYPTOGRAPHICAL
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Due to the growing usage of IoT devices, the number of users in health care has
increased. Wearable accessories include motion detection, step count detection, heart rate
detection, oxygen saturation in blood and body temperature measurements. With many users,
these devices have to forward recorded personal data to the data center via data channel, which
could pose a threat regarding privacy invasion. Eavesdropper may steal user information, causing
severe damage to users.

In this thesis, we are aware of the importance to significant security concerns of
personal IoT devices, we therefore propose to include Cryptographical Integrated Circuit in the
IoT wearable device for personal health. It uses authentication between devices and the gateway
such that a common session key is derived for a particular device-gateway pair. The session key
will later be used for encapsulating AES secret key for health data encryption. At the end, we also
add the Huffman Coding process to improve the security of AES encrypted data.

Experimental results show that the process of authentication and encryption key
agreement takes only 1,416.482 ms, whereas AES encryption takes only 2.0699 ms. These
amounts of time do not have considerable effect on the communication process of the system. In
addition, with Huffman Coding of health information, the enemy’s brute force in search of AES
key will consume 1,252.87 times more computational resource than the normal process without

Huffman Coding.
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security RSA ECC
level Fp Fom
|n| [bits] | |p| [bits] | m [bits]
56 512 112 113
64 704 128 131
80 1024 160 163
96 1536 192 193
112 2048 224 233
128 3072 256 283
192 7680 384 409
256 15360 521 571

1. anvuzAuaNiani Wl Elliptic curve group

1.1 57 Over GF(2") (Polynomials)
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P=(x1,¥1). 0= (xz,¥,) 10 PAUUNTIHVOIAUNT AININA 2-9
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yi4+axy=x3+x2+1
Polynomf=x*+x+1,m=4

1.2 5 Over GF(p) (Prime Number)
< g ¥ 2 3
Hunswnldnnaums y2 mod p = (x3 + x + 1)mod p

Taeh 4a% + 27b%mod p # 0 AININT 2-10

20+ o o o

101 @

MNN 2-10 n51 Elliptic curve over GF(23)

1NN MA 2-10 vzt 1dT
P=(7]11)

0=0]16)
R=P+0=(19]5)

13

(2-4)

(2-5)
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y?mod 23 = (x3 + x + 1) mod 23

2. NYMIVINTENINYAVUNI W GF(p)
nuald P= (xy,y,) a2 0 = (x,, v,) A0 yauunIlveIaums
P+0=R=(xsys) Toofi
X3 = A —x1 — x3,¥3= (%1 —x3) — »1 (2-6)
ﬁ if P#0
A= ng% P =0 (2-7)
3. ﬂg]miamwinmuuﬂiml GF(p)
Anuald P= (xy, y1) 1482 0 = (x,, v,) 7D gauunIveIaums
P+0=P+ (-0 laoi
-0 = (x2,y3 mod p) (2-8)

4. NYMIPUMAIN AVIAVUNTIN GF(p)

Mvualn P = (xy, y;) 4z 0 = (x2,y,) Ao 3auuUnsvosauns
sl P=0 ez ld

A A o 1 Y

e k Avsuudunla q azla

Q=kP=P+P+-+P (2-10)
k

WU k=9, 0=kP=9P =2(2(2P)) + P
5. MINsHALAZ00ATHA (ECC Encryption and Decryption)
5.1 manse daa fle eamihenny B, wmuamideoanuisiaay
) Yo A I =
Crn MAIEMIHTY AD DO &9
C, ={kG, P, + kPg} @-11)
Taei
A g ¥ ..
G o ﬂﬂﬂhlﬂﬁ]iﬂﬂ”li Generate 1Y Elliptic Curve
A o o < A A
k A9 daauguIIuANUINIEen lag A

P i@ Public Key Y04 B %3 Py-ngz X G
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ng f1® Private Key 493 B
o Yo A <3 ) . 1 ) o
5.2 myneasia §5U Av Doul Private key M1gUA1RALTA Az HaaNS 11
avoeNINAIYANA0Y Adao 111l
5.3 @RgNMIIITHaLaTaenTHa GF(p)
Y o

Ey(a, b) = Ey(1,1) lda=1,b=1,p=23 @ewiuaunsiddil

y?mod 23 = (x3 + x + 1) mod 23 G?qmmmmimuuﬂﬂw GF(23) 7315197 2-1

A15199 2-1 A GF (23) VUNTINNIM A

AP 20 Q AR

(0,1) (6,4) (12, 19)
(0,22) (6,19) (13,7)
(1,7) (7,11) (13, 16)
(1,16) (7,12) (17,3)
(3,10) 9,7) (17, 20)
(3,13) 9,16) (18, 3)
(4,0) (11,3) (18, 20)
(5,4) (11,20) (19, 5)
(5,19) (12,4) (19, 18)

Mruald G=(1,7)
B, -(9,7) Fumudresnys <M
oad:

Private Key = ny =3

Public Key = n, x G = 3*(1,7) = (18, 20)

Private Key = ng =5

PublicKey = ng X G =5"(1,7) = (0,1)
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A a9 vy v
ipedadesmsdetonnuldion
1. eadgua1avld k = random =9

2. v Cp,-{kG,P,, + kPg}

Cmn ={9"(1,7), (9,7)+ 97(0,1)}
={(9,16), (9,7) + (19,18)}
= {(9,16), (13,7)}

odaa C,, = {(9,16), (9,7) + (19,18)}
Lﬁﬂﬁﬂﬂ%ﬂﬂ?ﬁ]ﬂﬂhmﬂﬁuﬂﬁ

Pm + kPB — nB(kG) = Pm + k(nB)G - nB(kG) = Pm
P, = (13,7) — (9, 16)

= (13,7) + (9,—18) (MNNYMIAY)
= (13,7) + (19,5) :(5=-18 mod 23)

=07
v ¥ g Yo Y
Q‘L!‘LHJE]TJ"I,@S‘]J?‘@ (9,7) UNUANWYDNHT “M”

Al UagMITZYAIAUNILNITZUIUMS ECDSA

Elliptic curve digital signature algorithm (ECDSA) A ALY mmﬁzuﬁmu
9 [
(Authentication) Tag14¥9ane3fiu ECC nsz1IuM3521iaan ECDSA gniiudusnsusnile
3l 7.71.1992 Ta@ Scott Vanstone clumiﬁnmclﬁ’ﬁu NIST’s (National institute of standards and

A v 3 an o A ~ ' 2 A Y
technology) lW@ﬁiWQEﬂlﬁJUﬂqiﬁi’lﬂﬁﬂﬂa’]ﬂlmuﬂ%ma Lﬁu@uﬂ?ilﬂﬂﬂﬂa?ﬂl“ﬁu‘ﬂ!ﬂ]ﬂuﬂ’)ﬂ

]
aa o [

A A o A ' < L. . A o A2 Y o =¥
N@'J’]lﬁil@uﬂuﬁﬁ@]lll AYLFUAIND (Dlgltal 51gnature) o ﬁ?iﬁmﬂﬂ]u@gﬂﬂﬂiylﬁ]ﬁﬁﬁﬁﬂﬂg

< . L Aq v < P < . R
MWIZAUIGY (Signer) Uutlomn 1F lumsidu TasdnAudiatedu (Signature) 9zgma10e 14
v w1 o <3 . . o & [l 1

TaenuasHAaUaIUAIV0IAUIFY (Signer’s private key) aauuda lilasamnsofizaon
3 Y
ey o
Y <3 ..
1. MIFITNANUGY (Signing)
A Aa 9 1 < aa o P~ g‘J o A v Y
iloedadvamsdeaaiuaviia ey migesrzihmadonyaduay F, vudu
184 E udaivuaga 6 91uaun Taseaamuuanyuasiaau idmsunfeudieu Ae (d, Q)
1o d Ao NUITHATUAIUAT (Private key) ¥0I0AALAY Q AO NYLUIAIE1TMUE (Public key)
a g‘/ a o <3 g’/ o -4
VY9102 d MNNUUBAAINAMIIFUTDANU M Tasliiunduall
1.1 189S UIUABAVGY (Random number) k 1agf k: 1<k <n-—1

1.2 MUIUKG = (x1,y,) MAZ T = x, modn 1 r = 0 Inav e 1.1
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1.3 MUk~ mod n
L4 MUINNNAES e = SHA — 1(M)
1.5 M s = kL (e + dr) modnt s = 0 Windu e 1.1

a S aa o . ) o
1.6 9aa laanaisuAINa (Signature) 5uRANN M Ao (1, 5)

— | —p| -~s+ | -

"
Message or Hash value
Certificate Data (Digest)

/4—‘.]

Signature ECDSA

Alice Public Key Alice Private Key

Certificate Data Signature Digital Signature

Y]

{ g S aa
ﬂ']Wﬁ 2-11 mu@aumaﬁ%’mmamuﬂwa

3
2. MINTIADUMNLEU (Verification)

aa o

Llli’)”]Ji’)‘]JﬁﬂQﬂﬁﬁilﬁlﬁﬂﬂﬁ"ﬁl!"b’uﬂmﬂaﬂlﬂﬁﬂﬁE‘T (r,s) Uumamm M ‘]Ji’)‘]Ji] Ju
9

QYUIEIF1TL (Public key) Yodoaa Iavoviziiiuneuumininnaouaitiiuainavee

fl
a0 d
aTaail
Ad o < '
2.1 asnaeu r,s Mudawanluyn [1,n - 1]
2.2 MUIUNNAMEY e = SHA — 1(M)

23 MU w =s"tmodn
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24 MU u; = ewmodn 1A% u, = rwmod n
o a 3 aa o 2’, 1
25 fIMX = u,6 +u,Q 01 X =0 MUfasaeduainaiy ualunsal
dulrmuim v = x; modn e X = (x1,¥1)

Y o A S aa o 3 a
2.6 MAUIN v =7 DONAUFUAINA VDIV

=

~w
Certificate Data Signature

[____J
-I Alice Public Key

-
A
W
Message or )
Certificate Data Signature

F U
| |

Hash value Hash value
(Digest) (Digest)

Y]

{ g S aa
ﬂ']Wﬁ 2-12 YUABDUNITATIVTDUUUFUAING
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malulagmsusanilagunaus ECDH

Elliptic-Curve Diffie-Hellman (ECDH) fie 6ane3nun1sanasnan 145y

a a

Y
mMsnaUu 1ae Diffie 1oz Hellman 1uil a.¢1. 1976 (dynns 2aidn3nans uazaue, 2556)

A i i . o A Aao s A YU ¥
TuunAUTO “New directions in cryptography” @anmmuumqﬂizmmwaiw;ﬁflsv 297¥

A [ 1 [ 1 ] A A 1 @ Y () = 9

’mmﬁnuamﬂaauqa&mamzmwﬂumumwmaemm‘luﬂaemﬂ"lﬂiﬂﬂ"luﬂmmeu“a
o ' [ AR A 9 a o ) @ 9 1
avla ] WINDULAY 2aN0I NUUMT IFNUMTIUADT TUTSVUTIUIU 2 62 Ulﬂllﬂ plag g Tag
7 I { A 1 o a 4
amsgeuilundaweasasisuzuazd lgnnieluszuuamnsodunldauld wisiimes p
I o [ < 1 A 4 I o S A9 [ =
nJummumwwmum‘lmyjﬂmm AIUNITUNDT g Wudnuauniamdesnin p LAy

Y
a (Y v @ !

wa A Y o d o v W ¥
AuauianAeasasa I uiaaannaIaua 0 09 p -1 iwerh llgunuauesd 9

9 Y
v KX o )=} (Y =

mﬂﬁ’magia (Modulo) p ALY WUNIZITINA AV AR A (generator) oz lung
Aa 4 1 1 I ada T
ANAMAAT92Na1IN g WS NS AN (primitive root) Yo p
ar g a o [ 1 [ 1 . o
auuANDoULaLoATIZINMIANAINYLIADTEHINNUATMLS TAge AT NITUD
. Yo Aa o dy Y Y a ' T W o 3 49! 1 I
Diffie-Hellman 1¥autiun13aadl auusnldodaguamanauduiudn a YU e
o 1 dy a I Y1 @ 1A <3 <3 @ ° < é‘ [ = g
aananteadvziny g ludlame uaz Touwenguanauiaway b Yumnaimilaie
] @ < Y I3 [ 1 o a o 1 1 o [ a 14
wuny Tagny Bdluanuduaiudlreaarie a lliumsmuiasumnimesveaszuy
4 I 1 { o A 1 o v J o dy
A9 p waz g el latluaneziih lddlameneansisas TaslFaumsanudusiug aall
A=g%modp (2-13)
o A~ <D o oA A [ ° o o g
Tushueadgrtutieunmuiuain ldnlamesoasisas Taen131ii b liuna laaail
B= gbmodp (2-14)
3’, <3 a { @ { o 1 o a o I {
nniuiounazedazuanalasuduavildmuinldszniney meedmhmnlalyl
Y
MuUIUAAIL
K4 = (B)4mod p (2-15)
<] ) 1 d‘ Yo o 1 @ dy
wazilouaziiaii lasu llduradeaatl
Kga = (A)Bmod p (2-16)

A v 2 ° 9 1A @ A
iesnnanagesmiuan Idilluaufernunanioe

K= K, = (B)"modp = g4 modp = (A)Pmod p
o & ¥ a < < o I v v v
wiunsedauazdounszimuald K Hunguedudiuaanuld

@ ] 9 a 9y
At M IFnuauNali p=3uaz g=>5
NnAeAmAENAIaYa=1: A=g%modp

A =5'mod 3 = 2 uazaam A =2 i1 dew



nndafieuidenday b=2: B = gPmod p
B =5%mod 3 = 1uazaen B =1 11/1¥edd
MUIUNIA Ky 110: Kap = (B)Amod p
Ky = (1)'mod 3 =1
MUIUNIA Kz, 910: Kz = (A)Bmod p
Kgs = (2)?>mod3 =1
Tofuaziiu1dm K = Kea dailunapnduiadhsiunsassdaiues

(% a a d
1“5“59\1@!5ﬂ‘n§9uﬂﬁ X.509
(Wikipedia, 2018) 1ana121431 x.509 ifugiuuuinasgiu 1Tu-T dwsulnsead

¥

9 g [ a a( %
ﬁugmqmmmﬁﬁmz (PKI) uazTﬂﬂainﬁugmmiwmiam (PMI) #9 X.509 WL

o

]
=

WN?@WH‘WW’@1ﬂwa’186116\13L]JLL‘]J‘]J;J’Iﬁii'IUﬁ“IW%JUGlU%JUj@QfliUuL!ﬁ]ﬁ’l‘ﬁ'limg SIYMIINNDOU
9
1‘1_]3‘]_]5@\1 1‘1_]3‘]_]3@\1 llageuuﬂ’[’)uﬂ'ﬁ@ﬁ'ﬁ]ﬁ@Ulﬁ%juﬂ']Qﬂ'ﬁﬁUﬁ@\j
Y o A = =~ E) @
X.509 gﬂﬂaﬂmﬂhﬂuju‘ﬂ 3 NINYIAN A.A. 1988 LATHANUNYIVDINUNINTITU

YA o

2 A 1 g o v ¥ A 9 & .
X.500 “If\?ﬂf]@'ﬂlﬂuﬁz‘llu@ﬂ']ﬂclJGIfu‘VIlGU?J\TJﬂGU@QWll@']u']{ﬂﬂluﬂ'ﬁ@@ﬂﬂlﬂﬁ‘llﬁ@q Certificate

U

< A

. é o Y d’ [ a 4 é o S 1 A
authority (CA) ¥3viminlumsesnlususesaidnnseiing Faiagiiu X.509 Uyuaiga Ao
1 té = 9 [ ana o [ dy
T4 3 3921 10330519009 10T UT09ATNA X509 v3 Adll
1. 1uSU5049 (Certificate)
1.1 g'um@ﬂui"mm (Version number)
1.2 #1810 ¥a1AY (Serial number)
[ a R = . .
1.3 daneinyled (Signature algorithm ID)
1.4 foonlususes (Issuer name)
1.5 A1WQNA0Y (Validity period)
1.6 ¥i1v0 (Subject name)
1.7 foyannuae513e (Subject public key info)
1.7.1 5@ﬂ€]§ﬁllﬂlf)ﬁf}%l£!ﬂﬁ1ﬁ1im$ (Public key algorithm)
1.7.2 ﬁ';f’ﬁ@eumqmummmmz (Subject public key)
1.8 @enanusivesfoen (Issuer unique identifier)
1.9 @uendNYaived Ve (Subject unique identifier)
1.10 @uve8du ) (Extensions)

o a <3 o
2. 9aneINNYeIa1oEUlUTUTOY (Certificate signature algorithm)

20

N
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<3 o
3. aesu U5 UT04 (Certificate signature)

o 1 Y] ad a 4
Tumsldan'le® ATECC sefidnonu 2 Uszan lTdun lusSusesdidannsoting

. . . [ ad a 4 o . . .
ﬁj'aﬁum (Signer certification) LLﬁzGlUiUi@QﬂLaﬂﬂﬁﬂuﬂﬁQﬂﬂim (Device certification)

A Jd @ ~
wiWaan S ANAITINN 2-2

~ a o [ Ia a o =
M3 99 22 Wadvesluiusesdeannyetindluled ATECC

e

05118

Serial number

o

AMUIUNNNISAVFITEIVD9 108 ATECC

Issue date

Juneonlusused “YYMMDDHHMMSSZ”

Expire date

TUNUA1glUSUI09 “YYMMDDHHMMSSZ”

Signer ID wmmawmé’mum

. a I
Public key X nyuaasIsue X (Insindvziili None)
Public key Y NUUITIFITUS Y (Tﬂaﬂﬂﬁi}zufﬂu None)

Authority key identifier

AasN 19910 SHA (04 + Issuer public key X&Y)

Subject key identifier Aaxn 1aa1n SHA (04 + Signer public key X&Y)
Signature R mosuvedlususes R (Tasindazidly None)
Signature S aaduvedlususes R (Tasdndvzidly None)

h Certificate X
General Details Certification Path

Show: |<All> ¥

Field Value a
[E] serial number 656fbBe3fe371cfcBc1badSSh. .

[=]signature algorithm sha256ECDSA

ature hash algorithm sha256

Example ATECCS08A Root CA...

valid from Monday, May 14, 2018 2:50:3...
[E)valid to Saturday, January 1, 10000 6...
[E]subject Example ATECCS08A Root CA...

[ _ECC 1956 Rits) &

ICN = Example ATECCS08A Root CA
O = Example Organization

Edit Properties... Copy to File...

= v ya < A a
i 2-13 lufusesdaannyetingdlule® ATEC
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malulad Huffman coding
INUNANY (Wikipedia, 2018) 111 .91, 1951 103a d¥liuy (David Huffman)
A ' Y a Aa a9 A o ad
HAZINBUTINFUFToUNINNBYVoYaN MIT Tasmans19158 151150 1T (Robert M. Fano)

Yo a Y A o ' A o 9 A ) o aAa
Glfl’il!ﬂlﬁﬂuiu%ula@ﬂ‘ﬂ’lﬁ’lﬂxﬂuﬁﬂ ﬁﬁ@ﬁ@ﬂﬂa’lﬂﬂWﬂ NIAVDITIYIU A Glﬁ'ﬂ']ﬁﬁﬁulllu']iﬂl]
Y

[
[

dszaninminga luvaghsrunwnovvzduanyisvau liwssudreumisaeaouii
= A A 9 a g 9 = = . é’
wlianuaanaz ldunugiiau ldaoanaunuiFean1ud (Frequency-sorted binary tree) YHN
Y 3 Ya IR Aa a v A a dﬂl
18 naznn Idngainalse@ninmuessiaiwnfauun
I o 1%
Huffman code 1ilumsidnsiauuuou nsil (Entropy) 19lumsfiusadoyaliil

o A Aqy ) & 3 o A v o ~ )
VUHIALANAN T@ﬂﬂamsmmm°um1/1GlﬁmmumauﬁamﬂummumﬂaWﬂwuﬂummamawaga
Y =~ 9 Y o A A A ad Y o Y o TR [
amamamawauﬁauaﬂmmuuwgﬂuumzuaﬂm mﬂwﬂizmmaaﬂumim GINi]SihliJ

A vy o A . Ay ° ° /A o o
NUBDUNTAINWTNE ASCII 159 Unicode W@@Qﬂ?ﬂuﬂﬂ1u’3u]‘lﬂﬁﬂ@nﬂ@’) Iﬂﬁ]’l"fﬁﬂﬂ15ﬂl'ﬂ\1

Y
A o

Huffman codes Ua3 1l

o o o

2 o 9 v o Y v W t4 Y
1. Lilﬁnﬂﬁ‘mGI’JQ‘@‘I/HEJGUE]W’J’E]ﬂHi A UNUAYTYANHU y asauanyal 5

o

THABNYT (Code word) Y 11N [m]0 arsHasnys § WAy [m]1 e [m] Ao Yonuan

’Suag 0°S

Y
%

2. Maresdydnuaiansoswiuiludadnuaidaln fe v Tagfidaenys ¥ ma
nnaanuegiluves
P(y) + P(8) fufu p = P(y) + P(5) (2-17)
3. e Taemssmuagiuuyudaves [m] 1dfugavesdasnys il

IAAI0819984 (Chun-Jen, 2014) N3N Huffman code fviuali
A={ay,..,as},P(a;) = {0.2,0.4,0.2,0.1,0.1}

Symbol Stepl Step2 Step3 Step4 Codeword
a, 04 —— 04 —— 04 — 06 0 |1
a 02 —— 02~ — 0430 [>~04 1 |01
as 0.2 0230 | ™ 0271 000
a, 0.100 |— 0271 0010
as 0171 0011

7NN 2-14 YUIUMS Huffman code
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MNANA 2-14 FTAMTHASIHT (Code word) V04 as'lﬁ’mu%’umuﬁ’qﬁ

Vupoud 1 IfiFoed1AuAI0nTIAAL A9 INUINGARINTIHITOY iedoansm
SWasnys as smuald P(y) = P(as) Wiounumuswasnys as 490 1uas P(8) = P(ay)
wlouaumusa a, SAu3aI 0

Gﬁy’uﬂauﬁ 2910 Y = P(y)+P(8) =P(as) + P(ay) = 0.1+0.1 =02 mﬂﬁ’u
TWizeemIninnies lmunmileududdnas liinnnhdmuui lidewlaeudumnia
Wlounamus Hasnys a, A28 1 Lagunusiaonysly a; 4200

ﬂi”umu‘ﬁ 391 Y = P(y)+ P(8) =P(asay) + P(az) = 02+02=04 mmi’u
TG oarlninndes ihmuimiiowunini 2-14 1 0.4 11an31 0.2 ﬁqgméau%uﬂﬂgmu
1 0.2 wheuaumusHasnys a; #2080 LagunusHaonyslu a; Al 1

ﬂi”umu‘ﬁ 49 Y = P(y) + P(8) = P(asasas) + P(a;) = 0.4+0.2=0.6
nmiulizesmlminndes vmnmilewdunmi 2-14 #1 0.6 101 0.4 ﬁqgmﬁawﬁu"lﬂ
A 0.4 weuRumusasnys a, A28 0 tazunusiasnyslu a, ae 0

ﬂi”umu‘ﬁ 59 Y = P(y) + P(8) = P(asasasza;) + P(ay,) = 0.6+04=1
L?Jué'u?fyuqmaummwgw oo Imsasnusuea as azdndlanaulion (0.6),0 >

(0.4),0 (0.2),1= (0.1),1 = 0011 AIUUIHADNHIVOY a5 = 0011

=S
malulad Bluetooth low energy (BLE)
mM3weuse 15a1erLgYT (Bluetooth) vz Tugadyqaingnudgs 2.4 GHz
9 v
TuauItetiag 19 Bluetooth version 4.0 139N HeuiTNNAUI Bluetooth low energy (BLE)
= a v A o C4 ' o
VUNIATYI IEEE 802.15.1 TasmsiveuTsunsuaadedeaisnuginisiilaosdayniu BLE
o a 1 4 4 1
Suiluszdeuinlagiuuuvesmsaanedodis (Protocol) tive I lumsdedoya wiegiluu
MsmnuveImsilassdyaial
{ 1 L4 J o [ 1 o (%
nninan lldeduginsaiasedyaia BLE azsihimstasedayanaludnyme
9 o A o = A = 1
YDINTNTZ18 (Broadeast) Yoyaoen llnelusaiihinig 50-160 was aelunitiszSonn

Advertising interval nasaniaesdyapadoyalusieszeznamiliugds wimsdg

Y

9

o v A Aa v g C4 o a) v 1w
TrualsenganasaunseNisonnuN Sleep mode mﬂuuqﬂﬂimw1ms‘1JﬂmmﬁaJanm
a\ 1 1 4 A LY [ A = A o 4
wagtaaiulsznaunig 9 YOIV TANDYTTHIANEINU HBDIFIIANNHUA Q‘]Jﬂ'iil!ﬁ]%

o 4' dg@‘ 4' 1 [ 1 [ d‘
mmsauuniinodacsdyanaluseuas lu asnind 2-15
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Typ <1lms
-
Broadcast Broadcast
Event Event
o
; >
Advertising Interval Delay t

— -

Sleep Sleep Sleep

{ )
AN 2-15 M3N32918 (Broadcast) Yoy

) g

U @ 4 U U
Tumsildesdyananivedadoyaiy jluuumsatoyaves BLE azliviia 47

U U

4 a v A [ A
l’l,‘]JG] ﬁWNgﬂLLUUﬂWS@]ﬂ@@ﬁ@ﬁﬁ ANNINN 2-16

Preamble Access Address PDU CRC
(1 Byte) (4 Bytes) (2-39 Bytes) (3 Bytes)
Advertising Channel PDU 1
Header Mac Address Data
(2 Bytes) (6 Byte) (0-31 Bytes)
A 4
iBeacon Prefix Proximity Major Minor Tx Power

(9 Byte)

(16 Bytes)

(2 Bytes)

(2 Bytes)

(2 Bytes)

~ 3 I 9
HINN 2-16 UNWANAVDIUDYA BLE

9 A o A A 9 1 1 1
doyanaunsamruavsenfasunlaslaszegludiuves PDU vesgiunumsds

v

Yoyauu BLE %3 PDU 92152n0UA28 Header ¥119 2 116 Mac address ¥11a 6 lud

Jd 1 A 1 dyd U 9 Aa 3/
1ag Data YU1IR 31 II‘IJG] mumz@gmaiumima@uuﬂamum@wayjammmﬂmwm 31
4 9 = 1 . I
lua Taamielutoyaved Data 929ni3enI1 Advertisement data vzu8neoMilulszIANVDN

Y

9 v A
Uoia Adu



Advertisement Data Type

Data Type Value Description
Flags 0x01 Device Discovery Capabilities
Service UUID 0x02 — 0x07 Disviies CATT Sarvies
Local Name 0x08 — 0x09 Device Name
TX Power Level 0x0A Device Output Power
Manufacture Specific Data OxFF User Defined

AN 2-17 dIUU52NOVUVDY Advertisement data type

U I 4 { o
Tuduved Flags iiludoya 3 ludusniignnize (Broadeast) dayanmdoya

g9 U

oon lililoazuondannuauninvesgnsal dufluliamaini 2-18

Advertisement Data Type, Flags

| Byte | Bit [Ilagivalue [ Description
“ 0x02 Length of this data
0x01 GAP AD Type Flags
LE Limited Discoverable Mode 180s Advertising
LE General Discoverable Mode Indefinite Advertising Time
BR/EDR Not Supported

Simultaneous LE and BR/EDR (Controller)
Simultaneous LE and BR/EEDR Host)

ﬂ-&-mm»—o

Reserved

MNN 2-18 @U52NOVVO Flag 11 Advertisement data

a

' . S Y { ¥ ° v
TueI1v99 Manufacturer specific data 921l udoyavosgnaniaoimsmmua i

Uavensznedyamdoyala q oonldamnmi 2-19

25



Value
0x03 — 0x1F
0xFF
0x0D
0x00

26

Description

Length of this data

Manufacturer Specific Data Flag
Company ID

(Example, 0x000D — Texas Instruments)
User defined Data (Optionaly

79 2-19 d@2UU52NPVVDY Manufacturer specific data

Raw Data:: 0x02 0x01 0x06 0x1A 0xFF 0x4C 0x00 0x02 0x15 0xB9 0x40 0x7F 0x30 0xF5
0xF8 0x46 0x6E 0xAF 0xF9 0x25 0x55 0x6B 0x57 0xFE 0x6D 0x00 0x49 0x00 0x0A 0xC5

{ o ' o =]
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Received/Sent data

<info> app: Fast advertising.

<info> app: Non-AES Encryption:

<info> app: 03 09 41 32 1A 16 01 Qll..A2....
<info> app: Q4.01 01 1S 00 3C 00 0Ql..... <..
<info> app: 00 00 00 00 00 89 21 00].....%w!.
<info> app: 00 00 00 00 00 00 00 levennnn

<info> app: AES Encryption:

<info> app: 03 09 41 32 1A 16 01 Qal..Az...ﬁ
<info> app: BS AA 60 13 DB 3F B7 AF|.*'.02-~
<info> app: SS.AB.D4 84 1= 75 =5C 00]Y.0..u\.
<info> app: 00 00 00 00 00 00 00 lecasasns
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RN, sanmaduvenidly 1wy anwdezi Huffman code
1 47 61 0.050748752 [1,0,1,1]
2 68 46 0.038269551 [0,0,1,0,1]
3 67 45 0.037437604 [0,1,0,0,1]

4 48 45 0.037437604 [0,1,0,0,0]
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R sanmsduveaialy swaw anwhedluy Huffman code
5 46 42 0.034941764 [0,1,0,1,0]
6 74 37 0.03078203 [0,1,1,0,1]
7 70 36 0.029950083 [0,1,1,1,1]
8 65 35 0.029118136 [1,0,0,0,0]
9 75 33 0.027454243 [1,0,0,0,1]
10 66 32 0.026622296 [1,0,0,1,1]
11 45 31 0.025790349 [1,1,0,0,0]
12 79 29 0.024126456 [1,1,1,0,0]
13 72 29 0.024126456 [1,1,0,1,1]
14 50 29 0.024126456 [1,1,0,1,0]
15 77 27 0.022462562 [0,0,0,0,0,1]
16 78 27 0.022462562 [0,0,0,0,0,0]
17 73 27 0.022462562 [1,1,1,1,1]
18 71 26 0.021630616 [0,0,0,0,1,1]
19 69 26 0.021630616 [0,0,0,0,1,0]
20 81 25 0.020798669 [0,0,0,1,1,0]
21 64 24 0.019966722 [0,0,1,0,0,1]
22 63 24 0.019966722 [0,0,1,0,0,0]
23 80 23 0.019134775 [0,0,1,1,1,0]
24 51 23 0.019134775 [0,0,1,1,0,1]
25 49 23 0.019134775 [0,0,1,1,0,0]
26 76 20 0.016638935 [0,1,1,0,0,0]
27 83 19 0.015806988 [0,1,1,0,0,1]
28 62 18 0.014975042 [0,1,1,1,0,0]
29 87 16 0.013311148 [1,0,1,0,1,0]
30 84 15 0.012479201 [1,1,0,0,1,0]
31 86 14 0.011647255 [1,1,1,0,1,1]
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R sanmsduveaialy swaw anwhedluy Huffman code
32 88 14 0.011647255 [1,1,1,0,1,0]
33 61 14 0.011647255 [1,1,1,1,0,1]
34 59 14 0.011647255 [1,1,1,1,0,0]
35 85 13 0.010815308 [0,0,0,1,0,0,1]
36 82 13 0.010815308 [0,0,0,1,0,0,0]
37 93 12 0.009983361 [0,0,0,1,1,1,1]
38 90 11 0.009151414 [0,1,0,1,1,0,0]
39 52 11 0.009151414 [0,0,1,1,1,1,1]
40 44 10 0.008319468 [0,1,0,1,1,1,0]
41 89 9 0.007487521 [0,1,1,1,0,1,1]
42 57 9 0.007487521 [0,1,1,1,0,1,0]
43 95 8 0.006655574 [1,0,1,0,0,0,0]
44 104 8 0.006655574 [1,0,1,0,0,1,1]
45 60 8 0.006655574 [1,0,1,0,0,1,0]
46 43 7 0.005823627 [1,1,0,0,1,1,1]
47 94 6 0.004991681 [0,0,0,1,0,1,1,1]
48 96 6 0.004991681 [0,0,0,1,0,1,1,0]
49 91 6 0.004991681 [0,0,0,1,1,1,0,1]
50 54 6 0.004991681 [0,0,0,1,1,1,0,0]
51 53 6 0.004991681 [0,0,0,1,0,1,0,1]
52 99 5 0.004159734 [0,1,0,1,1,1,1,1]
53 100 5 0.004159734 [0,1,0,1,1,1,1,0]
54 92 5 0.004159734 [0,1,0,1,1,0,1,1]
55 102 4 0.003327787 [0,0,0,1,0,1,0,0,0]
56 112 4 0.003327787 [1,0,1,0,0,0,1,1]
57 134 4 0.003327787 [1,0,1,0,0,0,1,0]
58 120 4 0.003327787 [1,0,1,0,1,1,0,1]
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R sanmsduveaialy swaw anwhedluy Huffman code
59 105 4 0.003327787 [1,0,1,0,1,1,0,0]
60 106 4 0.003327787 [1,0,1,0,1,1,1,1]
61 98 4 0.003327787 [1,0,1,0,1,1,1,0]
62 58 4 0.003327787 [1,1,0,0,1,1,0,1]
63 56 4 0.003327787 [1,1,0,0,1,1,0,0]
64 138 3 0.00249584 [0,0,1,1,1,1,0,0,1]
65 131 3 0.00249584 [0,0,1,1,1,1,0,0,0]
66 97 3 0.00249584 [0,0,1,1,1,1,0,1,1]
67 103 3 0.00249584 [0,0,1,1,1,1,0,1,0]
68 123 3 0.00249584 [0,1,0,1,1,0,1,0,1]
69 126 3 0.00249584 [0,1,0,1,1,0,1,0,0]
70 42 3 0.00249584 [0,0,0,1,0,1,0,0,1]
71 109 2 0.001663894 [1,0,0,1,0,0,0,1,1]
72 127 2 0.001663894 [1,0,0,1,0,0,0,1,0]
73 132 2 0.001663894 [1,0,0,1,0,1,1,0,1]
74 110 2 0.001663894 [1,0,0,1,0,1,1,0,0]
75 111 2 0.001663894 [1,0,0,1,0,1,1,1,1]
76 114 2 0.001663894 [1,0,0,1,0,1,1,1,0]
77 101 2 0.001663894 [1,0,0,1,0,1,0,0,1]
78 128 2 0.001663894 [1,0,0,1,0,1,0,0,0]
79 55 2 0.001663894 [1,0,0,1,0,1,0,1,1]
80 41 2 0.001663894 [1,0,0,1,0,1,0,1,0]
81 121 1 0.000831947 [1,0,0,1,0,0,0,0,0,1]
82 129 1 0.000831947 [1,0,0,1,0,0,0,0,0,0]
83 136 1 0.000831947 [1,0,0,1,0,0,0,0,1,1]
84 140 1 0.000831947 [1,0,0,1,0,0,0,0,1,0]
85 146 1 0.000831947 [1,0,0,1,0,0,1,1,0,1]
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A13197 4-1 (A9)

R sanmsduveaialy swaw anwhedluy Huffman code
86 147 1 0.000831947 [1,0,0,1,0,0,1,1,0,0]
87 122 1 0.000831947 [1,0,0,1,0,0,1,1,1,1]
88 137 1 0.000831947 [1,0,0,1,0,0,1,1,1,0]
89 119 1 0.000831947 [1,0,0,1,0,0,1,0,0,1]
90 124 1 0.000831947 [1,0,0,1,0,0,1,0,0,0]
91 115 1 0.000831947 [1,0,0,1,0,0,1,0,1,1]
92 130 1 0.000831947 [1,0,0,1,0,0,1,0,1,0]
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