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wazlumansetnn  Iodueened egnslsinin messaging app ludnwasiilimngiumhsnuiifsnisaiu
funwesdeya delianunsevs trust yanafiany (third party) MUudliung app wianilld datu messaging
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app Nagialglugarunisalitull avdedladl trusted third party W nABIdes nanAedeswinIsdsia
wuuRudsUae (end-to-end encryption)

ANEERBoNTIYaswaENAdeU end-to-end encryption messaging app tngligiuldnanlasinis
Signal waztaenunannesulunisiauuuiiensnounsous (https:/github.com/signalapp/Signal-Android)
g X A A s oA ' A A v oa =
nellinszszuuiiofiolounsesnnseunsasmainiionanInnin 70% (MN31891U4909 Gartner MUuUITEVAUTNY
waluladansaumnaselg) uay Signal 18U end-to-end encryption messaging app Adunelusunsusesa
(open-source) BViNlyilsIETONAHOU WAFY wardudu AuaudR end-to-end mud Signal lanananslila
PNAINAADIAART NAFBU Signal LwasiosslainisuALfnuuesiiasves DigitalOcean wayld Minio
Judufudeyadinsivupanid wuin Signal faussaugineliuavanunsaiinveneiiesessugldandnngu

untulalaedne (scalable)



Abstract

In today’s world of mobile phone’s ubiquity, there are many messaging applications (or
chat applications) from which users can choose to communicate instantly online. Most of these
applications offer some level of security and privacy, such as, in-transit and at-rest encryption of
data, if the users are willing to trust centralized servers that host them. However, in
communicating highly confidential data that have national security at stake, there cannot be
trusted third parties like those central servers. In this case, end-to-end encryption is required.

In this project, we build and test an end-to-end encryption messaging app using
codebase from Signal (https://github.com/signalapp/Signal-Android). Android is our platform of
choice because of its dominating presence. According to a report from Gartner, a reputable IT
consulting firm, Android has over 70% market share. Signal is an open-source messaging app
that offers the end-to-end encryption feature. We need this open-source-ness because we want
to modify and verify the source code to make sure it behaves according to specification. We
have deployed our modified Signal app on DigitalOcean servers using cloud storage Minio for
data buffering and found that Signal offers acceptable performance. In addition, it is also
scalable. We can increase the number of servers to handle more users with little modification

to the code for single server.
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qwerT T tyuiop
asdf gh j k I
4 z xcvbnma@
0 . & English (US) . 0

\% O O =

3. v inseioduq Fwaeiidydntilugn 3 9n eguugavinde lumhilazusenaume New
group , Mark all read , Invite friends , Import / export , Settings , Help

P rto i@ @30 wdai3s 0945
o Signal New group
L] Mark all read

You called . .
Invite friends

=-a

5 Import / export
= Settings

You called

Help
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- @111 share location wa¥ share contacts ba

- gunsoasinguiiouiiodsdayaniiiowdungula
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1
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2
70,0751 &

3
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4
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5
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Snapchat

Snapchatiluapplicationfifinnulamiusunisdstoaulugduuunin uazilefananfininug
amtufzmelies vlidldnuddnauiglannniuin swidmniteutuaslignmihluldnuiedasieli
WIveInNMESTNY

Snapchat U i0S

NAINTIIINIULaRSnapchataInApp Store UARRIREUTBUAD WAt UAWI TR0
fulnuanaesneuasliswneiyugeavesaiedldanuluniiChat

eeee0 TRUE-H 7 11:36
+

[ ] Chat

> @
(] Team Snapchat

-] Add Snapchatters from My Contacts >

Tap to take a photo. Hold to
take a video.

TunihChatilisenufumeteveaiiousfisldvhmsdsdoyamie spdouuazifumsidn
dlulunthmesedevendoum suvnuuasdumandulugmiindeaiesy druuaunndiudsd
Aonsdeninmazlumilruvesuewndindu madredontiichat nssnarsiensidnluiilnuandesdne
sU ynarnasdunthiluansinegnaveansifausnapchat (vioisazEonimiilasanils)
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Tunthndoseguiuasinihdoslisninldnuldsn ssdumhiifineasdonies
filaccountadtsn A

- Added Me : auifunthiivenitlasvendudieutuisnths

- Add Friends : snanansawiisiiiouldanuiii

- My Friends : tiauvaasiilastig

 Setting : Wunihiivenseasdenifieatium wessansadlugeeanaldanmdni

0000 TRUE-H 4G

0o TRUE-H 4G 18:58. 7@ % 97% mm

& Settings
My Account
Name
Username

e Birthday

o

-

5 Mobile Number

:

H

- Email Y
Bitmoji
Password

Tap to take a photo. Hold to © Added Me LoginVedfication
take a video Notifications
+ .
& Add Friends ADDITIONAL SERVICES
Manage
E] My Friends

wHo can
Contact Me
View My Story

O

See Me in Quick Add

Tunthaununiusnapchativesiimnalaaeilunisdenmens wififianuanansadugsedl
- ansadsoyaluguiuudnusla wililanunsodalayalusuuuuidesla

- gnsedlayalugUiuunmuayinleld

- amnsndefoyalusunuuanninefvidedlufnould

- Wanunsadsdayaluguwuulvdenansle

- gnansoaunulugluuudswagsuuuuialela

- lyi@an30 share location wag share contacts

- ldannsoahanguitewiiedstoyavniiteudunguls

0000 TRUE-H & 1:32 7@ sa% M 0000 TRUE-H = 1:34 V@ saxm 0000 TRUE-H & 1:34 Ui 53% M 0000 TRUE-H 7 1:35 9 53% M
= —— > = > = > = >
[ T I - =
e
snapchat
" ME ME
Y horsy e Yu honsy e
& _&)
e (1= (1=
ol i
Calling on Snapchat uses WiFi or
mobile data
.
[
e
CANCEL -
Yy
&)
qgwe r t y ui o p qw e r t y ui op (=
a s d f g h j k I a s d f g h j k |
& z x ¢ vbnm & & z X ¢ vVbnm ®
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Snapchatifunenndiaduilifinnuuanarsiuaslunesduves Android waz i0S Tnedint
wanqlunisldau 3 wih Ae minChat , ndesanegy , mihdegnsidanu

&t 4

Stories

Gross Best Snapchat's
Friends s | Newsmart | S
Understand | What?! = Glasses

Students Set Sail

®

4Q Tap to add a selfie!

© Added Me

9" Add Friends

£) M)Gr)iends

< (@) 0

oio8a8 *Gr'A.{ia% 1“45

] Team Snapchat

Add Snapchatters from My Contacts

1% 11:51
Settings

MY ACCOUNT

Name

Username

Birthday

Mobile Number

Email !

Bitmoji

Password
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« mahsialudateny
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v o v v, fa oo v Iy " s
madhadaly || dliuinslai Bududanuvesd | Snusnaasiawe | Wiunsulawe | mssanuuuay fin1snsavany
o a4 e - > o .
dadedonnnu | aansonaasia | Aadadauld doyaniiunluadna: | vosaiali Uaendwszuuiinnu || wasalAndian
- g a o oW
wiagunauuld Uaandy Usidiu dau fienarsiaiu
1
nnundu
LINE X J X X J
s X
WhatsApp
Telegram
Signal
X T X T XITXTX

Y

TAUEHITULEDNILHAURNDAIN codebase V84 Signal wis1edAuaLTRNY 6 ASUAIY LANFI
A S )

91N messaging app duBUTINsUNTVIAAMENTRUIHLY

polUag e UNaNIIAALUAY FRAY Lagnagau Signal

Nan1sAaLUaY ARAY Laznaaau Signal

N135AARY Signal Server wazniA1 Configuration

duUsEnaUlng IUNIMUATDITTUU Text Secure Server (Signal Server version 0.93) Usznau

lUse Redis, PostgreSQL, PushServer wag Android (App Signal) ﬁﬂLLaﬂﬂugﬂﬁméN
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Android

_~ PushServer |

— T~ \. 7

X

VA N
/ Text Secure

‘ N J
Server /

a v

sazlBuansaLluudaLUaIuazfnad Signal J6adl

o

1. W&4 https://github.com/lucaconte/BeatTheMeddler Lﬁaﬁﬂmmuﬁﬁﬂ UL
Wesiuliuwaiunda

2. Download %39 Clone (#n#l Git) Signal Server Fauszneusie TextSecure-Server wax
PushServer 9 nasAsaluil

https://github.com/WhisperSystems/TextSecure-Server Lag

https://github.com/WhisperSystems/PushServer

Server fiagvnsAads Signal Server azfosilusunsusie qauduasRanalife
- JAVA 1.7 fuves OpenJdk
- Redis
~ PostereSQL (85719 DB accountsdb wag messaged faf1d
#sudo -u postgres createdb -O signal accountsdb

#sudo -u posteres createdb -O signal messagedb)
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[

- Twillio account dmumstudusnuileasingnisly Signal Tnerinu SMS (Aazgdnsi
lildRnsaiosmnladoamsliuing

- Amazon AWS S3 bucket service dmfumssudsing (davilaldndailosanlsl
foamslausng

- GCM account 910 goosgle developer console tlansAnaudmsuneundndudin
1ulda%s (FmvildldRadatiesanlddosmsliuing

- Apple Push Notifications (APN) di3u 105 (lifindiaiilesannnaaeuianig Android)

3. ¥nsiAen APN Service any Path 3137 PushServer filé Download %38 Clone
910 /org/whispersystems/pushserver/senders/APNSender.class Tu method “public void
start ()7 Aauansluguauans \Wasuan withProdouctionDestinetion() 15

withSandboxDestination

//[LC] uncomment for production releases (with the right certificate)
// this.pushApnService = APNS.newService()

1/ .withCert{new ByteArrayInputStream(pushKeyStore), “insecure")
1/ .asQueued()
// .withProductionDestination().build();

this.pushApnService = APNS.newService()
.withCert{new ByteArrayInputStream{pushKeyStore), “insecure")
.asQueued{()
.withSandboxDestination()}.build();

4. ¥n15 compile #e Command Line w&snnudly fefda
#apt-get install -y maven
#cd PushServer

#mvn clean install
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LU Error Tuanwaemuil

[ERROR] Failed to execute goal on project TextSecureServer: Could not resolve dependencies
for project org.whispersystems.textsecure:TextSecureServer:jar:0.92:

Failed to collect dependencies at org.whispersystems:websocket-resources:jar:0.3.2: Failed to
read artifact descriptor for org.whispersystems:websocket-resources:jar:0.3.2: Could not find

artifact org.whispersystems:parent:pom:0.3.2 in gcm-server-repository (https://raw.github.com/

whispersystems/maven/master/gcm-server/releases/) -> [Help 1]

A99vN1T Bypass Error fi#ens Clone WebSocket-Resource 91nae
https://github.com/lucaconte/WebSocket-Resources.git
11113 compile #28 Command Line il

#cd ../WebSocket-Resources

#mvn clean install

#mvn install:install-file -Dfile=./library/target/websocket-resources-0.3.2.jar -

Dgroupld=org.whispersystems -Dartifactld=websocket-resources -Dversion=0.3.2 -

Dpackaging=jar

5, 11n13 Bypass SMS service lnaunly 3 Tna
a1
src/main/java/org/whispersystems/textsecuregcm/sms/TwiliOSmsSender.java au
code ﬁagjm&ﬂu Method “deliverVoxVerification®, ‘deliverSmsVerification® way b

‘getRandom’ return A1AaT (100000)
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9dd 2
src/main/java/org/whispersystems/textsecuregcm/sms/SmsSender.java a8u code i

EJE‘JJ'mEJIu Method ‘deliverSmsVerification

Wdd 3

src/main/java/org/whispersystems/textsecuregcm/controllers/
AccountController.java Tu Method createAccount() aelu if else Tiau code ﬁagjmﬂu
gon axldedl

if (testDevices.containsKey(number)) {

// noop

} else if (transport.equals("sms")) {

} else if (transport.equals("voice") {}

lu Method generateVerificationCode ( Constant ) wiluan randomint 1u 100000
1sid int randomint = 100000;
6. 9N compile TextSecureServer 78 fdasiatl

#cd ..

#cd TextSecure-Server

#mvn install

wnnutgminieatunisageu agvinistiunmageulumenisiiy

-DskipTests 911 mvn install
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7. uf Config lu File config/textsesure.yml fiail

47

twilio:
accountId: AC302d9%9ea2695e21cdl7celbbc510d28fd #fake
accountToken: febf5ccbal3b4051dd7e7d0901a0fd404 H#fake
numbers:

+66876157370 #fake
localDomain: domain

push:
host: localhost
port: 9090

username: whisper
password: thepassword
s3:
accessKey: ABCDEFGCUFYDHVM2LXXX #fake
accessSecret: WOUfGDAdfAbgYyCTIIbSQ1DtreTGokOsOOTpLOSE #fake
attachmentsBucket: thenameofyouts3buket #fake

directory:

url: "redis://localhost:6379/0"
cache:

url: "redis://localhost:6379/1"
server:

applicationConnectors:
- type: https
port: 8080
keyStorePath: ./ssl/example.keystore
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keyStorePassword: example
tkeyStoreType : PKCS12
validateCerts: false
adminConnectors:
- type: https
port: 8081
keyStorePath: ./ssl/example.keystore
keyStorePassword: example
fkeyStoreType : PKCS12
validateCerts: false
websocket:
enabled: true
messageStore: # Postgres database configuration for message store
driverClass: org.postgresqgl.Driver
user: "whisper"
password: "thepassword"
url: "jdbc:postgresqgl://localhost:5432/messagedb"
database:
driverClass: org.postgresqgl.Driver
user: "whisper"
password: "thepassword"
url: "jdbc:postgresqgl://localhost:5432/accountdb”
properties:
charSet: UTF-8
#federation: # is disabled
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logging:
level: INFO
appenders:
- type: file

currentLogFilename:
archivedLogFilenamePattern:
archivedFileCount: 5

- type: console
redphone:
authKey: 1234567890 #fake

/tmp/textsecureshserver.log

/temp/textsecureserver-%d.log.gz

8. un Config Tu File config/pushserver.yml asil

1%
=1

redis:
url: redis://localhost:6379/2
authentication:
servers:
name: whisper
password: thepassword
gcm:
xmpp: false

apiKey: AIzaSyC8gPzceq2SPebZZWaD3I90eqePyD9CUgk #real

senderId: 412918270132 #real

redphoneApiKey: AIddSyAsviyMy8jKe8chCEfr8NbeqgqGghy700Cid #fake
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server:
applicationConnectors:
- type: http
port: 9090
#keyStorePath: ./ssl/example.keystore
#keyStorePassword: example
fkeyStoreType : PKCS12
#validateCerts: false

adminConnectors:
- type: http
port: 9091

#keyStorePath: ./ssl/example.keystore
#keyStorePassword: example
#keyStoreType : PKCS12
#validateCerts: false
gzip:
enabled: true
logging:
level: INFO
appenders:
- type: file
currentlLogFilename: /tmp/pushserver.log

archivedLogFilenamePattern: /tmp/pushserver-%d.log.gz

archivedFileCount: 5
- type: console
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9. antuAnda PostgreSQL Database IneldAdssalud
#apt-get update
#apt-get install -y redis-server posteresql openjdk-7jre-headless

#/etc/init.d/postgresql start #sudo -u postgres psgl —command "CREATE USER
signal WITH SUPERUSER PASSWORD ‘'thepassword';"

#sudo -u postgres createdb -O signal accountsdb
#sudo -u postgres createdb -O signal messaged
10. Migrate config 984 TextSecure iU Database AuA1&adsil

#java -jar TextSecure-Server/target/ TextSecureServer-0.93 sin.jar accountsdb

migrate config/textsecure.yml

#java -jar TextSecure-Server/target/ TextSecureServer-0.93 sin.jar messagedb

migrate

11. Remote Login (W11 Secure Shell) TUgs Server iaudlalyf Sienal 5895y HTTPS I der

FutelUll (Code Fudnadiu Bash Command a@wnsa copy TULELNE .sh wéads Run Script Iéae)

#/bin/bash

#This script creates root CA and server certificates to be used by the
client and the server.

# rootCA.crt needs to be copied to the client to replace the system-
wide root CA set

# example.keystore needs to be referenced by keyStorePath in the
server's config file

#
#TO EXECUTE FROM THE OUTSIDE WITH:
#ALTNAME=DNS:signal.foo.org ./gencerts

#
#IF YOU HAVE A DOMAIN OR IP if U are in a lan
#ALTNAME=IP:<IP ¥8NlA3DY Server > ./gencerts

#
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# Create private key for root CA certificate
openssl genrsa -out rootCA.key 4096

# Create a self-signed root CA certificate
openssl req -x509 -new -nodes -days 3650 -out rootCA.crt -key
rootCA.key

# Create server certificate key
openssl genrsa -out whisper.key 4096

# Create Certificate Signing Request
openssl req -new -key whisper.key -out whisper.csr

# Sign the certificate with the root CA

openssl x509 -req -in whisper.csr -CA rootCA.crt -CAkey rootCA.key -
CAcreateserial -days 365 -out whisper.crt -extensions extensions -
extfile <(cat <<-EOF

[ extensions ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash

authorityKeyIdentifier=keyid, issuer

subjectAltName=IP:<IP 28NLA3DN Server > ./gencerts
EOF)
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# Export to host key and certificate to PKCS12 format which is
recognized by Java keytool

openssl pkcsl2 -export -password pass:example -in whisper.crt -inkey
whisper.key -out keystore.pl2 -name example -CAfile rootCA.crt

# Import the host key and certificate to Java keystore format, so it
can be used by dropwizard

keytool -importkeystore -srcstoretype PKCS1l2 -srckeystore keystore.pl?2
-srcstorepass example -destkeystore example.keystore —-deststorepass
example

#whisper.store bust be placed into Android client

# -- keytool -importcert -v —-trustcacerts -file whisper.crt -alias
IntermediateCA -keystore whisper.store -provider
org.bouncycastle.jce.provider.BouncyCastleProvider -providerpath ../

bcprov-jdklbon-154.jar -storetype BKS -storepass whisper

#for i0S client you have to convert whisper.crt in DER format and
install whisper.cer in Signal-iOS
#openssl x509 -in whisper.crt -out whisper.cer -outform DER




12. Run Server anuAndasioluil
#/etc/init.d/postgresql start
#rm -rf /var/run/redis_6379.pid
#service redis_6379 start

#java -jar PushServer/target/Push-Server-0.12.0capsule-fat.jar server

pushserver.yml &

#java -jar TextSecure-Server/target/ TextSecureServer-0.93 sin.jar server

textsecure.yml

AUNAINLRTIAA1 AL ITBATUINUTUNIN L YAN INAUENS

root@18e4347139c0@:~# /etc/init.d/postgresql start
* Starting PostgreSQL 9.3 database server [ OK ]
root@18e4347139c0:~# ||

Postgresql Start

root@18e4347139c0@:~# rm -rf /var/run/redis_6379.pid
root@18e4347139c@:~# service redis_6379 start
Starting Redis server...

root@18e4347139c0:~# I

Redis Start
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root(18e4347139c0:~# java -jar PushServer/target/Push-Server-0.12.@-capsule-fat.jar server pushserver.yml &
(1) 122

root@18e4347139c@:~# INFO [2017-84-29 13:44:36,450) org.eclipse.jetty.util.log: Logging initialized (2394ms
INFO [2017-04~29 13:44:36,642) org.whispersystems.pushserver.PushServer: Using HTTP GCM Interface.

INFO [2017-04-29 13:44:37,008) io.dropwizard.server.ServerfFactory: Starting PushServer

INFO org.eclipse.jetty.setuid.SetUIDListen Opened application@2béb8e2c{HTTP/1.1}{0.0.0.0:9090}
INFO i uid.SetUIDListener: Opened admin@224308f9{HTTP/1.1}{0.0.0.0:9€91}
INFO erver.Server: jnty-? 2.9.v20150224

i je
INFO [2017-84-29 13:44:38,084) io. dropudum jersey.DropwizardResourceConfig: The following paths were found for the configured resources:

PUT /api/vi/push/apn (org.whispersystems.pushserver.controllers.PushController)
PUT /api/vi/push/gcem (org.whispersystems.pushserver.controllers.PushController)
GET /api/vi/feedback/apn/ (org.whispersystems.pushserver.controllers.FeedbackController)
GET /api/vi/feedback/gem/ (org.whispersystems.pushserver.controllers.FeedbackController)

INFO [2017-04~29 13:44:38,897) org.eclipse.jetty.server.handler.ContextHandler: Started i.d.j.Mu 1 1 1 1792{/,null,
AVAILABLE}
INFO [2017-04-29 13:44:38,102) io.dropwizard.setup.AdminEnvironment: tasks =

POST /tasks/log-level (io.dropwizard.servlets.tasks.LogConfigurationTask)
POST /tasks/gc (io.dropwizard.servlets.tasks.GarbageCollectionTask)

INFO [2017-04-29 13:44:38,107) org.eclipse.jetty.server.handler.ContextHandler: Started i.d.j.Mutabl ler@21421ac3{/,null,
AVAILABLE}

INFO [2017-84-29 13:44:38,117] org.eclipse. Jeny server.ServerConnector: Started lwhcanormbbbsuc{mi’li 1}{0.0.0.0:9098}

INFO [2017-04-29 13 30 118] org.eclips : Started 9{HTTP/1.1}{0.0.0.0:9091}

Push-Server Start

root@18e4347139c@:~# java -jar TextSecure-Server/target/TextSecureServer-9.93_sin.jar server textsecure.yml
INFO [2017-04-29 13:45:07,498) org.eclipse.jetty.util.log: Logging initialized @1958ms
INFO [2017-04-29 13:45:08,917) io.dropwizard.jersey.DropwizardResourceConfig: The following paths were found for the configured resources:

GET /vi/keepalive (org. -hhpouystm.unucungcn controllers.KeepAliveController)
GET /vi/keepalive/provisioning (org.wh .tex controllers.KeepAliveController)

INFO [2017-04-29 13:45:09,032) io.dropwizard.jersey.DropwizardResourceConfig: The following paths were found for the configured resources:|

GET /vi/keepalive (org.whispersystems.textsecuregcm.controllers.KeepAliveController)
GET /vi/keepalive/provisioning (org.whispersystems.textsecuregem.controllers.KeepAliveController)

INFO [2017-04-29 13:45:09,057) io.dropwizard.server.ServerFactory: Starting whisper-server

TextSecure-Server Start

/v1/federation/user_count (org.whispersystems.textsecuregcm.controllers.FederationControllervl)
/v1/federation/user_tokens/{offset} (org.whispersystems.textsecuregcm.controllers.FederationControllervi)
/vi/keys (org.whi controllers.KeysControllervi)

/vl/keys (org.whispersystems.textsecuregcm.controllers.KeysControllervi)

/v1/keys/{number} (org.whispersystems.textsecuregcm.controllers.KeysControllervi)
/v1/keys/{number}/{device_id} (org.whispersystems.textsecuregcm.controllers.KeysControllervi)

i/ ges (org.whi: gcm. controllers.MessageController)
/vilunms/(duurudon) (nm.vmi ¥ controllers.MessageController)

TE /vi /" }/{ti } (org.whi y textsecuregcm. controllers.MessageController)
/vl/provisioning/{destination} (org. mispersynm textsecuregem.controllers.ProvisioningController)
/v1/receipt/{destination}/{ } (org y textsecuregcm.controllers.ReceiptController)
/v2/federation/key/{number}/{device} (org . whi .textsecuregem.controllers.FederationControllerVv2)

/v2/keys (org.whispersystems.textsecuregcm.controllers.KeysControllerv2)

/v2/keys (org.whispersystems.textsecuregcm.controllers.KeysControllerv2)

/v2/keys/signed (org.whispersystems.textsecuregcem.controllers.KeysControllerv2)
/v2/keys/signed (org.whispersystems.textsecuregcm.controllers.KeysControllerv2)
/v2/keys/{number}/{device_id} (org.whispersystems.textsecuregcm.controllers.KeysControllerv2)

LELELLEE L ELELL L

INFO [2017-84-29 13:45:10,213) org.eclipse.jetty.server.handler.ContextHandler: Started i.d.j.MutableServletContextHandler@6f14fbb2{/,nul
AVAILABLE}
INFO [2017-84-29 13:45:10,225] io.dropwizard.setup.AdminEnvironment: tasks =

POST /tasks/log-level (io.dropwizard.servlets.tasks.LogConfigurationTask)
POST /tasks/gc (io.dropwizard.servlets.tasks.GarbageCollectionTask)

INFO [2017-84-29 13:45:10,230] org.eclipse.jetty.server.handler.ContextHandler: Started i.d.j.MutableServletContextHandler@éf6492ae{/,nul
AVAILABLE}

INFO [2017-84-29 13:45:10,250] org.eclipse.jetty.server.ServerConnector: Started -ppucaummmo(ssumvn 1}{0.0.0.0:8080}

INFO [2017-94-29 13:45:10,255] org.eclipse.jetty.server.Ser : Started admi ~HTTP/1.1}{0.0.0.0:8081}

INFO [2017-84-29 13:45:10,255) org.eclipse.jetty.server.Server: Started @4717ms

TextSecure-Server Start (918)
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AN Server Start 1@5UE? NAFBUDEIIIEABANTIIINIU Browser https://ip:8081 131

https://192.168.1.8:8081

® 0 D wetics

C A NotSecure hitps://192.168.1.8:808
Operational Menu
* Metrics
* Ping

* Threads
¢ Healthcheck

Y & a ' %] v
PUIIUNLARNIIN Server GLGU\‘I’]U"LG]

“GET / HTTP/1.1* 484 284 "-* *Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_12_4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.81 Safari/537.36" 55
"GET /favicon.ico HTTP/1.1" 484 295 *https://192.168.1.8:8880/* *Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_12_4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/S

“GET / HTTP/1.1* 200 - "-" "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_12 4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.81 Safari/537.36" 2
"GET /favicon.ico HTTP/1.1" 484 295 “https://192.168.1.8:8081/* *Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_12_4) ApplewebKit/537.36 (KMTML, like Gecko) Chrome/S

"GET /api/v1/feedback/gcm HTTP/1.1* 200 14 *-* “*whisper-server (whisper-server)*" &
"GET /api/vi/feedback/apn HTTP/1.1* 200 14 *-* “whisper-server (whisper-server)" 2
“GET /metrics?pretty=true HTTP/1.1* 200 - “https://192.168.1.8:8081/* "Mozilla/5.@ (Macintosh; Intel Mac OS X 10_12_4) AppleWebKit/637.36 (KHTML, like Gecko) Ch

Log 970 Server 13519610

Waviaulamudnesu wamnain Server wiauldanuwan

n1sasAaUNALATY Signal Android iNawiausanu Signal Server

1. anulvan Source file ¥4 Signal Android 91 AsA

https://github.com/WhisperSystems/Signal-Android



2. 13 Source 9 Download %38 Clone 37é78 Android Studio

3. yhmsuily buildConfigField "String”, "SIGNAL_URL", "\"https://textsecure-

[V
Y

service.whispersystems.org\"" Ju IP w04 Server ﬁLiﬂmﬁummg‘dﬁmﬁ’N

@ Androe O O D sgrwanded =

» CiSignal-Andresd -
© P Crache Seripts -
12 budd gradie Module Sgnal- Androw 1ee
[ grintie- wrappes sroperties oace v 0T
) proguand- appcompas-v7 ro Mol |
1) roguand- astomasan pro L uad
B proguand-dageer pro (ProCuard Rule 111
) proguard-glide.pro (ProCusd Rules 11
() proguand-googhe-play-vervices pro |
(1) proguand- jackson pro (ProCusd ful | .
[2) progeand- eetrofit.pro (Mot s Ful 11
[ proguand- reunded  image view pro
[ proguand-1hortcutbadger.peo (ot |,
[ proguard-spongycastie pro (ProCus 1ie
[ progueand- 1alite pro (Mot s Fules 100
[ proguand- square-ckheatp pro ProCu T
[ proguand-square-ckio.pro (ProGess |,
1) proguand- webnc peo (FroG.as Rule 15
[ proguand.cfg ProCusrd Rutes for Sig 779

e b

targetSonversion 22
multideafnadled tree

VOCUrDravat Les. iieSupperTLibrary « tree
project.ext, set(“archivesBaseione”, “Sigeal”);

DulloCont Lgfsels “long™, “BULLS TIMESTAN-, oetiastCommit?ises KX
Dot ioCon Lo e Serings —STORL i AR IR AT
ButlaCont igh seld “Striag™, “GCIMY_PROXY_MOST™, \"giphy-preay-prodection. vhispersystess org\™™
bullaCont igfsels “iat", “GIMWY_PRoXY_PoRtT-, “89°
Duilatont LgFsele “String™, “USER_AGENT™, “\“OMA\**
Butlatont igh sl "Strisg™, “RIDPWONE MASTER_URL™, "\"Wttpe://redphone-aaster. vhlipersystens org\™
ButlaCont igfsels “String™, “MEDMWONE_RELAY_NOST™, “\“relay.vhispersystens srg\™™
DuAlatont LgFaels “String”, “REDPRONE PREFIX WARE®, “\* wAlsparsystons ong\**
) Butlatont igf Sl "Boolesn™, "SIV _BUILD", “falwe”

compi Ledpt loms (
sourceCompat 55314ty JawaVers Lon. VERSION 1 7
TargetConpat sbility Javavers Lo, VERSION 1 )

pachagiaglet Lons {
s bt LICINSE tut
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4. 1Udslvla RegistrationService java Tu Folder

58

src>org>thougtcrime>securesms>service>RegistrationService Ua GCM 1AUnN1S comment AYLEAS

Tuguanuans

SPCE60O6

S OLONEPAOICES

5.

& DirectoryRefreshlistener
& DirectShareService

 PanicRespondertistener
2 /=it (supportsGem) {

& PersistentAlumManagerListene | " ReaPhaneaccovatianager redPhoncaccountianager = new RedPhoncAccountiensger (BuildContig. REDPHD

& PersistentConnectionBootListe: Tew ReaPHoneT rustStp.

& QuickResponseService nusber, password) ;

o RegistrationNotifier

© RegistrationService redPhoneAccoun! ger.createAccount (verificationToken, new RedPhoneAccountAttributes(signaling

jd Ty EDorg | ) thosghterime | [ securesres - [ service | € RegntrananService

© % @1 © Regavarionservice ava x

RegistrationService | handleCommonRegistration()

¥ etse {
 ExpirationListener T erences.. this, true):
o ExpifingMessageManager }
b KeyCachingSarvice TextSecorePreferences. sethebsocke Ragistered(this, true);
n MasterSecretintentService
& MessageRetrievalService DatabaseFactory.ge! Tdent i (yDatabase(this) . saveToent ity(sell.getRecipientTd(), igentityKey.getPublickey());
& MmsListener Directorytelper. refreshdirectoryithis, accountMamager, number);

String verificationToken = accountManager.getAccountVeri ficationToken();

& RotateSignedPreKeylistener
n SmsDeliveryListener

DirectoryRefreshlistener. schedule(this);

& Smalistener RotatesignedPreKeyListener. schedule(this);

& UpdateApkReadyListener )

= UpdateApkRefreshi istener " S S ) , . .

& . private synchromized String witforChallesgel) throws AccountVerificat ionTimeoutTxception {
b Rysms WebcCutsarvice this. veriticationStartTine = Systen.curcentlineni111s();
> Eltransport it (this.challenge == null) { +
b & uil : try {

Run Source Tu Emu w3 a¥adulva APK iilefadsuuaunsnivuiifissuudfiinis

LAUASOYR 2 LASDY

6.

7.

nnuunsendeyarneauinsAniadly weawmezdeuiu Server

S¥UULYIINTET SMS undwmnelaeiinsenld uslunsainadeu 19110vn1s Bypass n1g

1 SMS Llesandianlegdne Feselvvuaiaan

naINuLAaT szuvazildsuludnuin ausasilvnneaiieluduneui 6 8n
& a a 1 . 19 1% « 5 a Y] [ .

AT 138339 9 U3 Signal saulvigldne “CALL ME” ialssanuld e Signal azlns

winsdnianuuesinsdninlililutuneui 7 udlulasinisid giavilasamsliasdu

noutlld anuudldnsensantanslineundlulnd AccountController java lu Server

f® 100000

PNUwINgTe wasdrgniinfianunsaldnuld svviumivendouldnunuguiiuan
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o Signal

Use as default SMS app

Tap to make Signal your default SMS app

10.  wegeunsidnulaenisdsenuluiiaunimivuaiesiass (dumegaunundie

PINYLRVINTANS) LDUNALATUUULDUATDEANTDUNAL LTI UNITNAZBULA?

NSLA3BULATEY Server UL DigitalOcean

(4 '

Welvild App dvloyaruasetiald veduwasuiviedndudadineylofiaisisay (Publie 1P

Address) Aty AugRInvinTLdenlvll gandlITwidnedmiun1svinauves Docker Container #aglu

Y

1 £ 1

DigitalOcean @wnniguadesnsine Container Tiluogluirdosusivienglussdnsvosmuiesnionds f
azyiladglarsInga

duusznoulngsaunvessyuy Signal Server uu DigitalOcean Usgnauluse Redis,
Postgresql_accountdb, Postgresgl_messagedb, Signal Server, MINIO tag Signal Android mmgﬂﬁm

an
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/DiqitalOcean : Ubuntu 14.0“

Docker

[ Postgresql_accountdb ]*

—’[ Postgresql_messagedb J

Redis

Signal Server

9000

9000

version 1.70
) 8080

[ MINIO

J

o

_/

Signal Android

version 4.19.3

a v oA

1. AR Docker Uag Git Uy DigitalOcean Tumausialuilyldasiaailind Git

U313 Git online du¢ wagdl directory AU code w04 Signal server 1an

i Github vegly

1% '
= =

2. @374 directory %8 docker-Signal-Server wagain9lig docker-compose.yml Juun @4

AelulwadidneausmunInauana
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3. @54 directory o signalserver 13l directory docker-Signal-Server

4. 1l Signal-Server #ild wagvinsudldlnddnsu Yansldau apn
a7 1
unlalng WhisperServerConfiguration.java
it/ Signal-Server/src/main/java/org/whispersystems/textsecuregcm

au Code @NotNull 7ifauys private ApnConfiguration apn;

ndd 2
uAlvla WhisperServerService.java
it/ Signal-Server/src/main/java/org/whispersystems/textsecuregcm
au Code &3l
- APNSender apnSender = new
APNSender(accountsManager,config.getApnConfiguration());
- ApnFallbackManager apnFallbackManager = new
ApnFallbackManager(apnSender, pubSubManager);
- apnSender.setApnFallbackManager(apnFallbackManager);
- environment.lifecycle().manage(apnFallbackManager);
1d null unu apnFallbackManager Wag aanender‘ﬁ
- PushSender pushSender = new PushSender(apnFallbackManager,
gcmSender, apnSender, websocketSender,
config.getPushConfiguration().getQueueSize());
gl
- PushSender pushSender = new PushSender(null, gcmSender, null,

websocketSender, config.getPushConfiguration().gcetQueueSize());
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a7 3

unlalng PushSender.java

i /Signal-Server/src/main/java/org/whispersystems/textsecuregcm
/push

au Code #ail

- lu Method start() au apnSender.start();

- Tu Method stop() au apnSender.stop();

5. nlu Signal-Server #ilé uazvhnsuildlnddmsusi Bypass SMS service
a7 1
uAlalng AccountController.java
i /Signal-Server/src/main/java/org/whispersystems/textsecuregcm/
controllers
au Codelu Method createAccount aelu if-else uazlu Method

generateVerificationCode() 1% int randomint = 100000;

a7 2

uAlalng TwilioSmsSender.java

i /Signal-Server/src/main/java/org/whispersystems/textsecuregcm/sms
au Codelu Method deliverVoxVerification Waz deliverSmsVerification

Tu Method getRandom() 14 return elements.get(100000);

a7 3
wAlalud SmsSender.java
i /Signal-Server/src/main/java/org/whispersystems/textsecuregcm/sms

au Codelu Method deliverSmsVerification
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6. 111U Signal-server il wazudlalniddmsunmsrofiuiidaiiudeyaain Amazon 53 TUds
Minio
uAlalwa UrlSigner.java
it/ Signal-Server/src/main/java/org/whispersystems/textsecuregcm/s3
Wiy Code ftausmuuuvoslg ol
- import com.amazonaws.AmazonClientException;
- import com.amazonaws.AmazonServiceException;
- import com.amazonaws.auth.AWSStaticCredentialsProvider;
- import com.amazonaws.client.builder.AwsClientBuilder;
- import com.amazonaws.ClientConfiguration;
- import com.amazonaws.regions.Regions;
- import com.amazonaws.regions.Region;
- import com.amazonaws.services.s3.AmazonS3ClientBuilder;

Code lu Method getPreSignedUrl uAlalidusiai

ClientConfiguration clientConfiguration = new ClientConfiguration();
clientConfiguration.setSignerOverride("AWSS3V4SignerType");

AmazonS3 client = new AmazonS3Client(credentials, clientConfiguration);

Region usEast1 = Region.getRegion(Regions.US_EAST 1);

client.setRegion(usEast1);

client.setEndpoint("{ld URL 984 MINIO}";

final S3ClientOptions clientOptions = S3ClientOptions.builder().setPathStyleAccess(true).build();
client.setS3ClientOptions(clientOptions);

GeneratePresignedUrlRequest request = new GeneratePresignedUrRequest(bucket,

String.valueOf(attachmentld), method);
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request.setExpiration(new Date(System.currentTimeMillis() + DURATION));
request.setContentType("application/octet-stream");

return client.generatePresignedUrl(request);

7. U7 directory Signal-Server/config aelulng Signal.ymt1ﬁﬁﬂﬁ'ﬂmwéjmdwﬁiﬂﬂﬁ

- #
+66876157370
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8. a%1alwd dockerfile 13lu directory signalserver Samelulnddnuazian ndeluil

ubuntu:14.84
maintainer:

rm /bin/sh & 1n -s /bin/bash /bin/sh
apt-get update
apt-get install wget -y

apt-get install software-properties-common -y
add-apt-repository k-r/ppa

apt-get -y upgrade

apt-get -y update

apt-get in

echo

[

echo jdb ~/.bashrc
echo = =\%J I \ > .bashrc

[ s s

update-ca-certificates -f

Jetc/environment

apt-get install --reinstall ca-certificates-java

apt-get install maven -y

cd fusr/local && wget http : rg/dist/maven/maven-3/3.5.2/binaries/apache-maven-3.5.2-bin.tar.gz
cd fusr/local &% tar xzf apache-maven-

&& 1n -s apac E -3.5.2 apache-maven

echo fetc/profile.d/apache-maven.sh

echo fetc/profile.d/apache-maven.sh

echo L »>> fetc/profile.d/apache-m n.sh

echo 5 P / AP{P " »>» [etc/profile.d/apache-maven.sh

source fetc/profile.d/apache-maven.sh && mvn -version

java -version

f .[fssl [ssl

./Signal-Server /Signal-Server
source fetc/profile.d/apache-maven.sh && cd /Signal-Server && mvn install -DskipTests

68



10.

11.

12.

19 certbot Tun19@314 certificate ssl (3z@osil domain 939) azlalna fullchain.pem

ey privkey.pem

@514 ssl directory 13lu directory signalserver
« Anaenlyla fullchain.pem 137 directory ssl uaziUasudendu whisper.crt
. dnaenlld privkey.pem 3l directory ssl uaziuAsudodu whisper.key

« ¥11n35u sstscript.sh Tngldeds bash sslscript.sh

@374 directory Minio/.Minio/config/certs

. Anaenlwd fullchain.pem wl3lu Minio/.Minio/config/certs wazUdsudody
public.crt

. dnaenlld privkey.pem  wl3lu Minio/.Minio/config/certs uagidsudoidu

private.key

11N155u docker-compose up --build —d LBLFUALNITVINNIUL 01 server YI91UUNG
lufideRanainazlanmauasreluil

1nens198UAN https://{domainname}:8081

& C | @ Jaossu | https://projectsignal.me:8081

Operational Menu

e Metrics

. P_“]g

e Threads

e Healthcheck

e CPU Profile

e CPU Contention
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N1INAEDUNIU AT&T Application Resource Optimizer (ARO)

v Y

70

ARO VPN axindutiogaszming Signal Android AU Server ilgltlumsnaaeulng ARO fauans

Tuguanuans

Server

| AROVPN

¥

Signal
_ Android /

HAN1INAAOUIN ARO LHUNSTUTINTIATIY UagaTUNanIIMA#euIINNIINAROUTINIY 3 AT

sewlieafiu Ingludiuvetery Cache 98130 URI8IINNITNAGRIASIN 3 150 windasslailani (1 Tu 3

ASY) NMINAADUTUAZD DI MUNIUNIINAADU LAaZNANITNAFDUAIN ARO WU

1%

A9t



V)

(> I v T < TN < T < T < T < T < T < < <

TESTS CONDUCTED

File Download: Text File Compression

File Download: Duplicate Content

File Download: Cache Control

File Download: Content Expiration

File Download: Combine JS and CSS Requests

File Download: Resize Images for Mobile

File Download: Image Metadata

File Download: Image Compression

File Download: Minify CSS, JS, JSON and HTML

File Download: Use CSS Sprites for Images

Connections: Connection Opening

Connections: Unnecessary Connections - Multiple Simultaneous Connections

(<< < < < < < <

Connections: Inefficient Connections - Periodic Transfers

Connections: Inefficient Connections - Screen Rotation

Connections: Inefficient Connections - Connection Closing Problems

Connections: 400, 500 HTTP Status Response Codes

Connections: 301, 302 HTTP Status Response Codes

Connections: 3rd Party Scripts

HTML: Asynchronous Load of JavaScriptin HTML

HTML: HTTP 1.0 Usage

@ YUY HUNSNAGDU

0 YUY HIUNITNAFBULALALULU

< Y
pnete LWk uneaau

s YUY UhALADULASEIUNTNAGDY
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Duplicate Content

App hiA35 Download Yayaidau (

Y
o

Waguwuad

n36i71 Download 11u&7) Mndeyalaign

AT
AN NAANS 31UALLBYN
1 | Signal App lai Download nwe wiesann Signal Tetaunnlilu | -
Cache (Database) (naaedlag fmageuln Internet vaszgn1wLd
ASIN 2)
2 | Signal App 1 Download nwen 1lesan Signal lawuamlilu | -
Cache (Database) (naaedlag fmagauls Internet vaisgn1wLduy
ASIN 2)
3 | Signal App 1 Download n e Liiesann Signal lenAunmlilu | -
Cache (Database) (naaeslag fmageuls Internet vaisgn1wLdu
Asadi 2)
GESY U

72

FBNsneaaU : SUNNUINLININ WA 1 AT UANIN 89NININ NFUNLIWALTADN
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Cache Control

NAABUNNINN13ATU Cache 11A8lu Signal din159mnns Cache 3ol
W medeu : dsdonulazn LU App NVNUULENSVINUENATEIINULTINNTS

Un App wdalalval 91 i Cache agn3alyl

P v ¢ a
AN NAANS IYsTLYUN

1| imsifudemnuuaznmeng q 1lue3es Wiela App uwaslaiu | -

wludlpgliiidesanu Internet App @N15OLAAITEANULAZAIN

16

2 | fimsiduteanuiaznmaig g Blue3es dela App wasiladu |-

wludlagliiidesanu Internet App @N15OLAAITEANULAZAIN

6

3 | dmsiduternuuaznimeng q 1ilwases Weln App wazsiladu | -

1nilagluitenanu Internet App @UNSOLEAITDAIULAZATN

6

a5y WU




Cache Expiration

018)

9 AukaUNAATU Line

MINAAEUNIENTIABUDN1YYY Cache IilTununetgvelsl (Cache msasilTuvun

NAaaWS

=]
INYA[SLYNA

Liiflongues Cache Wipaniniiudayasie 4 adlu database Vo1
\AT0sUN I IERzaULes
(991N fmeaesss 2 91ingnudn deyadinanndsegly

Database)

Liflongues Cache Wiaannifiudayasi 4 adlu database Vo1
TN IR LRz ULeY
(8391 fMeaesse 2 91indnudn deyaninanndiegly

Database)

Liflongues Cache Wipaniniiudayasie 4 adlu database Vo1
\AT0sUN I IERzaULes
(83910 {Meaesse 2 91indnudn deyadinanndiegly

Database)

Rl
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W/NIVAERU : A1 message n3a3UlU Cache flangves Cache viselil ludnuaizaany



75

Image Metadata

Signal msazABalinIs@n Metadata Mldiguduoanluneurinisds

FWNINAFOU : AN MLNERTIAARUI Metadata gnineanneudmsol

AN NAANS snuazdun

1 1n196m metadata NoUAS WU T8 LIAMAIWAW dauNaBA W | -

2 1n196m metadata NoUAS WU T8 LIAMAIAW @auNaBA W | -

3 1n196m metadata NoUAS WU T8 LIAMAIWAW dauNaBA W | -

a5y WU

Opening Connections

n31Ua Connection limsiisnniAuly Signal misavdnndudeyanoundidedsdayaluly
Connection g (lude 4.1.10)

FFnsneaU : AAT1ERAN Trace results Tu ARO

AN NAANS snuazdun

1 Tueamuzan ldnunswiasfaudnsuniswn by -

2 | figeruuzi ldnuniskasiaudmsuniswily -

3 | Slgamwuetn ldnunswaaiaudInsuniswi by -

GRAl Hu(wFouAuLn)

ALY : A1NWUd App U Connection wion ¢ fuduiuunn Tuiansan

79115598 Connection L3R8Ty
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Multiple Simultaneous TCP Connections

m3tUa Connection wiaufunniiuaudndu Signal msdnngunouuddslulu
Connection LA
FW/NsVeEOU : IATININ Trace results Tu ARO TuvaueiiiUn Chat nqu Aefiuvane 9

A load JUn3eY 9 fuviate 9 U

P LY a
AN NABIND YATLBYN

1 | wunsudafiouwsss IP Signal 1 A3 | din198e packet 19 packet lunuanenig
wiAsLie tae Signal ldladstaniu uag

sUnmising 9 Tuneudu (uszegnisds)

= ]

2 WUNTUAUROUVDY IP Signal 2 A3 | Hn15d9 packet 19 packet 14 watdunis

(4

detory sunnlunUanenavangumis

=< o

Fevilvinng app ldannsadaduladesiuld

denle
3 | liwumsudafiouves app 970 W93 network Hgymunzdatoya
ARO isnsTivteyadslumeiuiiiedds

PllaiiAnnisuasfau

G| laisiu (Wesan AT 1 uae 2)

'
aa

AesUe: Tunsalndeygranisiionsan Signal weenudstanuyiui lagli Bundle
U§l 21NAIINABDIATIN 3 WU Fyeyrunsiiousedtyni Signal 2% Bundle ToA1uLaas7

e
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Periodic Transfers

n31980U71 Signal dmsifiounaiiieds Log sng 9 vse Ad Milulavaundussey 9 wie

Tai
BNIveEeU : WATIERIN Trace results Tu ARO
Asadl NAANS SUAzBYn
1| biwunsudadoula 9 290 ARO Tdnumsudadiou 1o o wansinlisinag
ARO 1fiu log 30 ad a 9 ([Aidesdstoyaifuszes
9
2 | ldnunsudasiouls 9 910 ARO Tdnumsudadiou 1o o wansinlaisinag
ARO AU log 138 ad #na 9 (fidesdstoyaiduszes
)
3 | liwumsudadiouls o a1n ARO laiwunmsudsidiou Tn 9 wansinlifinig
ARO AU log 138 ad #ina 9 (fidesdstoyaiduszes
9
d5u U
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Screen Rotations

MINUNTNR8VR4 Signal vflillevifiy lindsaziimateusiaiu Server Wiesutoyadn

T/N15MAEOU : 904 Rotate Screen g wa3nd1 1015 Load tiuwsald

AN NAANS snuazdun

1 | lidimsivandeyalvy wazlidiinns open connection 1g 9 -

2 | Wifinslvandeyalval wazlifing open connection 1o 9 -

3 | Wifinnslvandeyaluy uazliiiinis open connection 1a 9 -

d5u U

Closing Connections

n3529@0U Signal U Connection w4 Signal 1uilalaulduudvielyl

TMsneaeu : nTIaaeugI1 i Connection WaAwieli

P LY a
AN WNaaNg YaTLYN

1 | liwunsie connection Mald H1UN1SASIEU ARO hainunsila

connection 1g ¢ Aal3

2 [ ldwunsia connection M9l H1UN1SASIEU ARO hinun1sila

connection 1 9 Aty

3 | ldwun1s@¥a connection f9ly N1UN1SRSI9dU ARO hainunsia

connection 1 9 Aty

d5u U




79

Offloading to Wi-Fi

as19EeUI Signal anansaadulianszming Wi fu 3G Tevielal wndisa 36/4G wav
Wi-Fi Signal stuasululd wi-Fl

ASmsvneeu : nnaedld 3G fou anty aeslln Wi-Fi asiadeuin app ¥1ms switch

1Y Wi-Fi ¥isol

P v ¢ a
AN NAAND IYsTLYUnN

1 |app vns switch 270 3G/LTE undu Wi-Fi -

2 | app vn13 switch 91 3G/LTE undu Wi-Fi -

3 | app s switch 910 3G/LTE wdu Wi-Fi -

GESY B

HTTP 400 and 500 Status Codes
A399a0UT Signal fin1si3enlduin1s Web #i Return Code HTTP 400 wie 500 w3l

FFnsneaeU : AL Trace results Tu ARO

AN NAANS sgaziden

1 | hifnsesanu | ARO ldnunsidesiela o fiviliAn code 400 - 500

2 |lfimsesanu | ARO limumsidesisla « Fivilsin code 400 - 500

3 |lifimsesany | ARO ldwunmsidesiela « fividldiin code 400 - 500

d5u B
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HTTP 300 Status Codes

AT19deUT Signal fin1si3enldu3n1s Web #i Return Code HTTP 300 w3l

FFnsneaeu : AL Trace results Tu ARO

AN NAANS sgazidun

1 | ldfnsesany | ARO lawunisitesiole o AvinlilAn code 300

2 | Lifimsesaanu | ARO Linumisidessla § iviliia code 300

3 | lifimsesanu | ARO linwumisitensla § iviiliia code 300

d5u B

HTTP 1.0 Usage

n329@0U Signal din1si3enly APl wiensideunsluds HTTP 1.0 ieli Fsliaasdl

FFNsNeaaU : AAT1ERAN Trace results Tu ARO

afsdl RGNS FgazIBYn
1 | Lifinsasiany ARO m3alainunisdedayauuy HTTP 1.0
2 | ldiinmsesiany ARO m33alainunisdedayauuy HTTP 1.0
3 | ldfimsasiany ARO m33alainunisdedayauuy HTTP 1.0
GEIL N1U




Unsecure SSL Version

n33aeU Signal &5y SSL Version fignszyinlivaeasdeviel

FFnsneaeU : AL Trace results Tu ARO

ASad] NAANS eazden
1| ldfimsesianu ARO a573lainu Unsecure SSL Version
2 | Lifnsesiany ARO a573lainu Unsecure SSL Version
3 | ldfinsesaanu ARO a573lainu Unsecure SSL Version

d5u B

Weak Cipher

n33aeU Signal dnsidnsvia SSL Nlianudasasienn gnasasialndieviseld

FFnIneaaU : AAT1ERAN Trace results Tu ARO

ASadl NAANS s18azdYn
1| ldfnsesiany ARO as23ldnwu weak cipher
2 | Lifimsesranu ARO as23ldnwu weak cipher
3 | lddnsesaany ARO as1aliinu weak cipher
GESY B
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Forward Secrecy

pIRdRUMINUaRASBURY Signal 71UasAuLSee Forward Secrecy @un Signal $n13
Josfiuuan wan1sain1sgnaensiia Session nilalaudazyilmdrluludn Session feumtiiu
Vavuala azlaiiny

FFnsneaau : AAT1EIAN Trace results Tu ARO

15197 419 Forward Secrecy

ASail NAANS s8azdun
1| ldfnsesianuy ARO a523ldwu support forward
2 | Lifimsesranu ARO a523ldnu support forward
3 | Lifimsesiany ARO a523ldnu support forward
GESY B

HTTP Vs. HTTPS

ATIEOUT APl 619 9 vaa Signal T4 HTTPS vanuansolsl

FFnsneaeu : AL Trace results Tu ARO

asai NAANS S18az1den
1| Lifinsesiany ARO @513ldnu HTTP
2 | ldfimsasianu ARO @513ldnu HTTP
3 | ldfinsesaanuy ARO m57aldny HTTP
d5u U
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Private Data

n333a0UT Signal lovedayadiuiazlstnanndly wasinislesiudeyameantiu
aglsladinsdsluda Server
BNIVedeU : wenaNMTY ARO naaeudnvilaseulansIaaeuaIn manifest vod

android wagladunatuneu Register Signal Iisviadeyaneudaniely

P LY a
AN NABIND IYsTLYUn

1 | fn5ve data 6ing 9 sl profile, Wwosnsdwi, madnds log, | -
nsveldiunangluaies, nsvedied, n1581u SMS,

msadasiinisdeteya weslnsiduuuudame

2 |#m59e data ms 9 feil profile, Luasinsdwi, nsidnds log, | -
nsveldiunnigluaies, NMsveded, N1581u SMS,

o a [ < a
NIFUATUNTTEIUDYR wasnsiunuulaiuey

3 | dn15ve data M9 9 Asdl profile, Luasnsdwd, nsignds log, | -
nsveldiunnigluaies, Msveded, N1581u SMS,

msadasiinisdeteya weoslnsduuuudame

G sy

NaINN15R5I980ULNE AndroidManifest 9NNMSELARTUADU Registation 210 Log

294 Server wanslmuIvuneavinsdnsilainisnsia
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Accessing Peripherals

MI9EUNNTVOLY Hardware g 9 99 Signal Tudlefinsidau wasanniasadumsly
91U Signal vhn15Ungunsalwatulvisevseld

FFnsneaeau : #519lL manifest 11A538TUA GPS, Bluetooth 2@ wialuilgauwan

P LY a
AN NABIND IYsTLYUnN

1 Tn1svaldy GPS Bluetooth -

Y vy
o o

AN 14 signal aglaiUaldies mnglduseasdayldnu

a

signal 399zveaun1w TuN1sUnBNASY uazvnarlagldredn
android settings fMe@ILoe 1Ho39n signal Tasnsvinguli

android

2 | finnsveld GPS Bluetooth -

[V V7
(% Y

WSty 9 signal azliilnldies nglduseasAasldau
signal F9zveaun 1 TunMaUndnass wasmnaslayldnaslai
android settings feF7L83 11BN signal Inen1svinauln

android

3 | fmsveld GPS Bluetooth .

Y vy
o Y

AN M4 signal aglaiUaldies mnglduseasdayldnu
signal F99zveaun1 TuMaUndnass wasminaslagldnaslai
android settings fa@Lot 1Hasan signal Tnansving1uli

android

GR sy

Tairnuiesan Signal laidn GPs Temluih vaurldldau
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MINAaaUUILANSAINYBY Signal

[

\@oNNAaeU Performance Testing gy JMeter auiatasiail
» Load Testing
» Stress Testing

» Capacity Testing

HANTIALILLATINUAEYIINTATUNAIINNTNAGRUUTEANEA NI WU 3 ads mndiadilaiinute
Ranan wan1smadeuiiuardedilianusosesiusuugldnunudensvaaouysyansamiule
sniudie Capacity Testing flavthwanisvageusuau 3 adeiildumeanade

MMSVIAABUTZUULUU Load Testing aznadeun1sviaulaesiuvesssuudiedediudnismses
29 50 Arsesvanisluian 1 3w

MINAFOUTZUULUU Stress Testing aznadaumsinauvesszuudiesadliusnsiioe
11nnNIUNA TA1Sesus 100 Arseswe ngluan 1 3w

MIVAdOULUU Capacity Testing agnadaumsialnesiuvesszuu Wedadliusnssdowe
geanfianunsafevels meluszoziian 1 Jundi

API dwSunsvaseudsyansnndiseeluil

« GET /v1/directory/{tokens}

« GET /v1/profile/{number}

« GET /v2/keys/{inumber}/{device id}

« PUT /vl/messages/{destination_number}
« GET /v1/attachments/

« GET /vl/attachments/{attachment _id}



ayunan1snaaauUsEANSAMIIUe Load Testing wag Stress Testing neluseziian 1 Ui

AafosTEzIan
.. . maudue (Nad NANSNAGBUY
RdanIsNAaauUTEANS AN . 3 .
M) FRTUIUE Uszansaw
Tgau
1. Load Testing
1.1 GET /v1/directory/{tokens} 1807.6 aansasessule
1.2 GET /v1/profile/{number} 1591.3 aunsasessule
1.3 GET /v2/keys/{number}/{drvice_id} 3297 lalaunsasessuls
1.4 PUT /v1/messages o
3168.6 annsnsessula
/{destination_number}
1.5 GET /v1/attachments/ 2160.6 aunsasessula
1.6 GET /v1/attachments/{attachment_id} 1510 aunsasessula
2. Stress Testing
2.1 GET Av1/directory/{tokens} 3419 aunsasessule
2.2 GET ~v1/profile/{number} 2425 aunsasessule
2.3 GET /v2/keys/{number}/{drvice_id} 3984.6 lalausasessule
2.4 PUT /v1/messages . v
5202.6 luausasessuls
/{destination_number}
2.5 GET /v1/attachments/ 3614 lagunsasessula
2.6 GET /v1/attachments/{attachment_id} 2212.3 aunsasessule

86



ayunan1snageuUsEanSamiite Capacity Testing Mgluszeziian 1 3und

#298N15NAFIUUTEANS AN

1 d' o § 74 t:{'
AnadsduIuglduggai
A3 D9LkYIegIEINNTaTRSULA

(AuFa 1 3uIN)

3. Capacity Testing

1. GET /v1/directory/{tokens} 1230
2. GET /v1/profile/{number} 1058
3. GET /v2/keys/{number}/{drvice_id} 1
4. PUT /vl/messages/{destination_number} 82
5. GET /v1/attachments/ 92
6. GET /vl/attachments/{attachment_id} 1195
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2NUIIBNANISIVY

wlavinnsw3eudieu messaging app 119 6 fiabuudyusialuil

ASNSTE LY AR

Alviusmslianunsanensiaiiegunauunla

Budusmuvesindemelivield

fnauanensiame TeyaiiulusinazUaonde
Tsunsudnwewesaieliszidu
msoanuuuANLUaenssruLdautau fenastiuynduneu
finsnsiaaeugesalAngign

LaU50azaTURMaNURT0Y messagin app wiazAalaniuniseissialuil

88

37N messaging app duaugNNasAUNIvIAANENTRUIILY

madiialy | gliuinsli Buduitauvesy | Snouweneaniawmie | Wsunsulawme | mssanuuuanu finsnsavday
daededonnu | anunsanaavia | Andadauld foyaiitinlusine: | vodauioli Uaandwszuuiinnu || wosalAnaidn
wagunauulé Uiy Uszidiu dau fienarsiiiu
nnunu
X 1T [ X X ¥
= &
WhatsApp
Telegram
Signal
X T X T X X1 X
lnuAMLHIIEIRNILHAIUIRBIIN codebase VB4 Signal INT1dAMENTRTY 6 ATUNIY UANFNS

waanlananUas Ana uaznagou Signal Mwesiiasues DigitalOcean Fadugliusnis

mamnselugua slavidsaeluiidnsa

1. @ansofan Signal Server wagldau Signal Android messaging application 1w Signal

Server fifnnaatld
2. ansalgaulusunsu Application Resource Optimizer (ARO) 410 AT&T \ionaaay Signal

A3 “Best Practices” 483 ARO 1@ nan1snageudlyiiiuin Signal #iutnasiniediuauvasnsie
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wageududuinfousiomn Insinasidliiudusmannsaazuiuus source code wteliduly
punauaifiimuale

3. annsadnnisiunsdeyaiatifieagrslaensiela lngldusnisves open-source cloud
storage service Ai® Minio

4. anunsanageuUszansamnssessuresidldauduaunnuaslfnadnsiduiiimela
spuuansasessuldanldiads 50 auslunillunisiaduuuigesinesiier uagsruuannn

viN13ve18lun191u (horizontal scaling) lnenisifiuwesiies iesessugldnuniiiudusioduila



90

uni 4

ayUuazdaiauauue

au A w Y A = A
NAFpllausTgIngUszasAluanninanife
. laAmdeniasinislemugesadmivaiawenndindunisiudideyanidesnisanulasnsiug
Mmnzaude Signal wetalddugiulunisimun daudas Tmngdunisldnunazanimwindey

yoshsruvesislulszwalneidesnisldanusennainduludnuvauzdinu nsudnmmsun udu

v
v 1 s

o Igvhnsfine faulas wazhinss druwesinesvesuenndiatu Signal vuras wSoutuls
yaaounslinuuenmiinduihugesinesi
Tulaseluisaslsvihnsuiuussesaldnves Signal tierdndounniesuesuewnaindudls
Bruinnnimadey wenniuazaenenssesiudldnudeiuiliiisiuuniy waevinismeaeu
szuviugldauaisinunn sudlelitonmdiadunimuiefiosuazilanssausaud inazdaulsl

nslduenndinduilluasinsvessnfedanisiuanudunsweidayaograuniviae
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unil 5

NaNan

TWsunsuilddpudasuasinundeangiuresalfnves Signal Geanunsonniiluanvde clone léanasd
sioluil
e https://github.com/SeksunNiampan/docker-Signal-Server
 https://github.com/SeksunNiampan/Signal-Server
e https://github.com/SeksunNiampan/Signal-Android
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