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Abstract

This research presents a secure mobile messaging system for organizations requiring
information safety. We test results of a highly secure mobile chat app, called “Signal”.
Signal is an Open Source application, which we can modify suit to send chat messages within
private organizations, that need more security. In this research, we use “ARO”, a mobile app
testing application, developed by AT&T, to test Signal (regarding energy usage and security
issues). We found that “ARO” can report testing result comprehensively.

In addition, we developed an additional authentication feature in a chat application
(i.e., Signal). The feature includes fingerprint scanning and pattern input, aiming to protect
impersonation breaches. Specifically, the feature helps protecting attackers from an access

to the chat application (Signal) without permission from owners of smartphones.
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2.2.3 HTML

[
aa o o

NASAT I A MU A TS UNSIRLUSEANS ANNNTIRNIsAeTy HTML 289
PRy a a a = ] PRy | v =
A Maiaseansamnsidensis HTTP vesimuiasyisann1slduunnesved
waUnAtulaanee

2.2.3.1 HTTP 400 and 500 Status Codes a5U18NgINUaIAUTUVDITRATD1UY
HTTP unnsinsiuesunelaymmiadulaglysiaaniug 400 uag 500 ANULNTEN Wag

wuzihmadeniduldledmsunanian
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2.2.3.2 HTTP 300 Status Codes a3uneifeaffusiiaaniuy HTTP flumnsneiu
osunefsdgiiAntulassiaaniug 300 finuiniian uasuusihmadonfidululy
dmsunInin

2.2.3.3 HTTP 1.0 Usage a%uwﬁﬂmiﬂ%’wqﬂﬁl,ﬁmaﬂu Protocol HTTP 1.1 uay
nandstyiiueunainduiily Protocol HTTP 1.0 JuiitUszaueg

2234 Unsecure SSL Version Wiseazdeaiientu SSL Version #ifinanu
Uaansiem wagudafouuuzimumslunsuuusudly

2.2.3.5 Weak Cipher maﬁwaﬁalums%’udﬁagaﬁﬁmwﬁwsﬁaﬁmsﬁadw q 7
anansaldiannealaliviuleg ARO azudndoukuzduwImslunisyiuuwmley

2.2.3.6 Forward Secrecy Hushianiitaeuniles Session dauwﬁwﬁwwn Session
nilagnungld divils Session amaraumtiignungld aslinsuusih wosudadou
dietlestudamanifasinuuunoundiaduld

2.2.3.7 HTTP Vs. HTTPS aSunguselevtivasnisld HTTPS anunsadesiulylid

nseudeyaninisnsale

2.2.4 ataialy (General Topics)

AT&T a%ma%’aagaﬁugmﬁmﬁu LTE waggundany 3G wagmsifiuuszansnm
uoUndinduresnudmiugUnsaiindeud

2.24.1 Private Data Usniviawa uazisnsunilesdeyadiusivesliiiinisds
nwaUnantuludarenialaegials

2242 Accessing Peripherals QLL@UW%m%’uﬁﬁmwaLﬁﬁﬂﬁaqﬂﬂiajﬁiaw"m
UTELANAN 9) LLa3{1@141‘1'71'Lﬁﬂﬁ@ﬁﬁﬂﬁiﬁi’fmuqﬂﬂiﬂimmﬁ wagliAnugilunsladau
wounantulaegeliusednsamn

2.2.4.3 Comparing LTE and 3G Energy Consumption 85u1efsanuuaneslu
mslindsnues LTE uazip3otng 3G uwazwanslifldifiudl ARO uanin uuanmg

wianilielinmsuielssansnmueundinduresnalunsasanisviedyyin



2.3 Fingerprint API

Google ihugfiimun Fingerprint API waglEldlaldufusdusssuu fiRmaueu
A50YA 6.0 %139 Marshmallow (API Level 23)

Fingerprint APl 1 Fingerprint vasauinluluiu « wUszianalaegldiaatanisly

U uaztiiuaneiilely Settings vesaninlnunou datanslugun 2-4

o & ‘O 9 = W 00:05

anudaaesiy

anulransuwavalasnl

Fanwilwe
sduuy

uaasgUuuL T @

Fandnluds
nasvnoy Tulwunady 10 wiid waciudls Smart Lock
A hilWdan

Fonviuivinedude/tn )
snwilo Smart Lock doliTWdan

FaANuvuninaoten
il

awihifla

Smart Lock

UM 2-4 vihnmsdaldou uasiiuangildielu Setting vesauninlviy

a o

JumOUN13YN Fingerprint Authentication ¢28 Fingerprint APl fiftl

va v =

2.3.1 T¥NAeIn15AN®ILNa319 Project agiiiy Fingerprint Authentication

U

Permission Tulnd AndroidManifest.xml éfmamiugﬂﬁ 2-5

11
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<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

package="com.test.fingerpirnt. fingerprintdemo">

<uses-permission
android:name="android.permission.USE_FINGERPRINT" />

</application>
</manifest>

gﬂ‘ﬁ 2-5 i Fingerprint Authentication Permission Tulwé AndroidManifest.xml.
910 https://developers.ascendcorp.com/t5131a84vi-fingerprint-authentication-gg)-
fingerprint-api-fiy-a2511dbd6c11
232 IﬁﬁﬁﬁaqmiﬁﬂmﬂizmﬂﬁaLL‘LJisum FingerprintManager Wag

KeyguardManager adlulng MainActivity java ﬁﬂLLﬁﬂﬂﬂgU'ﬁl 2-6
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public class MainZActivity extends AppCompatZctivity {

private FingerprintManager mFingerprintManager;
private KeyguardManager mKeyguarcManager;

@override

protected void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.activitg_main);

mKeyguardManager = (KeyguarcManager)
getSystemService(KEYGUARQ_SERVICE);
mFingerprintManager = (FingerprintManager)
)i

getSystemService(FINGERPRIKG;SERVICE

g‘l.lﬁ 2-6 UsznAfuUs89 FingerprintManager Wag KeyguardManager aslulua
MainActivity.java. 310 https://developers.ascendcorp.com/s313a89%-fingerprint-

authentication—@hEJ—ﬁngerprint—api—ﬁ'u—aZS1 1dbd6cll

233 I}Eﬁﬁ@ﬂmiﬁﬂwﬂﬁ’m’]imi’mﬁ@U Fingerprint support lagld Method

Aananslugui 2-7 lneq
isHardwareDetected() A9 N13RTIAUANNSVINUWING sensor $895UNTALNY

‘:’ A G 1
aeihflevisely
iskeyguardSecure() A NsnsIgovaNTInNuIlain1sUalgauns Lock

Screen #30l
hasEnrolledFingerprints() Aa n1sasradavausvvuIladnsasmzdau

aeihialluaunsnlnursali
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// Checking Device support fingerprint or not.
if (mFingerprintManager.isHardwareDetected()) {

// Not setting lock screen with imprint.
if (!mKeyguardManager.isKeyguardSecure()) {
Toast.makeText (this,
"Lock screen security not enabled in Settings™,
Toast.LENGTH LONG) .show () ;
return;
H

// Not registered at least one fingerprint in Settings.
if (!mFingerprintManager.hasEnrolledFingerprints()) {
Toast.makeText (this,
"Register at least one fingerprint in Settings",

Toast.LENGTH LONG) .show () ;
return;

}

gﬂﬁ 2-7 Method @%5Uns29@0u Fingerprint support Ue9aN1sninu. 31n

https://developers.ascendcorp.com/t51ua99i-fingerprint-authentication-Aag-fingerprint-

api-Nu-a2511dbdéctl

2.3.4 Lﬁaﬁﬁé’mﬂ’ﬁﬁﬂmﬁmsﬁsfﬂf&’f isHardwareDetected() (luts 2.3.3)
Android Studio assduliiiiin Code @au Fingerprint permission asbululwg

MainActivity.java ﬁ\‘iLLaﬂ\ﬂugUﬁ 2-8
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// Checking fingerprint permission.

sion(this,
NGERPRINT) =
GRANTED) {

if (ActivityCompat.checkSelfPermis
Manifest.permission.USE FI
PackageManager . PERMISSION

Toast .makeText (this,
"Fingerprint authentication permission not enabled",
Toast .LENGTH LONG) .show () ;

return;

Ul 2.8 Code Migndsdulviifisnilozonld isHardwareDetected(). 911
https://developers.ascendcorp.com/L51u1aa3vin-fingerprint-authentication-aae-fingerprint-

api-Nu-a2511dbdécil

2.3.5 Qﬁﬁaﬂﬂﬁiﬁﬂmﬁﬂmi createKey Woldnae secure storage

Yagausnivly ﬁQLLamﬂugUﬁ 2-9, 2-10 way 2-11

//2lias for our key in the 2Zndroid Key Store
private static final String KEY NAME = "key name";

private KeyStore mKeyStore;
private KeyGenerator mKeyGenerator;

JUN 2-9 AmuAARIRUAMIU createKey Litaliniie secure storage VadAHSNINL. 910
https://developers.ascendcorp.com/t5111a099-fingerprint-authentication-fg-fingerprint-

api-Nu-a2511dbdécil

2.3.6 §f0IN13An®1a319 Method @8 generateKey() Wiiaasnd key fauans

Tugui 2-10
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protected void generateKey() {
try {
mKeyStore = KeyStore.getInstance ("AndroidKeyStore™);
} catch (Exception e) {
e.printStackTrace () ;

try {
mKeyGenerator = KeyGenerator.getInstance(
KeyProperties.KE!_ALGORITH&_AES,
"AndroidKeyStore") ;
} catch (NoSuchalgorithmException |
NoSuchProviderException e) {
throw new RuntimeException(
"Failed to get KeyGenerator instance", e);

try {
mReyStore.load (null);
mKeyGenerator.init (new
KeyGenParameterSpec.Builder (KEY NAME,
KeyProperties.PURPOSE ENCRYPT |
KeyProperties.PURPOS&_DECRYPT)
.setBlockModes(KeyProperties.BLOCK_MDDE_CBC)
.setUserZuthenticationRequired(true)
.setEncryptionPaddings (
KeyPrOpertieS.ENCRYPTION_PADDINQ_PKCS7)
.build());
mKeyGenerator.generateKey (] ;
} catch (NoSuchalgorithmException |
InvalidAlgorithmParameterException
| CertificateException | IOException e) {
throw new RuntimeException(e) ;

31]17; 2-10 Code nelu Method #o generateKey(). 910
https://developers.ascendcorp.com/t5111a83%1-fingerprint-authentication-sng-fingerprint-

api-Nu-a2511dbdécil

2.3.7 §ifeen1sfinuasne Method ¥ initCipher() litain3eunisidnsvia

Fauandlugud 2-11


https://developers.ascendcorp.com/เรามาลองทำ-fingerprint-authentication-ด้วย-fingerprint-api-กัน-a2511dbd6c11
https://developers.ascendcorp.com/เรามาลองทำ-fingerprint-authentication-ด้วย-fingerprint-api-กัน-a2511dbd6c11
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private boolean initCipher() {
try {
cipher = Cipher.getInstance(
KeyProperties.KEY ALGORITHM AES + "/"
+ ReyProperties.BLOCK MODE CBC + "/"
+ KeyPropertieS.ENCRYPTION_PADDINQ_PKCSU;
} catch (NoSuchZlgorithmException |
NoSuchPaddingException e) {
throw new RuntimeException("Failed to get Cipher", e);

try {
mReyStore.load (null);
SecretKRey key = (SecretKey) mKeyStore.getKey (KEY NAME,

cipher.init (Cipher.ENCRYPT MODE, key):
return true;
} catch (KeyPermanentlyInvalidatedException &) {
return false;
} catch (KeyStoreException | CertificateException |
UnrecoverableKeyException | IOException
| NoSuchAlgorithmException | InvalidKeyException e) {
throw new RuntimeException ("Failed to init Cipher", e);

}

g‘lJ‘ﬁ 2-11 Code nnglu Method 3 initCipher(). 310 https://developers.ascendcorp.com/

L311899%-fingerprint-authentication-fe-fingerprint-api-fiu-a2511dbdécl 1

v

2.3.8 {sieen1sfinwasie Class @ FingerprintHelper wieldnsivaey
angihilevesliimssivangihilonldamedouluaunsnlnuvsel

Fauandluguil 2-12



public class FingerprintHelper extends
FingerprintManager.ZuthenticationCallback {

private CancellationSignal cancellationSignal;
private Context context;

public FingerprintHelper (Context context)

{
this.context = context;

public void startZuth (FingerprintManager manager,

FingerprintManager.CryptoObject
cryptoObject) {

cancellationSignal = new CancellationSignal();

if (RctivityCompat.checkSelfPermission(context,
FT. B

Manifest.permission.USE FINGERPRINT)
PackageManager. PERMISSION_GRANTED) {
return;

}

manager.authenticate (cryptoCbject, cancellationSignal,
this, null);

}

public void stopListening() {
if (cancellationSignal != null) {
cancellationSignal.cancel () ;
cancellationSignal = null;

31]17; 2-12 Code el Class ¥o FingerprintHelper. 3710

18

0,

https://developers.ascendcorp.com/t5111a09¥1-fingerprint-authentication-sng-fingerprint-

api-iu-a2511dbd6cil
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@Override
public void onZuthenticationError (int errorCode, CharSegquence

errString) {
super.oniAuthenticationError (errorCode, errString);

Log.e("FingerprintHelper"”, "onAuthenticationError:" +

errString );
}

@Override
public void onZuthenticationHelp(int helpCode, CharSeguence

helpString) {
super.oniuthenticationHelp (helpCode, helpString):

Toast.makeText (context,
"Authentication help\n" + helpString,

Toast.LENGTH LONG) .show ();

@Override
public void
onZuthenticationSucceeded (FingerprintManager.ZuthenticationResult
result) {
super.onAuthenticationSucceeded (result) ;
Toast.makeText (context,
"Zuthentication succeeded.",
Toast.LENGTH LONG) .show () ;

@Override
public void oniZuthenticationFailed() {

super.oniAuthenticationFailed();

Toast.makeText (context,
"Zuthentication failed.",
Toast.LENGTH LONG) .show ()i

31]17; 2-13 Code nelu Class %o FingerprintHelper (#8). 910
https://developers.ascendcorp.com/t51u1aasvin-fingerprint-authentication-Aae-fingerprint-

api-Nu-a2511dbdécil
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2.3.9 {{AeansAnyiia Code Tu onResume() uag onPause() lulva
MainActivity.java Livelddan1s FingerprintHelper 913glvngniingu (e onPause)

w3eheuse (e onResume) Auuandluzuin 2-14

@Override
protected void onResume() {
super.onResume () ;

if (mFingerprintHelper != null) {
mFingerprintHelper.startZuth (mFingerprintManager,
mCryptoCbject) ;
}
}
@Override
protected void onPause () {

super.onPause () ;

if (mFingerprintHelper != null) {
=

r
r

mFingerprintHelper.stopListening() ;

}

31]17; 2-14 FingerprintHelper Suvieuly onResume() wazngnyinaly onPause()
Tulwa MainActivity.java. 210 https://developers.ascendcorp.com/\51sa9%in-fingerprint-

authentication-fe-fingerprint-api-fiu-a2511dbd6c11

2.3.10 gdeansanwLiiu Code dmiunisisenldnuy duanduguin 2-15

generateKey () ;

if (initCipher()) {
mCryptoObject = new FingerprintManager.CryptoObject (cipher) ;

mFingerprintHelper = new FingerprintHelper (this);

}

5U# 2-15 Code dmsunisiienideIuann https.//developers.ascendcorp.com/ts111ae4vin-

fingerprint-authentication-a8-fingerprint-api-fi-a2511dbdéc11
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2.4 Shared Preferences

Shared Preferences L¥u Class #lddmiuifvteyavinsg 1 Tnedeyaszieglueios
LLﬁ’i’wﬂ%’wﬂﬂLﬂ%ﬂlﬂ \¥U Integer Boolean %38 Float lag Shared Preferences ilag) 2 Luume
Shared Preferences uag Preferences

Shared  Preference  iunsifiuteyamudsianunsadsluldendilmufliniely

& £

App WU Activity A Liudeyau1eeds udalii Activity B fetunldau Hudu

Preferences  iumaifiudeyamuusiianansaldaulfiomediiGenldvnidy
Activity A @579 Preferences tiuAungagiald ija Activity B %ﬁﬂﬂ'”l‘ﬁ Activity A Viuld
aglignunsavila

maiudeya waznsisrluldeuves Shared Preferences 7 2 Uszam dnansoesung

1o ﬁ\‘iLLﬁﬁﬂuEUﬁ 2-16

JUT 2-16 nsifiudoya uaznishsanluldauaes Shared Preferences ¥4 2 Uszinmn. 470

http://www.akexorcist.com/2014/09/android-shared-preferences.html

Inev9daa Shared Preferences HANUWANGA1NULNEIAEINS oY Aawandby

gﬂ‘ﬁ 2-17 (81115U Shared Preferences) wag 2-18 (@1%35U Preferences)
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SharedPreferences sp = getSharedPreferences(name, mode);

sUN 2-17 Adsenludnsu Shared Preferences. 310

v

http://www.akexorcist.com/2014/09/android-shared-preferences.html

SharedPreferences sp = getPreferences(mode);

sUN 2-18 AdsenludnsU Preferences. a1n

v

http://www.akexorcist.com/2014/09/android-shared-preferences.html

nsld Shared Preferences wiseenlu 2 d@w fe nisiiudeyaadly Shared

Preferences LLazﬂ’ﬁéms{’Jjaaﬂaﬁ]’m Shared Preferences 4%

24.1 ﬂmﬁwﬁauﬂaaﬂu Shared Preferences
msvivdeyaatlu Shared Preferences azfiaasenain Class

SharedPreferences.Editor fﬁ'ﬂLLamﬂugﬂﬁ 2-19

_NAME®™, Context.MODE_PRIVATE);

SharedPreferences sp = getSharedPreferences("PR
SharedPreferences.Editor editor = sp.edit();

5111'7; 2-19 n15838n Class SharedPreferences.Editor. 210

v

http://www.akexorcist.com/2014/09/android-shared-preferences.html

PREF_NAME LUui® Shared Preferences @sanusanalutoozlsnle iwszdu
gnaneilutelvdmivasluansvinuy  du  Context MODE PRIVATE  Aeonismiviug
sUsuuvaansasielig  luntifenisaddlidlaglvlnaiuaunsadrfaleain App A

UID wilauiuwintiu n1siiudayaainsanys Integer gnuansluguin 2-20
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int x = 1008;

SharedPreferences sp = getSharedPreferences("PR

EF_NAME", Context.MODE_PRIVATE);
SharedPreferences.Editor editor = sp.edit();

editor.putInt("My Value”, x);

editor.commit();

JUN 2-20 uanenTsiiuteyaaindiuys Integer adlu Shared Preferences. 911

http://www.akexorcist.com/2014/09/android-shared-preferences.html

nsLAUAN Integer adlu Shared Preferences a¥@pin1viun Keyword Imaiugﬂﬁ
2-20 tnsimuniudeyaadlu Shared Preferences lngld Keyword My Value duenil
AufeAandauys x Afiandu 100

Aoalile@ds Commit Lﬁ@ﬁuﬁﬂ@: (Key, Value) (“My Value”, 100) 1ilu
Shared Preferences mnldi@ds Put udalullgldeds Commit sevie A (Key, Value)ay

blm'g]mﬁ‘uaﬂu Shared Preferences

v o [y

Adadmsu Put Jayarlowseuiuadlu Shared Preferences azdidneiuvisvun

Fananslusud 2-21

void putBoolean(String key, boolean value);

void putInt(String key, int value);

void putFloat(String key, float value);

void putlLong(String key, long value);

void putString(String key, String value);

void putStringSet(String key, Set<String> value);

JUN 2-21 Adsianuedmsu Put Jeyauiowseuiiuadlu Shared Preferences. 910

http://www.akexorcist.com/2014/09/android-shared-preferences.html

2.4.2 M581UU8Yad1N Shared Preferences
N1581Ul03a1n Shared Preferences aunsaisunsiiu Class

Shared Preferences 1@ é’QLLamﬂugﬂ‘ﬁ' 2-22
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SharedPreferences sp = getSharedPreferences("PREF_NAME", Context.MODE_PRIVATE);

int user_id = sp.getInt(“userid”, -1);

SUN 2-22 N1591UTBLANN Shared Preferences. 310

v U

http://www.akexorcist.com/2014/09/android-shared-preferences.html

NN 2-22 e -1 TlddwmSunsdllill Keyword sana1ieglu  Shared

Preferences Method getint 9 return #1 -1 unu Fagldannsaivuacnesle

'
v o [ 1

masdmIuNseuleyan  Shared  Preferences  Q

€
€

36%

ee
2D

FYNUNNUR

ﬁQLLamﬂugﬂﬁ 2-23

boolean getBoolean(String key, boolean defValue);

int getInt(String key, int defValue);

float getFloat(String key, float defValue);

long getlong(String key, long defValue);

String getString(String key, String defValue);

Set<String> getStringSet(String key, Set<String> defValue);

SUN 2-23 AMAVINUAEINSUNITaNULBLAN Shared Preferences. 310

v U

http://www.akexorcist.com/2014/09/android-shared-preferences.html

= o ¥ = o <

dw3Un1581UTeYaaN Shared Preferences Aeilanuwaraaeadsiunisinudeyaasly Shared
Preferences fio anunsasenidlannleudunnsnsiunsafilideding Commit wsnzduniseu

Joyassnunldnuintuy

2.5 Activity Lifecycle

NNFIUNITYINNU Activity Lifecycle LLamé’]’qgﬂﬁ 2-24



Activity
launched

onCreate()

'

onStart{) -~ onAestart(}

' A
User navigates
to the activity onResume()

/'—I—'\\ __/'_7'\_
[ Appprocess | ( Activity
killed \ running y
Another activity comes
into the foreground

N
|

User returns
* to the activity
Apps with higher priority |
need memory onPause)
|
The aclivity is
no longer visible .
User navigates
‘ 1o the activity
onStop() J

|
The activity is finishing or
being destroyed by the system

v

onDestroy()

¢

' Y
( Activity \I
\ shut down |

. J/

g‘tJ‘i"i 2-24 Activity Lifecycle Flowchart. 310
https://developer.android.com/reference/android/app/Activity.html

Activity Launched fie anugiilogldiUainldnu App
Activity running A anugigldindaldaueguu App

Activity shut down fie anugdl Activity gnianldeuunas

25

App process killed Ao @n1uzdi App gn Kill lngsguu (awensal Activity agluaniuy

Stop) +18431NTFUUABINTT Memory mndlinduidng App anduluEusuriheulugy

Method onCreate()

onCreate() AQnuaunsaumiieniile App Suldau Activity Wi ueunsaune1d Create

uag Destroy Activity 8eii308 9 enfiag1adu 1ile User 11n13 Rotate Screen wdanalil Activity

an Destroy wae Instance Tndlves Activity Lﬁllﬁ%gﬂ Create DAY
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onStart() 3YNUBUATOMIENNAIRIN onCreate() return ¥3BLUATAL Activity YB4L31gN
é"f[,ﬁlﬂasﬂu Backeround (219laen15&a Launch Activity uwnile Activity 1845) wazgn Stop
onStart() %Qﬂﬁamﬁatsfmé’umﬁ Activity suaﬂLiﬂﬁﬂﬂ%h

onResume() TQNUOUATOHAGENMAIAN onStart) retun videiile Activity 1Waeu
@01UgN Pause (audl Dialog 1uata) nduuegu Foreground snadilag onResume() 9%
gni3enneuiilounsesdazuans Layout Y84 Activity Uuniinae

onPause() %Qmwum%ﬁﬁamﬁa Activity ﬁ?é’ﬂwﬁaumﬂﬂmuz Foreground ISIEN
Background 38 Activity gnuataunsdiy 919 An9INN3& Launch Activity ﬁusﬁumagmﬁa
Activity ﬁﬁwé’mammaagj (Wsanunsaupaiu Activity ﬁgﬂumﬁ’ﬂé’)

onStop() WYNUBUATBLALILNNEIIIN  onPausel) vewle Activity veasinaneidu
Background

onDestroy() %gﬂLLauma&JﬁL%mﬁa;ﬁ%aaﬂmﬂ App vi3enaudl Activity 9z Unsaseed
8193 0 Method fiisildlunsiiudn resources anelu Method § 151ansazdstn Process 1o 9
518 Run 1y Background

onRestart)  azgnuouasesdideniile Activity ogluanniz onStop) o udailers
n¥uidl Activity 8naSs onRestart) awgniden uazuouazesFami3en onStart) sean

onRestart() La@ue



27

unil 3

AUTIINANIINAADY

unilesuedasnssidiuany waredusenanisaass Tnoudseandy 2 @ e
drun1snaaeu App Signal Taeld ARO wazdrunsBudusmuinduluwamuoUndeduy
(Signal)

nsnageu App Signal Tngld ARO Usznaughanisfine wagiinsnzeish App 5uan
findta Signal asluasnivlu uagimunanmuandeunsnaeuliegneldnisnuguueide
Tnensnageu App Signal Ineld ARO Huardesiiszuu Server ﬁLﬁma«iﬁf{T&JLaa

dumsiaunduduuiauindilusmweundiedu (Signal) dufideldldssuy
Server @N513UEYDIENAIUN Signal Lag Ima;ﬁ%’aﬁmmﬂmiaamwu Layout Ue9aiun1s8udu
§aA1, N3BBNLUU Wireframe 189diunsiudufnulazdun1sie wazn150onkuuweniiin
Tnezunsuvesdiufudusnuiininlusnueundindy (Signal)

nsnageulagld ARO F3amsiduruldned

3.1 m'iﬁﬁg?ﬂ Server LLasﬁg\‘iﬁﬁ Configuration

3.2 faAuaUnAiady Signal eusteifu Server vasiide

3.3 nsnadeukaUndndumuiidenaaeuiilatvunly

nsauadusuinuiuddluusweunandu (Signal) S3amssudunulesed

3.4 N1599NLUU Layout Yasdiun1seududinu

3.5 NM598NLUU Wireframe vosaunsiudusng uazdiunisaee

3.6 NSOOALUULENTIRAIABELATNYBIEIUEUSUMAuRANTuLsLoUNELATUY (Signal)

duUsznoulngILTINNAYOI5EUU Text Secure Server (Signal Server) Usgnauluaie

Redis, PostgreSQL, PushServer wag Android (App Signal) ﬁﬂLLaﬂﬂugﬁﬁ 3-1



Android

Text Secure
Server

PostgreSQL

g‘tJ‘ﬁ 3-1 Signal Server Diagram

28

lng ARO VPN aganiutayasening Signal Android fiu Server witeldlunisvageulag

ARO Fauandlugui 3-2

Server

ARO VPN

Signal
Android

gﬂﬁ 3-2 ARO Testing Diagram

3.1 NN3ANAY Server WazAIA1 Configuration

3.1.1 TU8s https://github.com/lucaconte/BeatTheMeddler Lﬁlaﬁﬂw’muﬁﬁéw

WL Uoenuliunadiunan

LY

24

U la
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lucaconte / BeatTheMeddler O@Wahs 5 kswr 13 YRk 13

€ Code 0 Pull requests 0
me the "Signal [Modular] Community Edition’
@5 t 171 bra 0re 222 contribut

committed on GitHub Update README md

5Ud 3-3 L3uled GitHub

3.1.2 Download %38 Clone (110 Git) Signal Server Fausznouse TextSecure-
Server uaz PushServer annashsioluil
https://github.com/WhisperSystems/TextSecure-Server LLag
https://github.com/WhisperSystems/PushServer

3.1.3 &7l Server fazsn1siinge Signal Server azdosiilusunsusing q seiiangalise
- JAVA 1.7 ffiunes OpenJdk
- Redis
- PostgreSQL (a579 DB accountsdb Way messaged Famda
#sudo -u posteres createdb -O signal accountsdb
#sudo -u postgres createdb -O signal messagedb)

e

- Twillio account dusunisBudumnuiioainsnisleSignal Ineriu SMS @Idelila

Y

a 5 ‘ﬂl (-7 Y a
fnsailesanlufesnisigusnig)

Ya v

- Amazon AWS S3 bucket service @usunissudalag (;ﬁﬁ]ﬂiﬂﬁ@@éﬂg«ﬁmmﬂlﬁ
foInN1SIgUINIg)

- GCM account 911 google developer console wian1snaudmsuweUndndud
inlUlga3a (;ﬁ%’dﬂﬁﬁm&g@Lﬁaqmﬂlﬁé’aqmﬂ%ﬁmi)

- Apple Push Notifications (APN) @3y 10S (ifnsailomnmaaeuiame 10S)
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3.1.4 ¥n1siUAsu APN Service @1y Path 1331910 PushServer il Download %3e
Clone 311 ./org/whispersystems/pushserver/senders/APNSender.class Tu method
“public void start ()”ﬁ'ﬂLLaﬂﬂugﬂﬁ 3.2 \WAswaIn withProdouctionDestinetion()

\Ju withSandboxDestination

FF[LC] uncomment for production releases {with the right certificate)
f/ this.pushépnService = APHS.newService{)

I .withCert{new ByteArrayInputStream{pushKeyStoral, "insecure™)
Iy .asQueued()
I withProductionDestination(}.build{};

this. pushapnService = APNS.newService(}
withCert{new BytefrrayInputStream{pushKeyStore}, “"insecure™)
.asQueuad{ )
withSandboxDestination(}.build(};

gﬂﬁ 3-4 unly code Tu public void start()

3.1.5 ¥11n15 compile #28 Command Line #&sanuily fefds
#apt-get install -y maven
#cd PushServer

#mvn clean install

3.1.6 WU Error Tuanuwemuil

[ERROR] Failed to execute goal on project TextSecureServer: Could not resolve
dependencies for project org.whispersystems.textsecure:TextSecureServer:jar:0.92:
Failed to collect dependencies at org.whispersystems:websocket-resources:jar:0.3.2:
Failed to read artifact descriptor for org.whispersystems:websocket-resources:jar:0.3.2:
Could not find artifact org.whispersystems:parent:pom:0.3.2 in gcm-server-repository

(https://raw.github.com/whispersystems/maven/master/gcm-server/releases/) -> [Help 1]
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3.1.7 A93¥iN"T Bypass Error %183 Clone WebSocket-Resource a1nase
https://github.com/lucaconte/WebSocket-Resources.git

3.1.8 ¥1Mn15 compile fne Command Line il

#cd ../WebSocket-Resources

#mvn clean install

#mvn installiinstall-file -Dfile=./library/target/websocket-resources-0.3.2 jar -
Dgroupld=org.whispersystems -Dartifactld=websocket-resources -

Dversion=0.3.2 -Dpackaging=jar

3.1.9 11713 Bypass SMS service Tnaunly 3 Tna

i1
src/main/java/org/whispersystems/textsecuregcm/sms/TwiliOSmsSender.java au
code ﬁagjmaiu Method “deliverVoxVerification' “deliverSmsVerification™ wazlw
‘getRandom’ return AAaT (100000)

Wi 2

src/main/java/org/whispersystems/textsecuregcm/sms/SmsSender.java

8y code ﬁagjmsﬂu Method "deliverSmsVerification

& 3

src/main/java/org/whispersystems/textsecuregcm/controllers/

AccountController.java T Method createAccount() Aelu if else Tsau code ﬁag
melusen agleail

if (testDevices.containsKey(number)) {

// noop

} else if (transport.equals("sms")) {

} else if (transport.equals("voice") {}

lu Method generateVerificationCode ( Constant ) uilasn randomint Wy 100000
161191 int randomint = 100000;
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3.1.10 91AUU compile TextSecureServer Ay ANAIAI
#cd ..

#cd TextSecure-Server

#mvn install

manuleyniiieaiu Test az013n15 Test lUAen19L9is -DskipTests 27n mvn install
3.1.11 @574 file config @il config/textsesure.yml A1eTulnaasdl

twilio:
accountld: AC302d9ea2695e21cd17cel5bc510d28fd #fake
accountToken: febf5ccba3b4051dd7e7d0901a0fd404 #fake

numbers:

+66876157370 #fake
localDomain: domain
push:
host: localhost
port: 9090
username: whisper
password: thepassword
S3:
accessKey: ABCDEFGCUFYDHVM2LXXX #fake
accessSecret: WOUfGDddfAbqYyCTIIbSQIDtreTGokOsOOTpLOSE #fake
attachmentsBucket: thenameofyouts3buket #fake
directory:
url: "redis://localhost:6379/0"
cache:
url: "redis://localhost:6379/1"
server:
applicationConnectors:
- type: https
port: 8080
keyStorePath: ./ssl/example.keystore
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keyStorePassword: example

#keyStoreType : PKCS12

validateCerts: false
adminConnectors:

- type: https

port: 8081

keyStorePath: ./ssl/example.keystore
keyStorePassword: example
#keyStoreType : PKCS12
validateCerts: false

websocket:

enabled: true

driverClass: org.postgresql.Driver

user: "whisper"

password: "thepassword"

url: "jdbc:postgresgl://localhost:5432/messagedb”
database:

driverClass: org.postgresgl.Driver

user: "whisper"

password: "thepassword"

url: "jdbc:postgresql://localhost:5432/accountdb”

properties:

charSet: UTF-8

#federation: # is disabled
logging:

level: INFO

messageStore: # Postgres database configuration for message store
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appenders:
- type: file
currentLogFilename: /tmp/textsecureshserver.log
archivedLogFilenamePattern: /temp/textsecureserver-%d.log.gz
archivedFileCount: 5
- type: console
redphone:

authKey: 1234567890 #fake

1%

3.1.12 a5 file config il config/pushserver.yml Aelulngaasil

redis:
url: redis://localhost:6379/2
authentication:
servers:
name: whisper
password: thepassword
gcm:
xmpp: false
apiKey: AlzaSyC8gPzceq2SPebZZWaD3190eqePyD9CUgk #Hreal
senderld: 412918270132 #real

redphoneApiKey: AlddSyAsviyMy8jKe8chCEfr8NbeqGehy700Cid #fake

server:
applicationConnectors:
- type: http
port: 9090
#keyStorePath: ./ssl/example.keystore

#keyStorePassword: example
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#keyStoreType : PKCS12
#validateCerts: false
adminConnectors:
- type: http
port: 9091
#keyStorePath: ./ssl/example.keystore
#keyStorePassword: example
#keyStoreType : PKCS12
#validateCerts: false
gzip:
enabled: true
logging:
level: INFO
appenders:
- type: file
currentLogFilename: /tmp/pushserver.log
archivedLogFilenamePattern: /tmp/pushserver-%d.log.gz
archivedFileCount: 5

- type: console

3.1.13 9nturhnsadne PostereSQL Database 1 fdsazidiunsdsdnsuiing
#apt-get update

#apt-get install -y redis-server postgresgl openjdk-7jre-headless
#/etc/init.d/postgresql start #sudo -u postgres psql --command

"CREATE USER signal WITH SUPERUSER PASSWORD 'thepassword;"

#sudo -u postgres createdb -O signal accountsdb

#sudo -u postgres createdb -O signal messagedb
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3.1.14. ¥A1s Migrate config @9 TextSecure 111U Database audndasiedl

#java -jar TextSecure-Server/target/ TextSecureServer-0.93 sin.jar accountsdb
migrate config/textsecure.yml

#java -jar TextSecure-Server/target/ TextSecureServer-0.93 sin.jar messagedb
migrate

3.1.15. n39h SSL Ui Server titaudlalsf Signal 595U HTTPS 18 dreddwieluil
(Code #uaadu Bash Command aw1sa copy WM& sh wéds Run Script 18

Lag)

#/bin/bash

#This script creates root CA and server certificates to be used by the client and
the server.

# rootCA.crt needs to be copied to the client to replace the system-wide root CA
set

# example.keystore needs to be referenced by keyStorePath in the server's
config file

H#

#TO EXECUTE FROM THE OUTSIDE WITH:

#ALTNAME=DNS:signal.foo.org ./gencerts

H#

#IF YOU HAVE A DOMAIN OR IP if U are in a lan

#ALTNAME=IP:<IP SUEJ\‘iLﬂ%EN Server > ./gencerts

H#

#

# Create private key for root CA certificate

openssl genrsa -out rootCA.key 4096

# Create a self-signed root CA certificate

openssl req -x509 -new -nodes -days 3650 -out rootCA.crt -key rootCA key
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# Create server certificate key

openssl genrsa -out whisper.key 4096

# Create Certificate Signing Request

openssl req -new -key whisper.key -out whisper.csr
# Sien the certificate with the root CA

openssl x509 -req -in whisper.csr -CA rootCA.crt -CAkey rootCA key -CAcreateserial
-days 365 -out whisper.crt -extensions extensions -extfile <(cat <<-EOF

[ extensions ]

basicConstraints=CA:FALSE

subjectKeyldentifier=hash

authorityKeyldentifier=keyid,issuer

subjectAltName=IP:<IP YBUASI Server > Jgencerts

EOF

)
# Export to host key and certificate to PKCS12 format which is recognized by Java
keytool

openssl pkcs12 -export -password pass:example -in whisper.crt -inkey whisper.key

-out keystore.p12 -name example -CAfile rootCA.crt

# Import the host key and certificate to Java keystore format, so it can be used
by dropwizard
keytool -importkeystore -srcstoretype PKCS12 -srckeystore keystore.p12 -

srcstorepass example -destkeystore example.keystore -deststorepass example

#whisper.store bust be placed into Android client
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# -- keytool -importcert -v -trustcacerts -file whisper.crt -alias IntermediateCA -
keystore whisper.store -provider
org.bouncycastle.jce.provider.BouncyCastleProvider -providerpath ../bcprov-

jdk150n-154 jar -storetype BKS -storepass whisper

#for iOS client you have to convert whisper.crt in DER format and install
whisper.cer in Signal-iOS

#openssl x509 -in whisper.crt -out whisper.cer -outform DER

3.1.16 vn3&s Run Server ausdssieluil

#/etc/init.d/postgresql start

#rm -rf /var/run/redis 6379.pid

#service redis_6379 start

#java -jar PushServer/target/Push-Server-0.12.0capsule-fat.jar server
pushserveryml &

#java -jar TextSecure-Server/target/ TextSecureServer-0.93 sin.jar server

textsecure.yml

root@18e4347139c@:~# /etc/init.d/postgresgl start
% Starting PostgreSQL 9.3 database server [ OK 1]
root@18e4347139c0: ~#

g‘l.l‘ﬁ 3-5 Start PostgreSQL

root@18e4347139c@:~# rm —-rf /var/run/redis_6379.pid
root@18e4347139c@:~# service redis_6379 start
Starting Redis server...

root@18e4347139¢c0: ~#

gﬂﬁ 3-6 Start Redis




root@18e4347139c@:~# java —jar PushServer/target/Push-Server—8.12.@-capsule-fat.jar server pushserver.yml &

[1] 122

root@18e4347139c@:~# INFO [2017-84-29 13:44:36,450] org.eclipse.jetty.util.log: Logging initialized @23%4ms

INFO [2017-84-29 13:44:36,642] org.whispersystems.pushserver.PushServer: Using HTTP GCM Interface.

INFO [2017-04-29 13:44:37,008] io.dropwizard.server.ServerFactory: Starting PushServer

INFO [2017-04-29 13:44:37,119] org.eclipse.jetty.setuid.SetUIDListener: Opened application@2b6b8e2c{HTTP/1.1}{0.0.0.0:9090}

INFO [2017-84-29 13:44:37,119] org.eclipse.jetty.setuid.SetUIDListener: Opened admin@224300T9{HTTP/1.1}{0.0.0.0:9691}

INFO [2017-84-29 13:44:37,123] org.eclipse.jetty.server.Server: jetty-9.2.9.v20150224

INFO [2017-84-29 13:44:38,884] io.dropwizard.jersey.DropwizardResourceConfig: The following paths were found for the configured resources:

PUT /api/vl/push/apn (org.whispersystems.pushserver.controllers.PushController)
PUT /api/vl/push/gem (org.whispersystems.pushserver.controllers.PushController)
GET /apifvl/feedback/apn/ (org.whispersystems.pushserver.controllers.FeedbackController)
GET /api/vl/feedback/gcm/ (org.whispersystems.pushserver.controllers.FeedbackController)

INFO [2017-84-29 13:44:38,897] org.eclipse.jetty.server.handler.ContextHandler: Started i.d.j.MutableServletContextHandler@515a1792{/,null,
AVAILABLE}
INFO [2017-84-29 13:44:38,102] io.dropwizard.setup.AdminEnvironment: tasks =

POST /tasks/log-level (io.dropwizard.servlets.tasks.LogConfigurationTask)
POST /tasks/gc (io.dropwizard.servlets.tasks.GarbageCollectionTask)

INFO [2017-04-29 13:44:38,187] org.eclipse.jetty.server.handler.ContextHandler: Started i.d.j.MutableServletContextHandler@21421ac3{/,null,
AVAILABLE}
INFO [2017-84-29 13:44:38,117] org.eclipse.jetty.server.ServerConnector: Started application@2béb8e2c{HTTP/1.1}{0.0.0.0:9890}
INFO [2017-84-29 13:44:38,118] org.eclipse.jetty.server.ServerConnector: Started admin@224300f9{HTTP/1.1}{0.0.0.0:9091}
| INFO _[2017-94-29 13:44:38,1181 aorg.eclinse dettv.server.Server: Started 04063m
v

5U# 3-7 Start Push-Server

root@18e4347139cO:~# java —jar TextSecure-Server/target/TextSecureServer-8.93_sin.jar server textsecure.yml
INFO [2017-84-29 13:45:07,498] org.eclipse.jetty.util.log: Logging initialized @1958ms
INFO [2017-84-29 13:45:88,917] ic.dropwizard.jersey.DropwizardResourceConfig: The following paths were found for the configured resources|

GET /vl/keepalive (org.whispersystems.textsecuregem.controllers.KeepAliveController)
GET /v1l/keepalive/provisioning (org.whispersystems.textsecuregcm.controllers.KeepAliveController)

INFO [2017-84-29 13:45:09,032] ic.dropwizard.jersey.DropwizardResourceConfig: The following paths were found for the configured resources:

GET /vl/keepalive (org.whispersystems.textsecuregem.controllers.KeepAliveController)
GET /vl/keepalive/provisioning (org.whispersystems.textsecuregcm.controllers.KeepAliveController)

INFO [2017-84-29 13:45:09,057] io.dropwizard.server.ServerFactory: Starting whisper-server

g jersey handler with root path pre

31]17; 3-8 Start TextSesure-Server

GET /vl/federation/user_count (org.whispersystems.textsecuregem.controllers.FederationControllervl)

GET /vl/federation/user_tokens/{offset} (org.whispersystems.textsecuregem.contrellers.FederationControllervl)
GET /v1l/keys (org.whispersystems.textsecuregem.controllers.KeysControllervl)

PUT /vl/keys (org.whispersystems.textsecuregcm.caontrollers.KeysControllerVi)

GET /vl/keys/{number} (org.whispersystems.textsecuregcm.controllers.KeysControllerVi)

GET /vl/keys/{number}/{device_id} (org.whispersystems.textsecuregcm.controllers.KeysControllervi)

GET /vl/messages (org.whispersystems.textsecuregcm.controllers.MessageController)

PUT /vl/messages/{destination} (org.whispersystems.textsecuregcm.controllers.MessageController)

DELETE /vl/messages/{source}/{timestamp} (org.whispersystems.textsecuregcm.controllers.MessageController)

PUT /vl/provisioning/{destination} (org.whispersystems.textsecuregcm.controllers.ProvisioningController)

PUT /vl/receipt/{destination}/{messageId} (org.whispersystems.textsecuregcm.controllers.ReceiptController)
GET /v2/federation/key/{number}/{device} (org.whispersystems.textsecuregcm.controllers.FederationControllerV2)
GET /v2/keys (org.whispersystems.textsecuregem.controllers.KeysControllervz)

PUT /v2/keys (org.whispersystems.textsecuregcm.controllers.KeysControllerv2)

GET /v2/keys/signed (org.whispersystems.textsecuregcm.controllers.KeysControllerV2)

PUT /v2/keys/signed (org.whispersystems.textsecuregcm.controllers.KeysControllerVv2)

GET /v2/keys/{number}/{device_id} (org.whispersystems.textsecuregcm.controllers.KeysControllerV2)

INFO [2817-94-29 13:45:18,213] org.eclipse.jetty.server.handler.ContextHandler: Started i.d.j.MutableServletContextHandler@6f14fbb2{/, nul
AVAILABLE}
INFO [2017-04-29 13:45:1@,225] io.dropwizard.setup.AdminEnvironment: tasks =

POST /tasks/log-level (io.dropwizard.servlets.tasks.LogConfigurationTask)
POST /tasks/gc (io.dropwizard.servlets.tasks.GarbageCollectionTask)

INFO [2017-94-29 13:45:10,230] org.eclipse.jetty.server.handler.ContextHandler: Started i.d.j.MutableServletContextHandlerRé&f6492ae{/,nul!
AVAILABLE}

INFO [2017-94-29 13:45:10,258] org.eclipse.jetty.server.ServerConnector: Started application@41721bde{SSL-HTTP/1.1}{0.0.0.0:8080}

INFO [2017-04-29 13:45:1@,255] org.eclipse.jetty.server.ServerConnector: Started admin@2a83ad63{SSL-HTTP/1.1}{@.0.8.0:8081}

INFO [2817-94-29 13:45:10,255] org.eclipse.jetty.server.Server: Started @4717ms

gﬂﬁ 3-9 Start TextSesure-Server (98)

39
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32.1.17 %89910 Server Start LlASALAL NAABUDEIIBAILNITIUEIU Browser

https://ip:8081 LU https://192.168.1.8:8081

® 0 ® [ vetrics

< C' A Not Secure h#ps://192.168.1.8:8081

Operational Menu

+ Metrics

;

» Threads
« Healthcheck

JUT 3-10 widuiiuansin Server ldanuld

"GET / HTTP/1.1" 404 284 "-" 'Mozilla/5.8 (Macintosh; Intel Mac 0S X 18 12 &) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.8.3029.81 Safari/537.36" 55
"GET /favicon.ico HTTR/1.1" 4@4 295 “https://192.168.1.8:8088/" *Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_12_4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/s

"GET / HTTP/1.1" 28@ - "-" "Mozilla/5.@ (Macintosh: Intel Mac 0S5 X 10 12 &) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.8.3829.81 Safari/537.36" 2
"GET /favicon.ico HTTP/1.1" 484 295 "https://192.168.1.8:888B1/" "Mozilla/5.8 (Macintosh; Intel Mac OS X 108_12_4&) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/5

"BET /api/vl/feedback/gcm HTTP/1.1" 2@@ 14 "-" "whisper-server (whisper-server)" &
"GET /api/vl/feedback/apn HTTP/1.1" 20@ 14 "-" "whisper-server (whisper-server)" 2
"GET /metrics?pretty=true HTTP/L1.1" 200 - "https://192.168.1.8:8081/" "Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_12_4) AppleWebKit/537.36 (KHTML, like Gecko)

5UM 3-11 Log 910 Server 1insieusie

3.1.18 Wavaulanudnadu wanain Server wioulgaumwan

3.2 AeAueUnanduausiafiu Server ildgnAnnsnude 3.1

3.2.1 anuluan Source file 904 Signal Android 211

asAhttps://github.com/WhisperSystems/Signal-Android



€ - ¢ 8 Gt tps//github.com IR

ystems / Signal-Android ©Watch~ | 574 | KStar | 7769 | YFok 2002

A private messenger for Android. https://whispersystems.org

© 2.905 commit 113 branche 224 release 22 149 contribut &GP
master = New pull request Crestenewfle  Upload fles | Find fle (et ]
8 moxieo Tint de —_— :
i githe i ths a

31]17; 3-12 13U Source %84 Signal Android

3.2.2 1Um Source '1'71| Download %58 Clone 11938 Android Studio

- -1 - Andraid Studio 23.1
Edit View Novigste Code Anshge Refactor Build Rum Took VCS Window Help

HO #4 XOd 4 & A [ESgmiAndod-| b 4 & b B W K E ¥

FIEIEES

Signal-Android % buld.gradle
) prajed -
' Signal-Andraid
O gthub
L gradie
[ idea
[=F
[=prr]
[ apatocl
[ atwerk
[
[ buikd
[ gradle
=11
Eiibs
I protobaf

P | @ Signal-dndroid x| 5 AndroidMandestaml X

% 1 Projeat

4 L Sructure

# Captures

ARITATRITATD() +
ztsecure-service

ispersystens o
ispersystens .org\"

=
B test
1 website

gtattributes
B gtignere
& AndroidManifestam|
3 build gradle
BUILDING.md
COMTRIBUTING md
Dockesfile

gradiew

VERSTON 17
VERSION 1 7

A Build Variants

TCENSE. tat.
ICENSE !
exclude NOTICE

2 Frverites

Bl gradiew bt
il LICENE exclude ‘asn-license, txt'
& Androd Manitor | Messages ) & Version Contral [ Terminal i event Log

(] Gradle build finished in 10 278ms (2 minutes ago) 20957 CRUF: UTF-8¢ Git mastert
L — —

ratie Comsole

i
4
H
&

g‘dﬁ 3-13 1WA Source 78 Android Studio
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3.2.3 sty buildConfigField "String”, "SIGNAL_URL", "\"https://textsecure-

service.whispersystems.org\"" U 1P ve9 Server MLsAaTy

' Android ~ @ = | - I+ (®signal-Android x
R | zus ARG 31U B
I:Es|gnal Android 204 targetSdkVersion 22
(" Gradle Scripts 205 multiDexEnabled true
(& build.gradle (Module: Signal-Androi 206
[ gradle-wrapper.properties (Gradle Vi 207 vectorDrawables.useSupportLibrary = true

B proguard-appeompat-v7.pro (ProGu 208 project.ext.set("archivesBaseName", "Signal");
b 209

El proguard-automation.pro (ProCuard 5, ~ buildConfigField "long", "BUILD_TIMESTAMP", getLastCommitTimestamp() + "L"
[F] proguard-dagger.pro (ProGuard Rule 211 ¥ buildConfigField “String", “SIGNAL_URL",
[El proguard-glide.pro (ProGuard Rules 212 buildConfigField "?tring", “GIPHY_PROXY_HOS iphy-proxy-production.whispersystems.org\""
Bl proguard-google- play-services.pro 212 buildConfigField "int", "GIPHY_PROXY_PORT
proguard-google-play-services.pro ., buildConfigField "String”, "USER_AGENT", "\"OWA'

[3 proguard-jacksen.pro (ProGuard Rul
[El proguard-retrofit.pro (ProGuard Rule
[Z] proguard-rounded-image-view.pro
[El proguard-shortcutbadger.pro (ProGu 21

REDPHON E_MASTER_URL

buildConfigField “String
buildConfigField "String REDPHONE_RELAY_HOST",
buildConfigField “String", “REDPHONE_PREFIX_NAME",
buildConfigField "boolean”, "DEV_BUILD", "false™

https://redphone-master.whispersystems.org\""
relay.whispersystems.org\""
".whispersystems.org\""

[f] proguard-spongycastle.pro (ProGual 175 }

[ proguard-sqlite.pro (ProGuard Rules 221 KHMPﬂGUPtc'lﬂﬂS tm'l't SovaVerston. VERSION 1 7
Bl proguard-square-okhttp.pro (ProGu = i?ﬁ;ﬁicﬂﬂﬁimiﬁé J:::uz:iig::vsnsm&}
[2l proguard-square-okio.pro (ProGuar( 224 ¥

[21 proguard-webrtc.pro (ProCuard Rule 225

[l proguard.cfg (ProGuard Rules for Sig 226 packagingOptions {

exclude '| TCENSE txt®

Ul 3-14 SIGNAL URL 1T IP 999 Server

3.2.4 1UG3l1a RegistrationService java lu Folder
src>org>thougtcrime>securesms>service>RegistrationService Ua GCM 1nns

comment giauansluguin 3-15

 WagistrationSarnics |

d | [ sre B arg | (21 thoughterime | [ socurasms (5] service ©
- & & - |~ | © Regisrationservice java %
DirectoryRefres hlistener RegistrationService | handleCommanRegistration ()
DirectShareService = T alse [
ExpirationListener TextSecurefreferences. settomilsabled|this, true);
ExpiringMes sageManager
KeyCachingService
MasterSecretintentsenice
MessageRetrievalService
MmsListener
PanicRespondert istaner
PersistentAlarmManagerListent

TexlSecurereferences. sethehaacke(Registerealthis, true);

RatabaseFactary, getTdent | (yDatabase( this) . savelTeent ity (sell.getRecipientTdi), idealilyKey.getPublickey)];
_ DirectoryHelper. refreshlirectoryithis, accountManager, number]):

/*iF (supportsten) {

271 RedPhonedccountianager redPhanedccountianager = new RedPhonedccountanager|BuilaConTig. REL
PersistentConnactionBootListal 272 new Redfhone’
fickResponseService m number, password);
Regislralionr«oli_rier ) String verificationToken = accountManager, getAccountVers ficationTokent) ;
RegistrationService 2 redPhonedccountianager. createdccount {verificationToken, new RedPhoredccountAttributes(signalingkey, TextSecurePreferances.
RotateSignedPreKeyListener 2
' b SmsDeliveryListener =
B " y ! 2 RirectoryRefreshlistener. schedule(this);
b Z"“;L‘:::":Am u 2 Rotatesigneds rekeyListener, schedule( this);
pdateAp) yListener 2
UpdareapkRefreshListener 2
& WebRreCallService 2 private synchronized String weitForChallengel) throws SccountVerificalionTireoulException {
Es‘r‘ns 2 this, verificationStartTine = Systen,currentTineillisi);
28
1 transpart 2 if (this.challenge == Aull} { [
B il 87 try {

3‘1]17; 3-15 1A15 comment code Liiadn GCM

3.2.5 Run Source a3 Emu 30 a51afulvld APK iefndsuuaunsvlvuiidusyuuufinnng

LOUASDEA 2 LATDY



Select Deployment Target
Connected Devices

Available Virtual Devices
[E API 25 x86
[§ Nexus 5 API 25

Create New Virtual Device

Don't see your device?

Use same selection for future launches Cancel | [/ Ol
5UN 3-16 (Fengunsaliinesnsinns

@ ® <0 Genymotion for personal use - APl 24 - 1080x1920 (1080x1

o

5UN 3-17 videaninssd

<
PNELI

3.2.6 antufvihnisnsendayannemulnsdnyiasly



Connect with Signal

YOUR COUNTRY

Flunineavlad'ld

Thailand v
YOUR COUNTRY CODE AND PHONE NUMBER /
+ 66 00 00000000

Verify your phone number to connect with Signal.

Registration transmits some contact information to
the server. It is not stored.

Register

powered by @) twilio

5UN 3-18 nsenvisngavyly

+66 00000000

Double-check that this is your number!
We're about to verify it with an SMS.

EDIT CONTINUE

5UN 3-19 ndestanududumneiay

44

3.2.7 ANUUTLUVILIINNTAS SMS Wndansneauingantd walunsanaaau 151kavinnis

Bypass N13a4 SMS tiiasaniianlgane Jeselviviuaiian (35 Bypass

91N9IU0 3.2 U8 9)
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Signal will now automatically verify your number with
a confirmation SMS message.

~ Connecting...
r  Waiting for SMS verification...
Generating keys...

Registering with server...

This could take a moment. Please be patient, we'll
notify you when verification is complete.

WAITING FOR SMS VERIFICATION 00:01

5U# 3-20 s8ARY SMS leBuduninelay

32.2.8 Ma19NNUANEAT szUvIEiUasuludnmi Iaunsawd g lUTUR U 6
9nAT 139939 9 U3 Signal seulvigldne “CALL ME” iailaswanule lne Signal ag
Insufilnsdnvimauesinsdninluliluduseun 7 uwiluawddel §ideldastunauilld

nnuugldnsensianianslineuwily Server o 100000

A SMS verification failed.

Signal timed out while waiting for a verification SMS
message. Possible problems

Ko Voice verification

Signal can also call you to verify your number. Tap 'Call
Me' and enter the six digit code that you hear below.

100000 VERIFY

EDIT +66 00000000

JUN 3-21 nsensviantansliiu Server

3.2.9 3NUUINNI5I8 wazidgniinanansaldaula



Signal will now automatically verify your number with
a confirmation SMS message.

«~ Connecting...
/ Waiting for SMS verification...
 Generating keys...

~ Registering with server...

This could take a moment. Please be patient, we'll
notify you when verification is complete.

Registration complete!

5UN 3-22 vihnsadasiseuses

° Signal

Use as default SMS app
Tap to make Signal your default SMS app

5UN 3-23 wihsenseuldau

3.2.10 naaaunsulagn1sastannulumdneI g
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W4 °10:05

< 876157370 X

N New message to...
876157370 -

JUN 3-24 Aumguanmevingiaulnsdng

¥ .4 i 10:06

< 166876157370 (]

© Send Signal message ﬂ \!" @

JUN 3-25 Lllonuwddanunsauenlaiay

NARDUNTRITDAIN
Just now w7 @

@ISendSignalmessage Q \!} @

JUN 3-26 dstonudisa

47



48

a = 1Y o a =% Yo 1 v ¥
B3UNY: \/ NUYOY ANVDAIUALIN, \/\/ NHIYONRHIUDTUYDAIULLEAT

NARDUNNTRID AU
Just now s @

© aej@

JUN 3-27 1ATsAuandIdanunaundu

3.2.11 LaUNBATUULLIUATOANS DUNAL LT LUNITNAFDULA?

3.3 A1SNAEBURBUNARTUAINIITaNadauntanIualld

3.3.1 AnwiTesi19 9 Tu Best Practice ¥09 ARO
3.3.2 1lHaNHIT0AN ¢ 910 Best Practice MiAgdosniunaunaady Signal
3.3.3 9ANKUUNITVAGRUINTITRANY 9 Nignidion AuaAuLmLNzaY

3.3.4 9oNLUUMINTUTINHANTNAGeY Lagilisnsmaaeuag ITin1s19

A1519% 0-1 MU UTNNANITNAADU

asei NAANWS 319818
1
2
3

aqu B/ laiku




JnNTVAdal | sutamnunduuia lvaianaaunin
-2 | ar - =
F39¥ Haavin FHazlaia
h dednda aunsilaawle | hidudalla text
2 dadu3a annaleawla | -
3 daduFa anunalaawla | -
daqil RETTARYT

5UN 3-28 fegmnsniiiinistuiinug

3.3.5 ymsnageu waztuiinnaaslilumsisdiuiinnanisnaaeu

3.3.6 Walusunsa ARO TUfily Data Collector>Start Collector.. (faaiausio

6 % a & 1
ausninunurufilnesNow)

File Profile Tools View Data Collector Help
Best Practices/Results  Owy Start Collector... |tics  Waterfall

ﬂ AT&T Application Resource Optimizer (Mote : Mext software update will reflect branding change to Video Opti

( Dato-

UM 3-29 nssuiudoya

o
Y

3.3.7 Azinte19lenaulFvinN1sRIA warAIieaInlung Start
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a Start Collector X

Select a device: ?
State a5 APT Model Device Name

Collector Type: Rooted (@) VPN
1
] Downlink: H Vg ' Vg Vo g '
4G 3G 2G
Attenuate: 0 ms Down Stream Delay
[ upiink
4G 3G 26

0 ms Up Stream Delay
Secure:
Yes No

Record Video: @ LowRes (1-2fps) (05D (O) Mo video

Please enter trace folder name
Name of Data Callector|

coce

JUT 3-30 wihssnewnudeya

ARD X

Starting Data Collector on Device. Please wait....

5U# 3-31 s0dnA3

3.3.8 9101 ARO agiinsandaluswnsy VPN Tu Android wagveaygyinlunisidinis

ANSHVDURD

Yanisiiauca

VPN Collector fiosmssiasons
\fausia VPN il Wuadaansa
pTIRFaUM ST [FomiAseng
Tusapassumnanudaiaunas
it

O gzisagiishuvuninaaiiad
AsTeeru VPN g

UALAN BARAY

SUN 3-32 U8N153aUMD
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3.3.9 maeaIntiusIAansalsuNsagEeU Signal munsnadeulaeenuuuld

@ or W i 1659

E5 VPN collector

ARO-Attenuator Collector
VPN Method

Built from Public code supplied by
AT&T Developer Program

http://developer.att.com/aro

App Build Date: 2017/01/24 02:21
DownStream Delay Time: 0 ms
UpStream Delay Time: 0 ms
secureEnable: false
version: 1.0.0 (Production)

Please wait...
QOr press the BackButton

JUN 3-33 wieuiaiudeya

3.3.10 nénanvhnsmaaeulase Uiy Data CollectorsStop Collector..

ﬂ ATE&T Application Resource Optimizer (Mote : Next software update will
File Profile Tools View Data Collector Help
Best Practices/Results QO Start Collector.., |tics Waterfall

Stop Collector...

|ARO Best Practices Results

g‘lh?i 3-34 Stop Collector



52

ARO X

Stopping Data Collector. Please wait...

5U# 3-35 s0dnA3

3.3.11 anfiurzdinasdldneu (Dialog) Wdendn azlateyaiiiu w3e Unndetldney

feN1sNA OK %58 X

Confirm x

Trace Summary

Path : ClUsers\HzFlow\AROTraceAndroidiTest
Data : Yes
Video : Yes
Duration : 00:04.16
Open

31]17; 3-36 a931n Stop Collector

3.3.12 3U7 3-37 wanwthaewdledldilaguanisnaaauiiull



Date: Apr 19, 2017 07:44:50 PM
Trace: ARO_PURE_ANDROID_001
Application Name(s) : Version: LuOi5as0Google : 6.0.23.21.arm64

IWOESOOIsOIsOIsAsAEOMOIsOLsas0Google | 5.1.23.127065177-armE4-v8a

VPMCallector: 1.0.0

Signal : 4.3.1

LOLE I5EIF0m0 © 2.4.211.35.45

GooglePlans iIsastisasOiseisoiwd - 316.7
Ls0IFaIsALSOIFaML TS OIS Is0GooglePlay : 8.68.77
GooglePlayiszwdiseLsaind : 6.8.24.F-all

Data Collector Version: 1.0.0

Device Make/Model: motorola / XT1663
0S/Platform Version: 6.0

Network Type(s): WIFI

Profile: ATE&TLTE
SUMMARY

TEST STATISTICS

HTTPS data not analyzed: 99.59% (699.14 KB)
Dwuration 14.21 minutes
Total Data Transferred: 718,880 bytes
Energy Consumed: 1111.1.J (Eneray)

JUN 3-37 dladagloyanismageuiiiull

3.3.13 ¥MN1snR@EeU wazvuingudusiududiuiug 3 asa

3.3.14 AATIERRANTNAdBU

3.3.15 @3Unan1InngEau

3.4 NN9DNUUY Layout Ua9aIUN1I5EUTURINY

53

Yo A U o v - ~ 2 A A s Y
f. ‘VﬂﬂETLGULaaﬂﬂ'ﬁEJUEJUGI'JWUI@?JSL%aTEJu’JM@ LL@%@Q‘W%L‘UEJH@']Uu’lm@ﬂaﬂ"ﬁmiwuuaﬁ

App AzLanInn Wait For Fingerprint Scan Tnelunthilazuszneulude 3U Logo App Signal,

sUaneihile uaztomnumua1iu fakansluun 3-38



114 x 114

Please place your fingertip on the
scanner to verify your identity

31117; 3-38 “Wait For Fingerprint Scan” Ju Layout ﬁiz‘tﬂ

¥ Y

VI LYY
Y

YY)

gusnulngldanetinie
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v, mngldidenmstududnulagld Pattern App zuannii Pattern Input (dmsu

a314 Pattern) Inglunthilagusenaulume U Logo App Signal, 98A313 “Set new pattern”

wazdld Pattern mua1dU Aananalugui 3-39

114 x 114

Set new pattern

Ufi 3-39 “Pattern Input” iJu Layout dwsuads Pattern
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Hlld Pattem 7fldsioens Resesdianueilitdesndt 4 9a waliiiu 9 9) a1nu App
azuansly 2 Yu lawn Ju CANCEL fie enidn Pattern 715L4laldld wagdu CONFIRM fia andn

Pattern uazaLiiunsse Aaandluzun 3-40

114 x 114

Set new pattern

CANCEL CONFIRM

g‘d‘ﬁ 3-40 Layout vawiti Pattern (il4ld Pattern ASausn)



57

wasngldUs CONFIRM Liteandn Pattemn wagsniiunisie App agildsuteaiulagy

Logo App Signal 310 “Set new pattern” {uteai1u “Confirm Pattem”ﬁ\il,l,amiugﬂﬁ 3-41

114 x 114

Confirm pattern

g‘lJ‘ﬁ 3-41 Layout U84%l1 Pattern (App Wansaa2u Confirm pattern)

dl4ld Pattern 8nmse lneazsdeunilouiu Pattern MEldldneunti eilunisdudu
anugneewmssiu Wedldld Pattern duSe App arvuansty 2 Yu laun Yu CANCEL fia n1s
gniin Pattern NELELALELY wavdy CONFIRM Aia msduiin Pattern Mgldldasly Shared

Preferences ﬁ\iLLaﬂﬂugﬂﬁ 3-42



114 x 114

Confirm pattern

CANCEL CONFIRM

g‘l.l‘ﬁ 3-42 Layout ¥841i1 Pattern (Pattern ﬁﬁﬁsﬁﬁmiﬂﬁu Pattern flansilinoumnii)
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A. n3allld Pattern Tnafinnueiliitdesndn 4 9n App zuansdoniny “Pattern

must contain at least 4 dots!” wduseuldA AR Aawandlugui 3-43

Pattern must contain at least 4 dots!

5U#1 3-43 Layout Y01 Pattern (App wanadaainuudasauly)

59



3. nsalglald Pattern Budusiinuiin linssiu Pattern Nigndudinly App azuans

UoAI13 “Wrong Pattern” 165U Logo Signal éﬁ’maﬂﬂugﬂﬁ 3-44

114 x 114

Wrong Pattern

JUN 3-44 Layout voswi Pattern (i{l41d Pattem laimsariu Pattern ﬁgﬂﬁuﬁﬂﬁ)

3.5 N1598NLUU Wireframe V298U UEUAINY kaZdIUN1ISAIAT
Wireframe vesdiuguduiinu uazdiunsise anunsoudadumnnisaiang o

waznsItigos o laeail

60
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3.5.1 W19 App ASILSNAAIINAARS App
n. Weanldau App asausn mngldidendiien Not enable uaznalu OK
App wTuiinAnsilanldnu App Aswwsn wazduiindudenigldidenly Shared

Preferences wazln Dialog & Jldagnuntimanyas App fauandluguin 3-45

Do you want to enable the
application lock?

@) Not enable
Pattern lock

Fingerprint lock

O

5UN 3-45 Wireframe uag Flow 989 App Wiegldidadnldanu App ASIINTAIRINEARY App

v, Waainlda App asawsn mingldidendiien Pattern lock wagnady OK
App AwtuiinAnsiliadnldnu App aswsn wazduiindudenigldidenly Shared

Preferences MnuuAzuanwit Pattern Input dwsulvigldasne Pattern #1ldlunns

LYY

gudusnu daandlugun 3-46
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Do you want to enable the
application lock?

Not enable

@ Pattern lock

Fingerprint lock

5UN 3-46 Wireframe uag Flow 289 App Wegldiadildanu App ASTINnasaInGafs App

A lunsaidldleamaidouaeindeluansnliy - wdsangldidendaden
Fingerprint lock waznaly OK App azdudinAnsianldaiu App ASausn waydudin
miaeniyldidenlu Shared Preferences 31ntiu App 9zuanIntl “Wait For Fingerprint

Scan” dwiuligldgudumnulagldareiiie dwandlugun 3-47
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Do you want to enable the
application lock?

Not enable

Pattern lock

® Fingerprint lock -
< ; Please place your fingertip on the

scanner to verify your identity

UM 3-47 Wireframe uag Flow 289 App Wegldidadnldanu App ASsInnasaIniass App

1. mngldidendaden Fingerprint lock wagnadu OK udl App lanwunis

= 2 A | v 2 A I3 . v A v
amzlguaeiilesdates 1 areihileluaunivlvy App asuans Dialog winfeuyld
11 “Register at least one fingerprint in Settings” dlauandlugun 3-48 mingl¥naYs

CONFIRM App aguanantiniay Settings vasaunsnlnuiiisudonnisiiuaneiiile
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Do you want to enable the
application lock?

Register at least one fingerprint
Not enable in Settings

Pattern lock

® Fingerprint lock O

5UN 3-48 Wireframe uag Flow 289 App Wegldidadnldanu App AStIsnnasaIninass App

3.5.2 Wadh 1497 App 270 Icon 989 App Signal
n. nsalgldidenlildnisBudusnu gldranunsaldadildnu App loviuilay

Lidanunstudusiinu Asanslugui 3-49
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gﬂﬁ 3-49 Wireframe Way Flow 983 App Lﬁa;ﬂ%@mwﬁﬂ%’mu App 270 lcon Y83 App Signal

v. nsaigldidennistiuduiinulagly Pattern Wegldiainldau App laenady
lcon App zianwmin Pattern Input Tigldgudumnulagld Pattern dounisidldau

ﬁummﬂugﬂﬁ 3-50
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gﬂﬁ 3-50 Wireframe wag Flow 199 App Lﬁ@;ﬂ%@ﬂﬁﬂ%’ﬁi; App 2971 lcon 983 App Signal

A. nsalgldiaennisBuduminulaely Fingerprint ok ldUawinldeu App lnana
lcon App awlkanitil Wait For Fingerprint Scan Tildgiudusnunaunisidnldanu de

LLamﬂugﬂﬁ 3-51
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Please place your fingertip on the
scanner to verify your identity

gﬂﬁ 3-51 Wireframe way Flow 983 App Lﬁ@ﬁlﬂ%ﬂm%’ﬂ%mu App 211 lcon 983 App Signal

a. nsalgldidennistududmulegly Fingerprint il App linwunisaangileu
aneihilesgetey 1 angilileluaunsninug WedldiUawildeu App lnena lcon App
zUand Dialog uamaugld Awanslugun 3-52 mngldnatu CONFIRM App aziand

v . s Ad o oA a 2 A
'Viu’]Lll“quj Settmg GUENalI"IiV]IWUV]ﬂJGnLa@ﬂﬂqiw\llla’]ﬂu’)ll@
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Register at least one fingerprint
in Settings

gﬂﬁ 3-52 Wireframe wag Flow 983 App Lﬁ@;ﬂ%@ﬂﬁﬂ%’ﬁi; App 271 lcon 983 App Signal

3.5.3 {l¥Uan Lock 31nnin Lock Screen udidnniin App Signal
(@RVads3dauntieiui)

nstindudmth App 91nmth Lock Screen anunsaninguls mnglianld App
Futianfisis Lock Screen 13 vdelénatu Power Button §idespansanarndediiu
araaends  fedufitedsesnuuuliglideshmstudusnudnadmimaadlduan
Lock Screen

n. nsalgldidenlildnsgududmunoud App Lﬁa;ﬁﬁi’fﬂam Lock a1Ani1 Lock

Screen App AwlanImnTves App MiaAslineunt Awanslugun 3-53
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Lock screen

5U# 3-53 Wireframe Uag Flow 984 App Lilaglduan Lock 3w Lock Screen wdaidmith

App Signal @dndnslinauntiviu)

v. nsalgldidennstudusinulagly Pattemn Wadldlan Lock 3w Lock
Screen App awuanavit Pattern Input g ldgududnulagld Pattern neunsidnld

U App ﬁmamﬂugﬂﬁ 3-54
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Lock screen
i

5UN 3-54 Wireframe uag Flow v83 App aglduan Lock 31nmti Lock Screen waaldnii

App Signal @dndnslinauntiviu)

a. nsalfldidenn1studuinulagly Fingerprint ek ldUan Lock 3w Lock
Screen App UAAINTN Wait For Fingerprint Scan Iﬁzﬂ%ﬁuﬁuﬁamudaumm’fﬂﬁﬁmu

App éﬁ’mamﬂuguﬁ 3-55
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Please place your fingertip on the
scanner to verify your identity

Lock screen
i

5U# 3-55 Wireframe wag Flow 489 App Lleglduan Lock 3w Lock Screen wdaid vt

App Signal @dndnslinauntiviu)

3.5.4 Ao ldeu App Snasewdsain App agluan1usngn (Stop State)
AUszEZIan 5 Wil

nsdimsiUadlda App Snafwmdan App agluanugven (Stop State) Liu
5¥8E81 5 U9 mmsmﬁﬂ%{u%’mﬂ;ﬂ%ﬁﬂ%’ App valadnldau App Bunnuiu

SrevlIan 5 Ui §ITeReIn1sanAudesiiuauUaeniy feluildedseenuuulviEly

A999N1STUTUAINUN UL TTIU

N

FRenuI1 MINau App Signal TngldUu Icon wazlagidanain Resent App

b 32

aylvingAnssussiutufe mngldnduit App laglddu Icon Android guansniimvien
Y94 App Ladauinglinduidn App lngiden App 910 Resent App Android Aguand
Wi Activity AvAevinnuanan (Resent Activity) Ladegdnvilasanwuunistiudusiinuli

fnginssuwmileudnliingldaznduit App lngldisla
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=

n. nsalgldidentaldnistududmnu gldanunsaladildnu App laviuiilagly

Y

sosiunsgudusiiny liigldaznale App 910 Icon %3891 Resent App iR A

namaluguil 3-56

gih'?i 3-56 Wireframe Wag Flow 183 App Lﬁa;ﬁ%tﬂm’fﬂ%ﬂm App BNATaNERN App aglu

anugvign (Stop State) LNusEEZLIA1 5 UM

v, nslgldidennstuduimnulagly Pattern Wegldianldau App laena
Icon #3997 Resent App finu App azuanwti Pattern Input liigldgudusmilngld

Pattern fiaun1sidnldnu Awandluguin 3-57
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gﬂﬁ 3-57 Wireframe wag Flow 983 App Lﬁ@;ﬂ%@ﬂﬁﬂ%’ﬁi; App BNATINEIRN App aglu

anugvign (Stop State) LNusEEzIIA1 5 UM

A. nsalgldiennisBudusmnulagld Fingerprint WedlEUauinlgeu App lnena
lcon #3997n Resent App fAnu App ZUANIAUT Wait For Fingerprint Scan Iﬁqﬂﬁguﬁu

mauneunsdildanu duanduguin 3-58
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Please place your fingertip on the

scanner to verify your identity

gﬂﬁ 3-58 Wireframe Way Flow 983 App Lﬁ@;ﬂ%@ﬂﬁﬂ%’ﬁi; App BNATINEIRN App aglu

anugvign (Stop State) LNusEEzIIA1 5 UM

3.5.5 Wadh e App Snasewdaain App agluan1usngn (Stop State)
Laiiuszaziaan 5 wil

dldanunsaldainldann App gnads  lnglddesrhunsiudusiaileg
wn App agluaniugvien (Stop State) liiuszewiaan 5 i udingldaviaeldidenldl

msBudusnunsunsdildnu App A daandugud 3-59
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gﬂﬁ 3-59 Wireframe Way Flow 983 App Lﬁ@;ﬂ%@ﬂﬁﬂ%’ﬁi; App BNATINEIRN App aglu

dnuven (Stop State) Mlifiusseziian 5 Uil

3.5.6 N13AIAT
= g.J/ A U L% dl' Y a, ¥ ¥ :.’/ o a gj
wenwilennnsasagudusimulodltidadldnu App ATILIN (MEINFARAS
App (feide 3.5.1) ) gldamnsans Adeuriianmstudumeaulaniends Tngldlayds
wazdeasolull
1y Setting -> Privacy ¥8d App Signal fiduiifendunuddel 2 du laun
ULKUU Switch @@ Enable application lock ((dmiunsita-Uanistuduinu) wazdy
WUU Checkbox @ Lock type (fdmsunmisiasurtinnistudusinusznineis

Pattern AUl Fingerprint) ﬁﬂLLaﬂﬂugﬂﬁl 3-60
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Y
Enable application lock NITANAITAIU

Lock the screen after you leave the app

Enable passphrase

Lock Signal and message notifications
with a passphrase

s
NITPNAUAY

VB3I App

31]17; 3-60 wﬁ’lL:u‘lé Setting -> Privacy U84 App Signal

winla Enable application lock faauziliu OFF Yu Lock type aglianunsa
Tdeuls wazdsmdsde Lock type auidudmn (Yugn Disable) lumensaiudnu vndy
Enable application lock flanuzillu ON Uu Lock type azawnsaldsuls wazd

fmifade Lock type axifudein (Jugn Enable) fauanslugui 3-61



7

Enable application lock

Enable application lock m
Lock the screen after you leave the afip

Lock the screen after you leave the app

Lock type
o Unchecked: Pattern lock O
Checked: Fingerprint lock

Enable passphrase Enable passphrase

Lock Signal and message notifications Lock Signal and message notifications

with a passphrase with a passphrase

gﬂﬁ 3-61 @nugvasly Lock type \fle Enable / Disable application lock

nstinaansinulifissuvaunuateiintde mingldsadla Enable application
lock Tiifianuzidu ON wéafienu Yu Lock type aglianunsaldauladsimndde Lock

type 9ziludvn (Yugn Disable) ﬁ@LLamﬂugﬂﬁ 3-62



78

Enable application lock Enable application lock

Lock the screen after you leave the ap Lock the screen after you leave the app m
|

Enable passphrase Enable passphrase

Lock Signal and message notifications Lock Signal and message notifications

with a passphrase with a passphrase

31]17; 3-62 Wireframe wag Flow 189 App Lﬁ'mﬂ%mﬁwamugﬂm Enable application lock
970 OFF 1¥u ON

. Lﬁat;:ﬂ%’ﬂmﬁm Enable application lock tiewUAsuaniug OFF Hu ON App
wana Dialog Tdldidenviianistuduimnu mngldidendiaen Pattemn lock uagnaUs
CONFIRM App %éf&ﬁﬁﬂu Enable application lock Tu Shared Preferences luisianug
{Hu ON aflasadn Lock type Tu Shared Preferences lsignifaiadoamnegn (vl
Pattern) UATWARIMINETS Pattern auansluguil 3-63

U, Lﬁ@;ﬂ%ﬂ@ﬂm Enable application lock iiewUasuaaug OFF 1Ju ON App

wana Dialog v ldiaenylianisududinu mngldidendiiien Fingerprint lock uazna

(%
v 1

Uy CONFIRM App a2#3A1u Enable application lock Tu Shared Preferences 1l
anuzidu ON AR Lock type Tu Shared Preferences Ingnidaiadamanegn
(wila Fingerprint) uAgUARIWLN Wait For Fingerprint Scan @ wsulvilggududanu ¢

nandluguil 3-64
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A. vNgldiaendaiden Fingerprint lock wagnaUyu CONFIRM usiasnsninulainy

= L 1 t ! I3 . v oA v
ANTANNELUEURNYUINDDENUDY 1 mammaiuamwiﬂu App 519N Dlatog LL%QLG]E]U[};TLGU

I
LY

mnildnaly CONFIRM  App 2gss1Ud Enable application lock 1w Shared

(%
U 1

Preferences Toitlanuzilu ON 52ufiediadn Lock type 11 Shared Preferences i’lgméfiﬂ
Lﬂ‘%awmagﬂ (vllm Fingerprint) Laglanantiuy Settings vosasvlnuiifidaudenns
diuaetiafle Fauandluzud 3-65

a. L:ﬁ'a;ﬂ%’ﬂmﬂu Enable application lock iieiUaswaanug ON 18w OFF App 2%
wand Dialog windowgld mndldnavu CANCEL App 2zUn Dialog Widfauas usinin
Al¥nads CONFIRM App %éfwﬁﬂu Enable application lock Tu Shared Preferences
Tvilanuzidu OFF wazau Pattern it lsduiinlidmsunsBudusnusenain Shared

Preferences éﬁ’mamﬂugﬂﬂ 3-66



Enable application lock
Lock the screen after you leave the 3
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5UN 3-80 wenifinlnezunsuylinalu Enable application lock

dleaasuaniuy ON Wy OFF

- ;ﬂ%l,%mﬂ%mmagﬂﬁﬁu Lock type aniiu App avssiadeudieuledn “Lifins
amulouaeiilosdeios 1 aeiafle luausvinuvield” &1ld App azueans Dialog uds
1Mo “Register at least one fingerprint in Settings” g l¥nAUy CANCEL 9¥Un Dialog k3
\owas visennglynaYi CONFIRM App azsarn Lock type Tu Shared Preferences gndn

\AsomINEgn (vl Fingerprint) Uashansvitiiy Setting vesau ivlvluATfAIGannsLY
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aneihile withiinsamefouareinileuds App azuans Dialog wiaiiewin “Are you sure you
want to change the application lock type.” wSaufiuuansu 2 Yu leunvu CONFIRM uag Uu
CANCEL mngl¥nadi CANCEL App a¥Un Dialog wisiouad nsennglenata CONFIRM App
zieen Lock type lu Shared Preferences ’ngm%ﬂm‘%ammagﬂ (wilm Fingerprint) way App
awhmsnseseunsamadeuaeihielugnsing uasuduinulnensaunuaeiiile

uamsluguil 3-81

it App

®
v

Eftmn%aonqunﬁﬂu Lock typeJ

[ _[uidmsamziiauaaihdaatinian 1 muﬁ)ﬁa’luﬂmi’m‘iﬂu}

|

< vooa v a &
Juﬂﬂ\l Dialog uwmau’lnmw:muumr.lu'maJ

WY it

r

—g—"

[nm]u CONFIRMJ {nm]u CANCLEJ_ ila Dialog usvéiauav O

)(efem Lock type Tu Shared Preferences tiluziia Fingerprint]

\LonStop

v < - da e o o & a
Luamoviu1m1g Settings 'ua\iﬂuﬁmivlumlmmann'rstwua'mu'maJ

®

[uam Dialog u'»z'\'lw‘?aun’mﬂ&uuﬁﬁmmsﬁan}

ila Dialog usvidiauas _>©

( aven Lock type Tu Shared Preferences tfluiia Fingerprint }

¥

as1adaLMsasnztinuaaihiia tumnsuiiy uasfusudeulasaunuaiaiiiia
(314 3-72)

|

—

[nen]u CONFIRM] [nm]u CANCLE}

JUN 3-81 woninflnezunsugliidaniamunegniivy Lock type
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- ;ﬂ%l%mﬂ‘%'ammagﬂaammﬁu Lock type 910ty App 9xudnd Dialog udaiiouin
“Are you sure you want to change the application lock type?” W%@NﬁULLamﬂﬂu 2 ‘t'J}J laun
U3 CONFIRM wag Uat CANCEL mingfldnads CANCEL App 2¢Un Dialog Uiaiauas n3emngly
nAUs CONFIRM App awieAn Lock type Tu Shared Preferences Tlignifeiedesunegn (vila

Pattern) uwazdudumnulaenisld Pattern dawandlugun 3-82

fitaf App
t
E’Emﬂ%muqunaanmni]u Lock typ(ﬂ
|
v
‘uam Dialog Lﬁele‘iaul
¥
<>
(nm]u CONFIRM] (mm]:u CANCLE} (ﬂe\ Dialog uﬁz'mé‘muaﬂ

®

[efefh Lock type Tu Shared Preferences ifluniia Pattern)

\LonStop
fiuriugaaulannsta Pattern
(5141 3-77)

JUN 3-82 weninflnezunsugliidaniomunegnoanainiy Lock type

3.7 Wan1Inasiauan ARO

unstufindnssit wazaguranisuageuainnisvageudiuiu 3 assmariosiu lagly
d1ur990987y Cache A2L3UTUIEIINNIINAGDIATN 3 150 windasslailidniu nsvegeu

Tuzd 0 lNIUNTVNAFOU WazkaNISNAaaUaIN ARO LUl



TESTS CONDUCTED

V)

O 00000V O

File Download: Text File Compression

File Download: Duplicate Content

File Download: Cache Control

File Download: Content Expiration

File Download: Combine JS and C55 Requests

File Download: Resize Images for Mobile

File Download: Image Metadata

File Download: Image Compression

File Download: Minify C85, J5, J30ON and HTML

File Download: Use CSS Sprites for Images

Connections: Connection Opening

Connections: Unnecessary Connections - Multiple Simultaneous Connections

0 PUYDS HIUNITNAZDU

0 YUY HIUNITNAADULALATULUN s VYD ULINADULATINIUNITNAEDU

5U7 3-83 wan1svagdey

0 e linuneaau

I
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Connections: Inefiicient Connections - Periodic Transfers

Connections: Inefficient Connections - Screen Rotation

Connections: Inefficient Connections - Connection Closing Problems

Connections: 400, 500 HTTP Status Response Codes

Connections: 301, 302 HTTP Status Response Codes

Connections: 3rd Party Scripts

HTWML: Asynchronous Load of JavaScriptin HTML

HTML: HTTP 1.0 Usage

gﬂﬁ 3-84 wan15Nedsu (58)

3.7.1 Text File Compression

N150UOM Text File noudwiNoanvIuInvae Text File

105

Tnsvaaeu : tewin gldldaunsald Signal de Text File 16 1513dsdanruiisizwin

Tngjanaaunu widTluduneuil ARO 93189 UKAIHI WigIdenudn Signal laladu

v YV

Y
antoya Text Ia 9 (ARO n53adunsiudalalle twsag Signal s

A15797 3-2 Text File Compression

NAANS

=
INYATLIYN

1 o & a J (%
GNGRITE ﬁ’]iﬂiLU@l@"lu‘lﬂ

Tidudnlng text

1 o & a J 1%
dedu39 anusitaeula

Tadudnlula text

1 o = a 1 1%
GNGRITE au15:WUno1ule

Taidudnlula text

GFLY

laiddu
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3.7.2 Duplicate Content
14l Download Lo igdau (nsell Download u1a2) inludinisiudsunlas
WnsuadeU : Sun vl Wa 1 A5 YnnImeanannum |

NAUNULAILUADNASS

A1519d 3-3 Duplicate Content

AN NAANS s19azdun

1 | signal App i Download a1wEn 1iesan Signal IéAunmllu -
Cache (Database) (naaadlag gnadeuln Internet vauzgnImiy

AN 2)

2 | Signal App 13 Download anen lesann Signal Ifunnlily -
Cache (Database) (naaadlae gnadeuln Internet vauzgnImy

AN 2)

3 | Signal App lai Download A& iflesann Signal lefuninlily -
Cache (Database) (naaaslag gvaaeula Internet vausgn1miu

AN 2)

Gl WU




3.7.3 Cache Control

N159AN13911 Cache 31018l Signal iin59mnns Cache 3ol

IFNINeEU : davennuwazn kUMY

INUUINTUA App wdalalval 931 & Cache agwsoll

Gl’li’]x‘i‘f'l‘l 3-4 Cache Control
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A9 NAANS INALLBYA
1| dmsifudernuwazninene 9 TlueSes Weln App waziln -
unludlagliiilwesenu Internet App @usalanstonuuLay
ala
2 | fimsiudernunazainsng o Bilueses Wela App wazila -
unludlagliiilwesenu Internet App @usalanstonuuay
ala
3 | dnsiudeanuuaznimeng o Bluases Wela App uazile -
Juilnlaelul@esanu Internet App @UNSOLEAIUDANULAE
ale
a5 U
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3.7.4 Cache Expiration
M319E8UB8UBY Cache MNiTununegnselil uay Cache ARzl TununeIy
Tnsnaaeu : 931 message w3aUlu Cache ia8ve9 Cache violal ludnuaie

AANY 9 AULDUNALATU Line

5197 3-5 Cache Expiration

AN NAANS s19azdun

1| Wiflorgues Cache wlasaniiudeyasing 9 aslu database vos -
wAIoUN I LEITaULeY
(W991n EVnaedse 2 o1indnud Jeyananaddndaegly

Database)

2 | liflongues Cache iesnniiudeyania  aslu database 709 -
wAIoUN I LEITaULeY
(839N fneaedse 2 o1findnudn Jeyananadndieglu

Database)

3 | liflogues Cache iesniiudeyania  aslu database 903 -
-~ | v

\A3esuUN I lEzaULed

(VA9 {VAaese 2 o1fingnui Gi’fayjaé’aﬂénﬁé’qagﬂu

Database)

aqu Taiu
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3.7.5 Content Pre-fetching

v v
a s

Signal msisenguilomdnludnludflierldifeululndsdugnvesiomnioy

q

Fnsnaaeu : tesn App ldgnesnuwuuanli Download ToAun3aNIMLANAIN
Undgldlunioaiudiniaddvi duiu nanegeulaeld ARO Falidndu egrslsinny
A33elanaaes Scroll Tunthawnun §itnisnaaevzdunndy App anunsauanigunse

Tornuluafniildiaegn Download LiluiaTes
3.7.6 Resize Images for Mobile
M333a8UT Signal §in9¥i Resizing sUamlvidlvunaivanzdmsuilefovsely

TMsvaaeU : aasds 21 / VDO vunlng) uddguuaiiia Client g3y

15197 3-6 Resize Images for Mobile

ASIN NAANS SN8azLDYn

1 ANVUIPLNNLAY LY FI9289U19 1440 X 1080 UananianIng -

195U vumsdeiy satulaiingg resize

2 ANVUIPLANAY LY FI9289U19 1440 X 1080 UananianIng -

195U vuameny feuluiingg resize

3 AWVUIAWINLAL LYY @992891U9 1440 X 1080 UangN19n N -

195U vuameny feuluiingg resize

aqu Taiu
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3.7.7 Image Compression
nsUugAnIn Signal AIsaziin1stusnnInnouds
TNINAEEU : NAEBIEINITIATY 9 YWIN ATIEEUAT TnsTudavsel

mniin13Uudn asiaaeuradn JusaudInuNINUBININLEamTal

(ldanansads bmp 16)

A19199 3-7 Image Compression

ASIN NAANS SN8azLDYn

1 e lndnmanananiisawinti 199310 §in meta data 99nLs -

TadwunsTudanin (@1unsagdanin PNG fu JPEG Tatyintiu)

¢ < 2 v & A ) !
2 sUuqﬂvaaﬂr]WLaﬂaQLaﬂuaEJLV]']uu LUB91N M Mmeta data a9nLLe -

TadwunisTudanin (@1unsadanin PNG fu JPEG Tatyintiu)

3 P lndnnanananiiaawinti 19310 §in meta data 99nLe -

Tawunstudanin (@ unsaganin PNG AU JPEG Towvintiu)

aqu Taiu




3.7.8 Image Metadata

Signal m3AABATiNITAA Metadata Mldidndusanluneuinnisas

Tnsnaaeu : dnmitensIadeudn Metadata gnéineenieudavisol

AN5197 3-8 Image Metadata

111

ASIN NAANWS 1881380
1 fin36in metadata fouds Wy T8 Lafidienw @a1uiidienn -
2 fin36im metadata Aouds Wy ¥o Lafidienn aaufiaienn -
3 fin3%n metadata fouds Wy o narfidienn aarufidienn -

a5y WU
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3.7.9 Opening Connections
n13tUa Connection Tmsiisnnifiuly Signal AIsazdanguieyanounaidsdstoyaluly
Connection g (Luite 3.7.10)

IFN1snedauU : AN Trace results Tu ARO

A91991 3-9 Opening Connections

] v ¢ a
AN NaAaNd INYaTLagn

a o o 1 Y A o [
1 Tieemuugin ldnunsudaieudmnsunisunly -

2 Tieemuzin ldnunishasiaudmsuniswily -

3 Tileermuwuzi TnunsuIasoudmsun1swa ke -

GeNl Hu(wiauAuzi)

AU : 1NNUIT App 1R Connection W3au 9 AUTIUIUNIA  TUNANTUNTIVN
13374 Connection W1 liseiu
If you see many application-initiated bursts, consider a transaction manager to

group these more closely together.

Test: Connection Opening

About: This test helps ensure connections are opened properly. Some connection startups consists of an input burst, followed by a series of bursts spread out over time which can dramatically slow down the application’s
response time and waste energy on the device. This is a selftest. Learn more...

Results: If you see many application-initiated bursts, consider a transaction manager to group these more closely together.

31117; 3-85 wuz11 Opening Connections
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3.7.10 Multiple Simultaneous TCP Connections

n131Ua Connection wiouriuunniiuaudndu Signal msdanguneundqdsluly
Connection L7gn

FBsvaaou : Ainsesiann Trace results Tu ARO Turaugfilda Chat nau Aufuvans 9

AU load JUNFaY 9 fuviaiy 9 5U

A15197 3-10 Multiple Simultaneous TCP Connections

AN NAaNS 18821280

1 | wumsudasiouves IP Signal 1 ASe | dinnsds packet 19 packet TUivaemniawms
We Lae Signal lullddadannu wag Unm

As o Tundeufu (uszezn1sel)

2 | numsudaieuaes IP Signal 2 A3S | dnnsds packet 19 packet WU uadunisas
Toay U mluIvaIemavanewis 3

Tins app luanunsadeduladesmlusiien

5]

3 | Lbinunisudeiouras app 370 ARO | 11189370 network didaymvnuzdsdaya vinlv
fimsuteyadslumeiuiivieidailnly

LAANTISLASLRDY

GRl LW (Hesan ASed 1 uaz 2)

[

o a aa A oA . [ v 1
ANDTUNY: IuﬂﬁéWJVlﬁiyJiU’]ﬂAﬂWilei@ﬂJ@@ﬂ Signal WyNYIUFAIVDAINUNUN gl Bundle

o

[V
v

e INNITNAADIATIN 3 WU dyeyraunisidensiodityyim Signal 9 Bundle ToA M

RGN IGIR)



114

Results:

0 Test: Unnecessary Connections - Multiple Simultaneous Connections
About:

your content appear to load faster to the user. Learn more...

10 sets of bursts that could be more fightly grouped

This test measures bursts that could be more tightly grouped. Syncing all of your data connections can help reduce the amount of time your application is on the network, reducing the battery drain. That will also make

l493.321
536,781
706,739
815.733

StartTime
422,015

3.
553.321
646,731
766,739
876.733

EndTime
013

t Count

Burs
8
4
4
5

Total KB
.53
250.172
0.209

58,766
1.273

sUR 3-86 Multi

3.7.11 Periodic Transfers

ple Simultaneous TCP Connections hik1u

AT19EaUI Signal fimsifousetiiods Log sing 9 wie Ad Milulavanduszes 9

sl

AFN1snedau : AAI1EYAIN Trace results Tu ARO

ms’m‘ﬁ 3-11 Periodic Transfers

AN NAAWS 3188980
1| linumsudadiouls 4 910 ARO | ARO limumisudadiou Tn « wansanldfinisifu
log #38 ad 13 9 (MFesdsdayaluszes 9)
2 | lanumsudsdouln g 910 ARO | ARO liwunisudadeu Ta 9 wansinlifinisiiu
log #38 ad #13 9 (MFesdsdayaluszes 9)
3 | hinumsusdadeula 9 910 ARO | ARO linwunisudaiiou T 9 uansinlafinsiiu

log %350 ad 14 ¢ (MFesdeeyaiduszey 9)

GELY

WY
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3.7.12 Screen Rotations

N3vyUntinaewed Signal nilillaviu luasasiinseuseriu Server
A o v =

\iasudeyasn

T8N15MAABU : 904 Rotate Screen ¢ W31 015 Load Liiuv3alyl

m‘s'mﬁ 3-12 Screen Rotations

] o ¢ =
AN NAsNg IYaTLYN

1 | Lidnslwandeyalui wazliiinns open connection 1o 9 -

2 | ldfinslvandeyalvy wazlaifinis open connection 1 ¢ -

3 | Wfinnsivandeyalual uazliiiin1s open connection 1a 9 -

g5 B




3.7.13 Closing Connections
A52988U Signal Tn Connection wa4 Signal Tdlolaldundviold

aa ! a . a ¥ =l ]
ANNINAEFDU : AFIRFDUANIN U Connection UnAesall

519t 3-13 Closing Connections

116

A9 NAANS sNgazden

1 Tawunsila connection M9l NIUNISMSIEU ARO Tlwun1sila

connection 1o ¢ Aeld

2 | linun1sila connection Meld N1UN15M92980U ARO Luinwunsila

connection 1g 9 Aald

3 | ldnun1sila connection Ael3 NIUNISMSIEU ARO Tilwun1sila

connection 1g 9 Aald

a5 WU
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3.7.14 Offloading to Wi-Fi

As19deUN Signal @unsaaduluinsEing WiFi fu 3G Tdnsell mnila 36/4G uas
Wi-Fi Signal aswaeululd wi-Fl

Femnnaeu : naaetld 3G rou 9Nty aealn Wi-Fi nsaadeuin app ¥NN13 switch

1719 Wi-Fi visel

A157497 3-14 Offloading to Wi-Fi

ASIN NAaNS sNeazden

1 | app A3 switch 910 3G/LTE 1y Wi-Fi -

2 | app 1115 switch 910 3G/LTE 1wy Wi-Fi -

3 | app ¥15 switch @70 3G/LTE wndu Wi-Fi -

g5 B
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3.7.15 HTTP 400 and 500 Status Codes
f529deuU Signal fimsSenldusnis Web 7i Return Code HTTP 400 w3 500 w3oll

AFN1INedaU : AAI1EYAIN Trace results T ARO

@15197 3-15 HTTP 400 and 500 Status Codes

Asail NAANS s1UazLPYn
1| Lifinsesaanu ARO liinun1sidesiela q vilviin code 400 - 500
2 | ldfnsesany ARO liinun1sidesiela q viilviin code 400 - 500
3 | ldfnsesianu ARO liinunisidiesiela q fiviilviin code 400 - 500
d5u WU
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3.7.16 HTTP 300 Status Codes
f329deU Signal finsSenldusnis Web i Return Code HTTP 300 3ol

AFN1INedaU : AAI1EYAIN Trace results T ARO

@151497 3-16 HTTP 300 Status Codes

aSed NAANS s1UazLPYn
1| Lifinsesaanu ARO liinun1sidesiala q Aviilviin code 300
2 | ldfnsesany ARO liinun1sidesiela q Mvilviin code 300
3 | ldfnsesianu ARO liinunisidlesiela 4 fiviilviin code 300
d5u WU

3.7.17 HTTP 1.0 Usage
A53988UT1 Signal SinsSenld APl viemsideusieluds HTTP 1.0 videld Flainasd

IFN1sNeEaU : AN Trace results Tu ARO

1519 3-17 HTTP 1.0 Usage

aSsdi NAAWS 3181980
1 | Ldfinnsmsiany ARO aialdwunisdetoyauuy HTTP 1.0
2 | ldfinsmsiany ARO aaalinun1sdetoyauuy HTTP 1.0
3 | Wfinnsesaany ARO aaalidnun1sdetoyauuy HTTP 1.0
a5y U




3.7.18 Unsecure SSL Version
33aeud Signal M3y SSL Version Nignssyinliivasndevielyl

IFN1snedauU : AN Trace results Tu ARO

m‘s'mﬁ 3-18 Unsecure SSL Version

120

asei NAANWS 398N
1| ldfinsmsianu ARO m573ldny Unsecure SSL Version
2 | ldfinsesianu ARO m339binu Unsecure SSL Version
3 | ldfinsesianu ARO m573ldny Unsecure SSL Version
g5 N

3.7.19 Weak Cipher
M333a8UN Signal imMsiinsiia SSL illenudasasiesi gnaeasialaievielyl

IFN1InedauU : AAT1EYAIN Trace results Tu ARO

A15797 3-19 Weak Cipher

ASadi NAANS 31UALLDYA
1 | lidinsesany ARO a23liwu weak cipher
2 | Lifinsesiany ARO 573l weak cipher
3 | lddnsesany ARO a2aldwu weak cipher

d5u WU
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3.7.20 Forward Secrecy

psRdeUANUaRnNEUDY Signal 71UeeiulTes Forward Secrecy @9n Signal 8ns

Uoaiuudy wnn1sainisgnaensia Session nilalaudingyiidnluludn Session neu
v & & % a X

nihtuisvuala azlifatu

IFN1snedauU : AN Trace results Tu ARO

A15797 3-20 Forward Secrecy

ASadi NAANS 31UALLDYA
1 | lifimsesiany ARO as23ldnwu support forward
2 | ld@imsesiany ARO as23ldnwu support forward
3 | Lifinsesiany ARO #573lsnU support forward
g5 N




3.7.21 HTTP Vs. HTTPS
AT9EaUIN APl fing 9 voe Sienal 19 HTTPS stanuanioll

AFN1INedaU : AAI1EYAIN Trace results T ARO

A15797 3-21 HTTP Vs. HTTPS

122

Asadl NAANS 51882180
1| Lifinisesaany ARO as3alaiwy HTTP
2 | ldfinsesianu ARO as3alaiwy HTTP
3 | lifinsesiany ARO m57alainu HTTP

d5u WU
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3.7.22 Private Data

n379a0UT Signal Idvetayadiuieslstivnngld uasinistlestutoyamandy
ogslaiilefinsdsluds Server

FNsvedeu : wenaNNTly ARO naaeuRIdlinTI9d0UaIN manifest Y84 android

waglidunmduneu Register Signal Linsviateyaneudmsol

A15197 3-22 Private Data

ASIN NAaNS sNgazden

1 1in13U9 data 69 9 fall profile, Waslnsdwy, n15191849 log, N3 -
voldnunneluiaies, nsveniey, N384 SMS,

Y = 1Y [ a
miamammaawaaﬂa LU@ﬂWiLUULLUULUWLNH

2 1in13U9 data 619 9 fall profile, Waslnsdwy, n1519184 log, N3 -
voldnunneluiaies, nsveniey, N384 SMS,

Y = 1Y [ a
ﬂqiﬁﬂﬂiﬂﬂqﬁﬁﬂﬂaiﬂlﬁ L‘UEJ%IV]?LUULLU‘UL‘U@ILN?J

3 | dn19ve data mne 9 asil profile, LUasnsdws, n1s1Ends log, A3 -
voldnunngluiaies, nsveniay, N384 SMS,

% = 1Y [ a
ﬂqiﬁﬂﬂiﬂﬂqﬁﬁﬂﬂaiﬂlﬁ L‘UEJ%IV]?LUULLU‘UL‘U@ILN?J

G lainu

A1B5U"Y : NaAINMINTIVERULNE AndroidManifest glaan Uit 3-87

HAINNTAANATUABU Registation 3N Log ¥84 Server alaainguil 3-88



<uses-permission
<uses-permission
<uses-permission
<USes-permission

<uses-permission
<uses-permission
Luses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<usSes-permission
<USes-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<usSes-permission
<uses-permission

android:name="org. thoughtcrime. securesms . ACCESS SECRETS"/>

android:name="android.permission.READ PROFILE"/>
android:name="android.permission . WRITE PROFILE"/>
android:name="androld.permission. BROADCAST WAP PUSH"
tools:ignore="ProtectedPermizssions" />

android
android

android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:

rhname="android

name="android

name="android

name="android

name="android

name="android

name="android.

name="android.

name="android.
name="android.

name="android.
name="android.

name="android.
name="android.
name="android.
name="android.

name="android.

permizsion
rname="android.

permizsion

permission.
permission.
permission.
permission.
permission.
permission.
Jpermission.
permizsion.
permizsion.
permizsion.
permizsion.
permission.
permission.
permission.
Jpermission.
permission.
hame="com.google . android

.READ_CONTACTS"/>
WRITE CONTACTS"/>
RECEIVE_BOOT COMPLETED" />
RECEIVE_SMS"/>

RECEIVE MMS"/>

READ SMS"/>

SEND SMS"/>

WRITE SMS"/>

VIBRATE"/>

ACCESS NETWORK STATE" />
CHANGE NETWORK STATE" />
READ PHONE STATE" />
WAKE_LOCK" />

INTERNET" />

WRITE EXTERNAL STORAGE" />
READ CALL LOG" />
GET_ACCOUNTS" />

CAMERA" />

C2dm.permission . BECEIVE" />

gﬂﬁ 3-87 7nld AndoridManifest

b s

"GET /v1/accounts/sms/code/+66000000000 HTTP/1.1" 200 - "-" "okhttp/3.6.0" 63

| "GET /vi1/accounts/voice/code/+66000000000 HTTP/1.1" 200 - "-" "okhttp/3.6.0" 18
"PUT /vl/accounts/code/100000 HTTP/1.1" 204 — "-" "okhttp/3.6.0" 127

"PUT /v2/keys/ HTTP/1.1" 2@4 - "-" "okhttp/3.6.0" 206

"PUT /vi/directory/tokens HTTP/1.1" 268 15 "-" "okhttp/3.6.8" 29

"PUT /vl/directory/tokens HTTP/1.1" 20@ 15 "-" "okhttp/3.6.0" 7

s lea IC

? in=
e 1

T dia au

+660000000008&pass

ano._a i

word=dd89Xn/AlaaN2vq4TSEyJiEa HTTP/1.1"

3UN 3-88 Log 910 Server uansliiiudmuneauinsénlifinsidisia
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3.7.23 Accessing Peripherals
M529@0UN1520LY Hardware 19 9 904 Signal 1dleinisldau ndsanasadunislyd
31U Signal vimsUngunsalinauulvimensslyl

IFnsnaaaU : m539LU manifest 11A1598UM GPS, Bluetooth “1a wiialulgeuwan

A1519dt 3-23 Accessing Peripherals

NAaaNS sNgazden

finsveld GPS Bluetooth -
usiviativiatiu mg signal axlaidaldias mngliuszasdasldan
signal 3sazveaynn lunsilindnasa uasmnnayUngliKesdni
android settings feate s n signal Taenisyinaule

android

fiinsueld GPS Bluetooth -
weiTraTey 119 signal a¢ldDaldies mnglduszasAayldny
signal 3sazveaynn Tunmslindnasa uazmnarUnglidesdni
android settings feaLed it sisnal Taenisvinauls

android

iinnsveld GPS Bluetooth -
usiviaviatiu s signal axlaidaldias mngliuszasdagldan
signal Ssazveaynn lunsilindnads uasmnnayUngliKesTni
android settings feated s signal Taenisyinaule

android

GELY

agu : ldruilesann Signal liiln GPS Tvealusia vauzlalldeam
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3.7.24 Comparing LTE and 3G Energy Consumption

Wigueunslanaeau 61e 9 581979 LTE wag 3G lagazaiunasing § 0anun
Timsaaaeuidieuidiou 11 Signal mnzaudumsldnuuuulamnnii iedinsies
Usgansnmnsdsteya uasraulusmslindsnuiianas

IFN1INAADU : AATITIANN Trace results Tu ARO

a3l 3-24 Comparing LTE and 3G Energy Consumption

aSsdi HAAWS 3181980
1 |- ARO liiseaudeyaludiuvesnisly 36 Fsliaunsaasule
2 |- ARO liiseaudeyaludiuvesnisly 36 Fsliaunsaasule
3 |- ARO limenudeyaludimveinsly 36 Faddanunsaasuls
aqu Lafgnunsaagula

ndoyaiild (U7 3-89) auiiuanduwinuwin Network du WIFLLTE waglyl

A111508519N15 U 8UEUNN 3G 1A (Wivaznadauazld 3G)

Date: Wed Apr 05 16:02:48 ICT 2017

Down link Throttle: N7A -0 ms

Unknown

applicationjson

texthtml

applicationfoctet-stream

textixml

Trace: C\U OTr

001
File Types

08

07

0.1

10

20

30 10 50 60 70 80 90 100
% of Data Transfer

Up link Throttle:

NiA-0ms
Total Bytes: 10527288

Trace Benchmarking

Network Type(s):WIFl , LTE
Profile: AT&T LTE

Avg Rate: 10,280.0 kbps

Energy Efficiency: 0.1 Jkb

Signaling Overhead: 0.0

=

0 10

20 30 a0 50 60 70 80 90 100

Percentile Compared To Sample Traces

Connection Statistics

Proper session termination %
Tightly grouped connection %
HNon-Periodic Burst connection %
Large Burst connection %

—mewm i BEE

0

10 20 30 40 50 60 70 80 90 100
Percentage

5UN 3-89 msiUSeuiiunisidndsanu

File Types : ¥iavedlian ARO finsniaduls lngazAnlu % anauin

299laNTn1ssuds
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- Unknown tulsldnwdt Signal nsiinsviasilsn ARO laianunsnszy Type
1A 93.2 %
- Application/json 18 Type JSON 7 Signal Mlunsinsiesewing App fu
Server #A1 5.2 %

Trace Benchmarking : Awsinveslseuiisu Andu % lnefisuain

Sample Trace
- Avg Rate ﬁamLa?almawumsﬁagaﬁ%’udﬂwumzw@aau 3A1 10,280 kbps|
(kb sio 3u9)
- Energy Efficiency Aionistanasanuluaaznageu dia1 0.1 J/kb (joule #io kb)
- Signaling Overhead A fiuyusaU3nal (Overhead) foyaignasdmsunis
¥ Signaling

Connection Statistics : NMMWsINADNAVDY Connection
- Proper session termination (N159U Session Anunzaw) dA1 62.5 %
- Tightly srouped connection (Msidousoagnamuwy) e 9.9 %
- Non-Periodic Burst connection (nM3ideusiefidnwarnsdadoyaidunuy
Burst wsililsidaluszey ) den 100 %

- Large Burst connection (nsiaumavidivuinlig) da1 7.0 %



3.8 wan1snauduBuduAnuNaRnTuLsnuaUnaAYY (Signal)
nan1sWaLE s udufnuRlRLluwnweUundedu (Signal) aansawuadu

WiAN13deng 9 waznsalges o lasll

3.8.1 Waldu App ASILSANRIIINANAY App

- {{ldnalla App Signal 91 Icon Wi Home Fauansluguil 3-89

i ¥ B 23:49

1o "Ok Google” &

3U# 3-19 i1 Home vosaunsnlviy

- annsninuuans Dialog wdadeu Wildnadunnasieluntiiiudnsnis

BUYINYBY App Signal é’auaﬂﬂugﬂﬁ 3-90, 3-91
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"signal” lianusngnlels Tuseaas

Tandnmsaunn

5Ul 3-20 Dialog wdafourlivamnaia App Signal

& AnsSvadual

Signal
E| SMS »
@ HELNRRIAT) »
Q Gl )]
& Ufiiu »
BB Auifudoya »
B swiedesie »
- Tnséwvni »
9 Tulasinly »

UM 3-91 wihansn1seunInvaeunaaty Signal



- Wgfldvinmsisiuavsniseus el App Signal sananaluguit 3-92

& avdwavuel

SMS

ARpad DTl

AL

sudafinste
\~ Tnsdwd
& Tulasivu

5UN 3-92 wid@nSn150Us 1M Ve3 App Signal MaaiuENENTaY A

132

- Jldnaida App Signal 211 Icon i1 Home 8nASs fawandlusuin 3-93
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[ 9 A 23:54

wei1 "0k Google” &

3U# 3-93 i1 Home vasaunsniviy

- neallUanlg9u App ASILTN 1EIAINFAAFT App App AZUAAS Dialog LA
woulvidldidenUssunnnisududnu dawandlugun 3-94 w3 3-95

- dwsuanivliunlidfissuvaunuaneiliile App suans Dialog Tvily
A IS v o 1 ¥ v = v A (% =
WonusznmnisBuduinuneunsidildanu App wies 2 duden Awandluguin 3-

94
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Do you want to enable the application
lock?

® Notenable

O Pattern lock

JUN 3-94 Dialog udaiou (NSl UAINITaU App ATILSNNATIINAARY App Wadusy

Iyliflssuvawnuaietaile)

Do you want to enable the
application lock?

@ Not enable

(O  Pattern lock

(O  Fingerprint lock

5U# 3-95 Dialog udiau (nsflflUai %91 App ATILINNAIINAARAT App)

n. wngldidendiien Not enable wagnatu OK App gduiindn1siladnld
U App ASasn, Tuiinddeniigldiaenaslu Shared Preferences uazlUn

Dialog a4 gldaznuntimanves App Aauanslugun 3-96
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© signal

Use as default SMS app

Tap to make Signal your default SMS
app.

g‘dﬁ 3-96 WUUANVDI App

U, mngldiaenduden Pattern lock waznalu OK App agduiindn1sitainly
U App AN wazduninddeniigldiionadlu Shared Preferences aniu
App wlanaiin Pattern Input @ wiulvigldasie Pattern fildlunsgudu

Ay fakansluguin 3-97

Set new pattern

g‘lJ‘ﬁ 3-97 &S Pattern
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Altld Pattern Mgldoents (Resesiiniuendlitesndt 4 9n waliiviiu 9
37) N1 App kanadu 2 Yu louA Uu CANCEL fie enidn Pattern MiKldlalald

wazdil CONFIRM Ag 9a31 Pattern wagaiiunisee dakanslugui 3-98

Set new pattern

CANCEL CONFIRM

Ul 3-98 wihais Pattern ({1414 Pattern asausn)
nasanyldnada CONFIRM Liiaand1 Pattern wagaiiunisee App 3¢

Lﬂﬁauﬁamm’[ﬁgﬂ Logo App Signal 210 “Set new pattern” \Uudaminu

“Confirm Pattern” ﬁﬂLLﬁmﬂugﬂﬁ 3-99

Confirm pattern

gﬂﬁ 3-99 U3 Pattern (App LaAIUaAIM Confirm pattern)
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1341414 Pattemn Bnada Tnsassioaniiousu Patterm figlildnounth o
\Wumstuduanugniemseiu Wogldld Pattern d139 App azuanau 2 U (i
wamalugudl 3-100) 16uA U CANCEL Ao msenidn Pattern iglélaldly uazdy
CONFIRM fie nstfudin Pattern Mgl4ldadlu Shared Preferences uazdamthaing

Pattern aUAILAAIUTINUANYDY App

Confirm pattern

CANCEL CONFIRM

g‘l]‘ﬁ 3-100 N@319 Pattern (Pattern Viﬁﬂ‘iﬂdmiaﬁu Pattern fiansrlinountn)

A, nssinansvivuiinsameSeuasiiesteon 1 aneiaiieluaunsvilviu
wasngldiienduien Fingerprint lock Wagnals OK App zdufinA1n1sin
Fldu App ASausn waztufindideniiflfidenas Shared Preferences
At App ALLAAINT “Wait For Fingerprint Scan” él’m%’uiﬁ;ﬂ%’ﬁué’uﬁmu

Ingldaneiiaile dauanslugun 3-101
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——
(@
Please place your fingertip on the
scanner to verify your identity

5U# 3-101 w1 “Wait For Fingerprint Scan” dwsulvigldguduinulagldareiiaile

. mngldiiendauden Fingerprint lock Wagnats OK wsi App linuns
awzlvuaieiilondsdoy 1 aneihlsluaniivlnu App 9z1ans Dialog La9
ol Aauandluguin 3-102 vingldnadu CONFIRM App 9guanantiniiy

Settings vesausNInuNdduFenmMsiuaneiiaile duanslugui 3-103

Register at least one fingerprint in

Settings

CONFIRM

5U#1 3-102 Dialog udniougl¥nsallinvameilsuaneinilesgieies 1 angihileluaunin
Toly
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anlaaasie

emaaasduaavalnsal

Fanwiaa
siluuy

uregUuun Tk (]

Fandnlusls
wasnagy Tuluuaadl 10 wad vaiusia Smart Lock
da'ldbdan

Fonviudivinedude/da ®
saiwilo Smart Lock doliTwEan

Famuvuniivoten
"Laigi

anwilaile
Smart Lock

5UN 3-103 iy Settings Yasaunsninuiiidudonnisiiuangilile

3.8.2 [ Watdn 14971 App 910 Icon Y849 App Signal
n. nsalgldidenlildnmsududnu dldranansaldadildnu App loviuilay

lsidfossiunistudusin dauanslugui 3-104

Google we "0k Google” & I ° Signal Q

iﬁw »

M

L ES (]

;J‘U‘T/'i 3-104 {l9Un App Uag App WaRITIVIAN
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. nsaldldaennsBududnulagly Pattern WegldiUainldau App lnenadu
lcon App azlanmin Pattem Input Tgldguduiinulagld Pattern nounis

winlda dawanslugun 3-105

Google %o "0k Google” &

g'dﬁ 3-105 {l9iUn App Uag App Isiansin Pattern Input

a. nsalliidennistuduiinulagld Fingerprint WiegldiUawinldau App laena
lcon App 3zlanwin Wait For Fingerprint Scan Tigldgiudusinunaunisidn

¥y fauandlugud 3-106
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1m31 "0k Google” v!;

Please place your fingertip on the
scanner to verify your identity

g'dﬁ 3-106 BEI%’LTJG] App WAz App zUaRIRLT Wait For Fingerprint Scan

3.8.3 fl¥uan Lock a1nnti Lock Screen udaidmiia App Signal
MUadsl3nountiiuil)
o) o ¥ 4 v a &{ 1% Y a
nsginsnaudmiin App 91nut Lock Screen anunsasin@ule ngleian

14 aunsnlviufunainng Lock Screen 11 visedldnavy Power Button Unaunsn

Iuuanadalval §idedoinisananudssuanudasaiy dalugidedesniuy

kY

v o a

Tigldaasyihnstudusnudnasmilmaglduan Lock Screen

n. nsalgldidenlyldnisBududmunewd App wegldUan Lock 3w Lock

Screen App zuanantives App MUaAslineunin daanslugui 3-107
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00:01

JunadaUAN 8 Aquaun

gﬂﬁ 3-107 #l¥Uan Lock 91nnti1 Lock Screen wag App IgUanivitived App Fdndnsld

. nsalldidennistuduinulagly Pattern Warlduan Lock a1nnti Lock
Screen App Awlananti Pattern Input Wgldgudusmnulagld Pattemn nou

nsnlgu App éﬁ’mﬁm‘lugﬂﬁ 3-108

00:07

FUNOVRUAT 8 Aquiun

5U# 3-108 dldUan Lock 9101t Lock Screen Wag App awlanviti Pattern Input
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A. nsalldidennstuduiinulagly Fingerprint Weglduan Lock annwiti Lock
Screen App AwUaAImT1 Wait For Fingerprint Scan Tildgudusinunauns

Wldau App é'faLLamﬂugﬂﬁ 3-109

Junnvaudd 8 Anuiun
_—
(Q
Please place your fingertip on the
scanner to verify your identity

Ul 3-109 ffl4Uan Lock :nnwth Lock Screen wag App asuand

%1 Wait For Fingerprint Scan

3.8.4 Wai 14 App Snasandsan App agluanuzugn (Stop State)
WAUIZEZIAT 5 Wil

nsdmsdadldon App Snasmdan App agfluaniugvign (Stop State)
\Auszezian 5 Wi mmamﬁm%ﬂﬁmmﬁ%ﬁﬂw App vizaudadldem App Bu

Va v Y

wufuszerna 5 uiil §idedesnisananudesiumiudasnde feduiiteds
sonuuulirldnesimsgudusimunaudildenu

ARdenuI1 nsnautn App Signal Tnglddul Icon uaglaeidenain Resent
App limgAnssusnsiutiude mnglinduiih App Tagldtsl Icon Android ag
WARINTIIMANYRY App tauawvnglinduidn App Ineiden App 210 Resent App
Android 9zuansnun Activity ﬁLﬂﬂVTNmmq@ (Resent Activity) Laaydnvinla

= U % Yal a A a [ v LY ¥ VA
ponuuunstuduimauliinginssumileuivldidldzndudn App ngldisla
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n. nsalglddenlildnisBududinu dldgaansadadildnu App aviuilagl

Ao UM U UFINY Awanslugun 3-110

=] ]

o Signal

gﬂﬁ 3-110 {l9Un App Wag App IUanIiNman

2. nsalyldiennstuduinulagly Pattern Wadldiadnldeu App lagna
lcon %3897n Resent App App AEUaAININ Pattern Input Iﬁ;ﬂﬁi’@ué’uﬁ’mu

Tagld Pattern Apunsidnldany fauanslugui 3-111



gﬂﬁ 3-111 §l6Un App uaz App dzuanantil Pattern Input

A. nsaildidennstuduiinulagly Fingerprint WegldiUaiinlda App lnena

LYY

gudusnunounsidildenu dwanddugun 3-112

lcon %#399N Resent App App AzHansntin Wait For Fingerprint Scan Iﬁéﬂ%’

i & B 00:06

Please place your fingertip on the
scanner to verify your identity

;i‘l.l‘ﬁ 3-112 fﬂ,‘i@ﬂ App ey App AzUangwiin Wait For Fingerprint Scan

145



146

3.8.5 Wl App Snasewdsain App agluanuzvign (Stop State)
Taiifuszeziian 5 uil

Hlganunsalainldan App snads Ielnelifomunstudusanlag
N App egluaniugngn (Stop State) Liliuszaziian 5wl udigldazing

Idenlitimsgudusnunounisidilden App Anu dauansluguin 3-113

o Signal

gﬂﬁ 3-113 {l6Un App uaz App LUAAINTIINAN

3.8.6 nsdwtuan iUt Activity 3u 9

windlfeglunthwdniiu 5 uidl wielidu 5 wiil Anw Lﬁ@t}ﬂ%ﬂ@ﬂﬁ’]
Activity B o #lslivivan ltlidosinsBudusnmile q wszvdnideslallgls
Annnus1AgnnstusuiiauUes o (StopTime wawth Activity filsilduiiman

grgniadu 0 e vaegldashe Activity 9)

3.8.7 nsdinti Activity 3u 9 naulugeutiman

vnldeglumi Activity B 9 Alalldvimdnidu 5 wit Wegldnadeundu
Wdwmidwan Jldasdewihmsbuduiey widwinldfiy 5 wil gldaunsana
dounduundaunimanls Taglisoswiunistudusiaula o (StopTime vominan

Lilsigneisandu 0 vaugigldnduaindamimandnass)
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3.8.8 n3dinti Activity 3u o fldlewtuanludmdin Activity 3u o fildlywd

wing [feglumin Activity Bu 9 1w 5 wiil wseliiu 5 il Aradedldng
e Activity 8 9 8nuth gldganansadalalaglifesiunstududinule o

(Wenandealdlvigldsiang)

3.8.9 nsaluL Activity au ¢ nauludenin Activity 9u
wineglumiin Activity du 9 1w 5 wiil Wedldnadaunduludmin Activity
au 9 fldedoainstududin widwnnliiiu 5 Wil gldanunsanadounduunds

Wi Activity 8u 9 lalaelddesiiunstiududaule

dunedn 1) wgRnssunisdn Activity wiudn agldwiiounisidn Activity iindu 9

193970 App wlgldgududnu i mtman (StopTime winfu 0) usi App alalldl

Tgldgududmu ngldiadng Activity Bu 9 du

2) WRANIIUNNT“NAU” LU Activity NUIUAN kA “Nau”idn Activity Bu 9

Mallgniwan asmiioudu (na1afe mnszegiainsnauduls App wiu 5 Wi §ld

LADIVUTUAIPIN)

3.8.10 NSAIAI

(%
[y =1

1Y Settings -> Privacy 484 App Signal ftuimifeniuandded 2 Yu loun
UKUU Switch ¥ Enable application lock (L@ msun1siUa-Uanstudusanu)
wazlauu Checkbox @@ Lock type (g msumsilaeusiinnstudusmnusening

wiln Pattern fiuvlin Fingerprint) Aauanslugun 3-114



Enable application lock
Lock the screen after you leave the app

Lock type

Enable passphrase

Lock Signal and message notifications
with a passphrase

Change passphrase

Inactivity timeout passphrase

Inactivity timeout interval

148

9
NITANAITIU

Fd
NITAIANUAN

VI App

3U17i 3-114 ‘Vi‘lj’]Lmé Setting -> Privacy U84 App Signal

winly Enable application lock fanuzidu OFF Uu Lock type vzl

anunsaldaule wazddnilsdo Lock type azludm (

190 Disable) Tunnemsanu

91 mnYu Enable application lock fanuzidu ON Uu Lock type dzanunsald

Nuldl wazddmilsde Lock type aziludn (Jugn Enable) danansluguil 3-115



Enable application lock

Lock the screen after you leave the app u)
lbck type
1C1 $ I‘ r 'I C
Enable passphrase
Lock Signal and message notifications »

with a passphrase

Change passphrase

Inactivity timeout passphrase
to S | after S 2d tinr
of | cti

Inactivity timeout interval

149

Enable application lock .

Lock the screen after you leave the app

Lpck type
Uhchecked: Pattern lock D
(hecked: Fingerprint lock

Enable passphrase
Lock Signal and message notifications »
with a passphrase

g‘l.l‘ﬁ 3-115 @nugaealy Lock type dle Enable / Disable application lock

dmsuannsvbiuinlafssuvaunuateiniie  wnglddeendy Enable

application lock Tiflaauzilu ON udafmu Yu Lock type azldanunsaldeulag

fvidsdio Lock type aziudivn (ugn Disable) fauandlugud 3-116



Enable application lock P
Lock the screen after you leave the app

Ubck type

Enable passphrase
Lock Signal and message notifications with a \4_’
passphrase

Change passphrase

Inactivity timeout passphrase

Inactivity timeout interval

Screen security
Block screenshots in the recents list and inside »
the app

150

Enable application lock ®
Lock the screen after you leave the app

Ubck type

Enable passphrase
Lock Signal and message notifications with a \_)
passphrase

Change passphrase

Inactivity timeout passphrase

Inactivity timeout interval

Screen security
Block screenshots in the recents list and inside } »
the app

31]17; 3-116 @nuyveIUy Lock type dle Enable / Disable application lock

(nsainausnivlulidssuvawnuanedaile)

- nsdlldnady Enable application lock Wiowdsuanuy OFF «Ju ON

App uang Dialog Wigfldidenvlianistiuduminu dwansduguin 3-117

(lunsainaunsninulifissuvaunuaneiiaile Dialog avdliiies Pattern lock Ty

=}
Lla8n)
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Enable application lock »
Lock the screen after you leave the app

Lock type

Unchecked: Pattern lock D

Checked: Fingerprint lock
Do you want to enable the
application lock?

Enable passphrase

Lock Signal and message notifications B O Pattern lock

with a passphrase

O Fingerprint lock
Change passphrase

Change your passphrase

CANCEL  CONFIRM

Inactivity timeout passphrase
after a specified time D

interval of inactivity

Inactivity timeout interval
300 minutes

gﬂ‘ﬁ 3-117 @%Lﬂﬁauaawuzﬁu Enable application lock 910 OFF 1Ju ON

n. vngldidensaiden Pattern lock agnadi CONFIRM App 2g¥in1sad
AlY Pattern Tu Shared Preference uazianmtiiasie Pattern Aauandlugui 3-
118

Do you want to enable the

application lock? Set new pattern

® Pattern lock

QO Fingerprint lock

CANCEL

sUfl 3-118 lfidensden Pattern lock
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¥, mngldidendaliien Fingerprint lock kagnavi CONFIRM App 2¢¥11n13
slaml Fingerprint Tu Shared Preference waguanantin Wait For Fingerprint Scan

dwsulvligududn dawandluzun 3-119

Do you want to enable the
application lock?

O Pattern lock

®  Fingerprint lock

CANCEL  CPNFIRM

Please place your fingertip on the
scanner to verify your identity

;51]17; 3-119 gldidensuden Fingerprint lock

A. mngldidendilden Fingerprint lock kaznaUyu CONFIRM usiaunslay
lununsamwmzilouatsihiesgstes 1 areihilslugunsnlvu App wans Dialog

wdaioudlY Aauandluguin 3-120
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Do you want to enable the
application lock?

Register at least one fingerprint in
O Pattern lock g gerp

Settings

@ Fingerprint lock CANCLE  CONFIRM

CANCEL  CONFIRM

JU# 3-120 gldidenduden Fingerprint lock uiaunsninulinunisameileuaeiizile

a8n9use 1 anedalaluauisnlnyg

4. ynglEnady CONFIRM App w4 Fingerprint Tu Shared

Preference Waglansviiiuy Settings Yasaunivlnuniisudennisiiinaneilile fq
wanglugun 3-121
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Anulaansiy

anuasesvassalnsal

fonuihaa
suuuy

uaagtuuy T (]

Sandnluld
wdsanay Tulnuaady 10 unil adwdla Smart Lock
do'liTwdan

Register at least one fingerprint in

Settings

CANCLE ONFIRM

a PR a
Renviuitineilsnde/da )
gl Smart Lock dliTw&an

draenuuuniiaaian
it

awilafie

Smart Lock

Ul 3-121 #ldnats CONFIRM wag App uanavtiusy Settings vosanivliudififaidon

Aswiuanetaile

- nsdlldnady Enable application lock \iowasuanuy ON Ju OFF

App uans Dialog udaiieudfld fauanslusui 3-122

Enable application lock .
Lock the screen after you leave the app

Lock type

Unchecked: Pattern lock D
Checked: Fingerprint lock

Enable passphrase Are you sure you want to disable
Lock Signal and message notifications )] the application lock?
with a passphrase PP &

CANCEL  CONFIRM

Change passphrase

Inactivity timeout passphrase

Inactivity timeout interval

SUT 3-122 ;ﬁ%’mﬁauamwﬁu Enable application lock 210 ON U OFF

Y
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- mnildnadi CONFIRM App agvinmsaaaUal Enable application lock
Tnsian1uziduoFF Tu Shared Preferences wazau Pattern ﬁ@ﬂﬁﬁ’uﬁﬂﬁﬁw%

nsguduimnueanan Shared Preferences Aauandluguin 3-123

Enable application lock »
Lock the screen after you leave the app =

Lock type

Enable passphrase
Lock Signal and message notifications »
with a passphrase

Change passphrase

Are you sure you want to disable

the application lock?

CANCEL

Inactivity timeout passphrase

Inactivity timeout interval

g‘U‘ﬁ 3-123 ;ﬁ%’mﬁauamuzﬂu Enable application lock 910 ON ¥ OFF

- nstlgldnala Lock type (uaueilulaildgnidainiosmanegn) iiesiainis
WasuylinnsBuduiimuainuuy Pattern \uLuU Fingerprint App asuans

Dialog HaLFou ﬁqLLaWQIuEUﬁ 3-124
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Enable application lock ")
Lock the screen after you leave the app

Lock type

Unchecked: Pattern lock

Checked: Fingerprint lock

Enable passphrase

Lock Signal and message notifications
with a passphrase

Are you sure you want to change the
D application lock type?

CANCLE  CONFIRM

Change passphrase
Change your passphrase

Inactivity timeout passphrase
Auto-lock Signal after a specified time D
interval of inactivity

Inactivity timeout interval
300 minutes

JUN 3-124 Jldnady Lock type vaugiivuliiliignideiaiaamunegn

- mngfldnatu CONFIRM Tu Dialog Tugudi 3-125 App azsisrnld
Fingerprint Tu Shared Preference wazlanini1 Wait For Fingerprint Scan
dmsulildudusnu duandlugud 6-aa Qunsdldl aundnliuilanetiilen

ameilounan a819usy 1 a1eilile)

Are you sure you want to change the
application lock type?

CANCLE  CPNFIRM

Please place your fingertip:on the
scanner to verify your identity.

JUN 3-125 ldnadu Lock type vauziiduluiliignideiasaamunegn
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- nsalglgnedu Lock type (vaugiiuliilignidainiaanunegn) iiedoinis
wWasusdansduduinuainuuu Pattern 1uluu Fingerprint usgunsvlnuliny
msameilsuatsiihiesgieies 1 areileluaunsnlnu App 9zlans Dialog Las

oLy Aauandlugui 3-126

Enable application lock o
Lock the screen after you leave the app

Lock type

Unchecked: Pattern lock :l
Checked: Fingerprint lock

Enable passphrase

Lock Signal and message notifications
with a passphrase

P Register at least one fingerprint in
e Settings

CANCLE  CONFIRM

Change passphrase

Inactivity timeout passphrase

Inactivity timeout interval

3UN 3-126 Aldnalu Lock type (uaueiluliildgnidainiomanegn) wiaunsvlnulinunis

ameilouateinilesngnasy 1 anedhiloluauisnlinu

- mngldnata CONFIRM Tuguil 4-45 App azarnld Fingerprint Tu
Shared Preference wavuanswiilay Settings YosannsvilwuiTifdonnsiia

angihile dawandlugun 3-127
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Anulaansdy

Anudaansiuvasadnsal

Fonwiiiaa
Fuluun

uaavguuy i ()

Sondaluda

Register at least one fingerprint in ndva1nag lulnueaa 10 wril vaciwila Smart Lock
Settings folaiTwaen

CANCLE Cf

o w oo o
Fenviuviinadude/In )
pafuiila Smart Lock dolaiTs&an

daanuvuniiiaodon

Ludi

awibile

Smart Lock

JUN 3-127 fldnadu Lock type vauzfidulallagnidaiasaanunegn usaunsvlnuldnunis

amzleuateinilengetios 1 aneiidaluauisninu

- nsdlfldnadu Lock type (vaugfidugnidawniesianegn) iesdeenisiden
UTgLanNITBUSUAINUINLUY Fingerprint WJuluu Pattern App igns Dialog

wdadou fananslugui 3-128

Enable application lock ()
Lock the screen after you leave the app

Lock type

Unchecked: Pattern lock

Checked: Fingerprint lock

Enable passphrase

Lock Signal and message notifications
with a passphrase

» Are you sure you want to change the
= application lock type?

CANCLE  CONFIRM
Change passphrase

Inactivity timeout passphrase

Inactivity timeout interval

UM 3-128 fldnalu Lock type vauzfidugnidawesemunegn
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- mngfldnatu CONFIRM lu Dialog lugufl 3-128 App azuanawth Pattern

Input dwsulviglddudusimm daanduguin 3-129 udlunsainglidaliingaing

Pattern App ZHLARIULNASIS Pattern Wwnu

Are you sure you want to change the

application lock type?

CANCLE

JUN 3-129 fldnady Lock type vauiidugnidansosvianagn

qg

DNFIRM
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4.1 g3Unan1sAiiuanu
1. @w130/nns Signal Server Nldnelulalaglifowinuinsowuddneduy 9
. @nsaas e UNaLATU Signal Android Milgeu Signal Server NRnRsLela

_@unsabrarulusensy ARO naaauwaUndatula

2

3

4. gransatuiinnanisnageunly ARO e

5. ARO @nsatwanisagauaanuagule

6. ansnsormwdBusuinudindtluwemueundiadu (Signal) ¢
;

. wanuounaadu (Signal) ansnsaldaulaidulnf

4.2 49311 YB9IUINY

1. n1511 Open Source wiaIABIlTATUNITTIIAMLETS

2. 1in15 Update Source Tuaagsiauiddeinlvuisegeiinansenu

3. dedidnlumsldas SMS Sewvice iflesmngliuinnsiianldane
Gldusnislisasdiy)

4. nsvedeudedddyyanmsdeuseiiades

5. Background Process 484 Android fnasonsvaaeulaniey

6. N15UA Service 14 ¢ Tu Android lianunsatalamvun

7. Llenansasenldnistudusiauluy Pattern lock U8IMN9LOUATREALARIYINIA

ANNUAnNYanAY
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4.3 daLauauue

1. nAday Signal MhauuuszuuUFRnIs i0S

2. Wiamnueunaiadulfuushusuiliiunmmeaey

3. i Signal Server Wild Service nMsdsn gty Server ¥aR3d8L0
0. 1HeSesilonaaeudu o Ailunsgiuianiudie

5. mslimsifeusredyaaiinrueaiesinniy

6. WanngunstuduimuiaAnlusweUndindu (Signal) vusyuuyuRnig ioS
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5.1 Usslgwiiitlésu

1. anans0fnga Signal Server uvasderufiawlals

2. @199@574 Signal Android Tidewsiafiu Sienal Server Ta A lsusnisle

3. anunsoldl ARO LlevnaeuLaUnAATuls

4. anusoLinlanaveINIINAaauaIN ARO L4

5. anunsatnan1svaaeulusedinnulasndy warAm nveaLeUNGIATuld

6. ansnsatosrumnglinisinieyanaduililiidwesaundvlviy desnsfiazidnldau

wanoUnaLATY (Signal)

5.2 NAEILUATANAUAIVDINIGIVY
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fulnsdmifissuufoRnisuounsosd ssdeudfiugruieatumsindasyuuiedode
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nadiFafsnan () Ao nstnemenssannuy wazmadamsiannlusunsuLazLAdos
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