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Abstract

Detection of Network Intrusion can be categorized into two groups. The First one
is Anomaly I[ntrusion Detection Method. The second one is Misuse Intrusion Detection
Method. For the first method is to inspect the irregular behavior on the usage of the
network or on the computer systems. For the second method is to inspect the mis-
matching with those patterns store in the database. This brings the discussion of
improper way to detect the intrusion as the intruders keep on changing their ways to

intrude the networks or computer systems.

In this research report, we have demonstrated how the use of feature selection
on those data traffic will help in improving the detection of intrusion more
efficient. There are two steps in extract feature on data traffic to detect intrusion. First
step is to extract features. And then use pattern recognition to validate whether there is
any anomaly behavior for those data traffic. We compare the speed in detecting the

intrusion and measure the percentage of the misclassification.
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ﬂumamla\'l Back-propagation Algorlthm \‘15
Algm 1fhm Bar*kpx opagation; »
'.;Std.l‘-i) _w;i.h randomly choseﬁ weights;
whlla \/C[SE is unsatmidctmy |
' and computa‘twnﬂl hounds are not exueeded do
for each input paftm n :qu 1< p P,
Gampu.te hidden nod_e‘_:mputs (netﬁ%);
‘ Corhpute hidden node outputs (:L;]g)
Compute inf)ut;s to the output nodes. (netﬁ{),
Compute the mzti‘avr;_rk outputs (ops):

Mcidify outer layer weights:

Aw(ﬂ) = 1j(dpk — Op, L)S’(ne )‘Lm

Modlfy weights betweeu mput & hiddennodes:

A 0 ﬂ) _ ,,,Z ((d,, s — Oy, ,,)S’(net‘z))w(""”) S’(:rie't;,f;)w}#,i |

end-for- L "~ |'Noter'if S.iis:_a logistic function, then
‘end-whilé. o - 5700 = 56 - S0I)

2.2.2 En1s5aunudnnaiaaninasunyds (Support Vector Machine :
SVM)
Support Vector Machine %38 SVM qasjsmangildrdyuesiudfin SYM fansundu

15

' S Qv 1w It o v v eda a P
W4 Hyperplane @aldulsdoyasanilumana welilanadnwsas laefiansanainaunsidunss

° o 1Y) ad [ 1 o &
Hyper planes uas SVM ﬁ]zw}n’liﬂu‘mqw‘uawaga‘wa%ﬂ,ﬂaLa‘uLL‘U\‘I Hyper planes #4390u
U q

135091 “Support Vector” dndnn1snsil

UndayaiiduInmal y e Y € LY grnaunns
T
y=wx+b )

AUIUMLEULUS FerTendndu Optimal Hyperplane 31naun1s

wix+b=0 (3
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szgnindisiu asiudledoyariunszuiunts PCA  wdd asldnadnsilulainuninmesuag

U
Atlawnu Felanunnmesiifimauisdudilanuididige ssdunsfcdeyaifinaude du

¢l o - o = v o o
19LﬂunﬂLﬂaiWaNUUﬂUﬂq‘laLﬂUWﬁq‘] ﬁ]gLﬂUﬂqiﬂqmagﬁWNﬂqqﬂﬂqq

2.3.1 a1svantainn uazlainwamaas (Eigen Value and Eigen Vector)

[y

aumnevesaitony uazlainunines dmuald A ludwmEnddnda

F gy Gz vt Gy
Gz1 Qg2
A= |03 Qzp = G3y

» s *
® » x *
. M .

A1 Gz M Qg

Av = Av (5

1 = &
LD A LU ANLURANING

=%

w Wurnasitlaq Wuanans

1 s
Vo unu nleinuniniaes
Mnaumsasdiui v = 0 filiauns Wusieng d1ves A aunnsil (5) oradeulieglusn

sUnileAe

M-Av=20 .6)
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(53] A LU AN N

U vsndandnwal

]

wnu WuAaedilag Wueanais
J [
Vo unu aleinuianiaes

L519EATUIUNATLELNY BaziALKas ey Yadaunis (6) 1ay
det(Hl —4) =10 A7)

ntuAldIsuAAuNSLUUUNR

2.4 msanaamanunzdAsy (Feature Extraction)

o

nsaneAuEnuMsd sufusnuurunisnilsfidifaann sandulngjasusndauilesn
mnmstsznaraltosiu Aeavedsenitunounisussnanaiasiututuneunisid ms
afagiinvazddydumsiuetlasaiuiuguiiddyesdoyaiuoonin Taslesiai
fugruiiagfesdinmstmualineuiaeiiorlsth  Snistemedils dedradu  dmdu
awilnelsrensuaifisnvinwilnedanuausznaudaelassaiiaiugiudo  Bunse
(wuada/uew) EBes 51 (2anan) dandlds dauci gauans gadn sy deaisiawnsouen
wnasdUsznautesiidnviudazisenuliuds mntusfdiauegunwesidnusiuly
SULUUTeT18N15U0909AUsEna U g Us1eY Wiy %"'wsgnziqﬁaLﬂuﬁuwmﬁm%’U%umaumi

raly

calle &

2.5 asnunInssunssi/assmd (Information) Mmaaadiag

Dong Seong Kim, Ha-nam Nguyen, Thanda Thein uag Jong Sou Park (2005) &
Y naued1uideides An Optimized Intrusion Detection System Using PCA and BNN Tagilél
tiauensmAfiungaudmiunimsndunsynnlagerdonisinsisiiesdussnoundn
(Principal  Component  Analysis:  PCA) uazlaTa918Uszamiiisliuulbnsgaunsau
(Backpropagation Neural Network: BNN) lnggjatiulunisuidem 2 Jayvaieiufe nis
fmunsuIues Hidden Layer wagnisdmmsaenimiin iielflumsimuaguuvuzes
TAsseUszamiiien LLaxmiUismaNa%gaﬁmaaaauﬁﬁﬂ%mmmn Tnefarsandamsiiu
gnsnsesiaTuLazaniainsuszunana lnetdeves Genetic Algorithm (GA) u1ld o

o o o A o I 1 L4
A1TNNIULDY GA  NIUVUAITNINUNTIUAUTENINE PCA  LLay BNN  UARNAN1TNARDIEY
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senuildifuduinelamudlatandeld ludinaulueuanldinisddeuseidudn 1iinns
USuwasus PCA waz BPN dnavilildnanisvaasdiingy

Hai-Hua Gao, Hui-Hua Yang wag Xing-Yu Wang (2005) IginauasmAdoiFos Kemel
PCA Based Network Intrusion Feature Extraction and Detection Using SVM Tnalminaue
Bastudlunisesradunisyngnimenisuseans Kemel Principal Component  Analysis:
KPCA dwfumsainnadnuaisiaslyd Support Vector Machine: SVM lunisuusussinn lag
yhmawssuifisunatuieyailildiunsainaudnens wasnisafanadnuvazieiims
pCA Tnsramsnanestlifuinmsainausnunsvestoyamunsnantuinvesdoyainiilag

Tabvinbiuseansamlunisuvinguanas Jansvmaasiiy SVM Tdvayaliies 4 audneasndan

sda t 14 o LY

fafaldain kpca Avilildnadnsitaniiyadeyailiiiumsardn uasyndoyaiiiumsad
ge PCA

Hai-Hua Gao, Hui-Hua Yang Wag Xing-Yu Wang (2005) Iiauenuidoitos
Principal Component Neural Networks Based Intrusion Feature Extraction and
Detection Using SVM Taglsinauaisnisindlunsainamudnwasyadeyanisunn lagnis
Ussgndld Principal Component Neural Network: PCNN Wagthwadwsilldaimsafia
ANENYAME 1YIINITUUINGHAIE SVM Tneillddane3fiu Adaptive Principal Component
Extraction: APEX undfautaslimunzadlunisvitanues PONN Taexafildannnisvaassinm
Wisuitsudu svm - dladliinsafaaudnuuzyadoya nanisvaaswandliiiudnd s
afnnudnuazaiy PONN  awnsaandnuiuiifvesdoyatindt waglivinliussansanlunis
ATIRTUNTYNINAAD

Zhu Xiaorong, Wang Dianchun Wag Ye Changguo (2009) Iinausnuidedos A
New Feature Extraction Method of Intrusion Detection Imaldtiiauaisnisunien Kemel
Principal Component Analysis: KPCA 11vin1safinfaansmzainn1saieed1evetayanisyn
snitadldflnelu Tnediisnsilatnauinvasuasandnuiifvesdoyalfetelivssaving Tagld
YaueIinnsi Reduce SVM: RSVM $2ufu3sns nonlinear proximal SVM @938n15fi
tauetlannsaasmududeulunisiuinnes Kemel Matrix 16 wagdedsnalvianudlu

nsEnAuLasNadnsUaINTLUINGUATY
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Tuunil azndandwanisvaasnlasduilafneiul lnenan1snaaeaftausas
Usznaume nan1svnaednInnIsainnudnvuzdeya uar Junaun1sjaiusenvuesyynin

Tnaldlaseisuszaviieuwuusns doundu

4.1 masnaamanusliaya

nndetadeya KoDeup99 Fadugudeyaunsgrunaztihunldifusegiduns
vaaadluuised Ima%au“a‘qﬂﬁﬁﬁ'lmuﬂismm 4,900,000 szidew Hudoya 41 T3 Inelu
wingyntaya (pattern) 289 KDDcup99 i szuvseanfuanungulug) Ae
1. Basic Features Andnway (attributes/features) ‘Uaxﬁ‘ajagaiumjmﬁlﬁ]311@(115’5'11,‘7]14
foyaiiléunain TCP/IP
2. Traffic Features Aadnuuzvastoyalunduiasidudvesiaiidannansdwon
Tnsudsosniludesuszinngasy Ao Same host features Uag same service
features
3. Content Features Audnwnuzvastoyalunguilazlivendnumuzuesnisyngn
189970 DoS waw Probing asliwgAnssunsynInTlusndan R2L uaz U2L 1wy
DoS uae Probing aeiiwginisulunislanfiedesudtneurandes (some hosts)
Tudranandu 4 udluvaeiinisTouives R2L uas U2L asgasnuunfudiuves

v 4 a v a = Y a
Uaulqa ‘U\ﬂ:ﬂ&lﬂﬂﬁLLa'J‘ﬂ&,’IﬂNmJ’ILWENﬂi\‘ILﬂEJ’J

Y

0,tp,pop- 3RST0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,211,6,8,00,0.00,1.00,1,00,0.03,0.07,0.00,255,6,0,02,0.07,0,00,0,00,0:00,0,00,1.00, .00 neptne, - -
0,{cp,pop_3RST0,0,0,6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,231,36,0.00,0.00,1.00,1,00,0,07,0.0,0,00,255,16,0.06,0.07,0.00,0,00,0.00,0.00,1.00, L. mephure,

0, tcp,pop BRSTODDIJ[][]DUIJD[]000000002325[10000010010000200600025550020D7UUUUUUDDUDDUIUDIDDH8;JME
0;foppep: 3,RST0,0,0,6,0,0,0,0;0,0,0,0,0,0,0,0,0,6,0,254,15,0,00,0.00,1,00,1,00,0.06,0.07,0,00,255,15,0.06,0,07,0,00,0.00,0.00,0,00,1.00, 1.00,neptune
0,tpypop_3R5T0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,252,6,0.00,0.00, 1.00,1.00,0.02,0.07,0.00,255,6,0.02,0.08,0:00,0.00,0.00,0:06,1.00, .00,nepture,

03t po-3RSTO,0,0,6,0,6,0,0,0,0,0,0,0,0,0,0,0,5,0,272,16,0,00,0.00, .00, 1.00,0.06,0.06,0.00,255,16,0.06,0,07,0,00,0,00,0.00,0.00, .00, 100 nepune, - :

0,4p,pop_3,5H,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0, 1,1, 1,00, 1,00,0:00,0.00,1:00,0:00,0.00,255,1,0.00,1,00,1.00,0.00,1.00,1.00,0,00,0.00,nmap.
0,cp,pon_3,5H,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,1,00, 1.00,0.00,0:00,1.00,0.00,0.00,255,1,0.00,1.00,1.00,0,00,1.00,1.00,0.00,0.00,nriap.
Sitpipon_3,5F,6,151,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,513;1,0.07,0.00,0.94,0,00,0.,00, 1,00,0,00,255,1,0.00,1,00,0.00,0:00,0.07,0.00,0.90,0:00,satan:
40339, tep, pap 3RS TR, 1,0,0,0,0,0,0,0,0,0,0,0,6,0,0,0,0,0,2,2,0.00,0,00,1.60,1.00 1000000002552001[]440860UUDUUUUUUB&lDﬂportsweep

Ul 4-1 dethstoya Intrusion dusumsmageunsiin

‘d }- 4 = o ot OE.JI a o 1 1<% o o [
LUBRRINUBLR KDDcup99 {amuauinn auu FLU\?’]‘U'J"\]EJE'JUI‘WQJf\]\‘ILLUBUﬂMLaﬂﬂ‘UE]Na

Winedosaz 10 mmmﬂu‘uaualumiaauua VIWZ"IE]UU’i”ﬁV]ﬁﬂ’]W?J@ﬁ“UUﬂ’ﬁﬁ]'l BN
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Jayatiidenuniesas 10 Wi agvihnsduuvirdeyalunisaeudssunm 13,499 4 (Pattems)
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insadaananvuglagldiuneuisnisieseiesduseneundn  (Principal Component

1
] s 4

Analysis) Falsinudnvagirundoyanun 37 37 dmiunisidmelaseieyssamie

o aa PN P P v 1 -
UIU 19 UR ImEJL’i’m%W‘-Mimmﬂmlamu%}awaga (ﬁ]qﬂﬂﬂaqj‘ljﬂQUWuqu’ﬂ‘U'ﬂi{l’ﬁ

| & a

KDDcup99 tduteyavianun 41 37 wilAndu Basic Features uazdiffidudmeuazliian

aa

= o Q’J’ (=3 (=) =
NATUT ANUU AUNADLNES 37 URA)

2 O 22 g’ 2.
4.2 ms;smﬂ'izmmmgqﬂ‘gmum #1934

P U |

Tunsveasadesiudmiunisidusuanvesiuninluawided §ideidenisnisdan

o v . . Y s a ) Yo & '
wuullgfaou  (Supervised learning) #ilaumuiealunisldnaaaunisidn Ae laTene
Usgamiilauuuuunsdoundu uas Support Vector Machine lnafidayaudidmiunsgan

aa o

A& v 1 aa o o o aa v o
2 Uszian fa dayarionun 37 7 way deyafinutuseunisandidoya (PCA) 19 T8 vilisn

aAsonuian1svnaaseany 4 Asveaay fall

1. AU+BPNN (Foyaviavun 37 T uasiielassngussamiienwuuunddoundv)
Number of hiddenlLayers = (attribs + classes) / 2
LearningRate=0.3
Momentum=0.2
TrainingTime=500
Training 100%
2. Al+SVM (%’auuaﬁgmm 37 IR waz391978 Support Vector Machine)
The polynomial kernel
3. PCA+BPNN (Yayasinu PCA 19 §ii uasidelasstheussanmiienuuuunsdouniv)
Number of hiddenLayers = (attribs + classes) / 2
LearningRate=0.3
Momentum=0.2
TrainingTime=500
Training 100%
4. PCA+SVM (Yayasi1u PCA 19 §ifl wag3adneig Support Vector Machine)

The polynomial kernel
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Method Accuracy F AUC | Accuracy F AUC
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