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Abstract

Digital Twin Technology (DTT) is a crucial concept in Industry 4.0, enabling the creation of
virtual replicas of physical systems for simultaneous analysis, simulation, and control. Effective
communication between digital and physical systems is essential for real-time interactions. This
research focuses on studying and evaluating the performance of three communication protocols:
MQTT, HTTP, and WebSocket, in a Digital Twin setup comprising PLCnext technology, an loT
platform called ThingsBoard, and the Unity 3D engine. Latency measurements were taken during
data uploads to the IoT platform and data retrieval from the IoT platform to Unity. The results
indicate that the MQTT protocol (126.667 ms) has lower latency compared to the HTTP protocol
(341.977 ms) when sending data to the ThingsBoard platform, owing to its simpler and lighter
design. Additionally, the WebSocket protocol (259.322 ms) shows a slight advantage over HTTP in
retrieving data from the ThingsBoard platform to Unity, which is crucial for real-time interactions
in a Digital Twin setup. The findings from this study provide critical information for selecting
appropriate communication protocols in Digital Twin systems for Industry 4.0, aiming to enhance
real-time interactions in the automation industry. This research marks an important step in the
development and improvement of Digital Twin technology applications, fostering more efficient

and sustainable automation systems in the future.
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Wemdyaaiivsuenfimsidenanimuselyminenafintu silianunsadiliunisiigsnwlanoun
Jyyasiinduase Jaivanmnudemeuasn1svenvesinvenisnas n1sungesnwdanensaldagel

N133N1ININEINTTUTEANTAMUINTY Toganusadnaununsuigesnwmlaegruminegay ananlginely

YN

nsUnsesnwkagnsYenLTy wananidaiunudasaielunisviinulagaiusansiaduldymi

p1nnTuazwA U lAYiLA (Madni et al., 2019)

2.1.3  A15318091azA15ATIEN (Simulation and Analysis)

'
) [y

AIanIugeliaIuI031809n15Y9IUVDITEUULALIATIEAT oL AN 8 USUUTINTLUIUNTS

Y 9
=

Ml MsTaesdiglraunsanaassuiIAnivig lnglifewinismaaeuasedsenadialdineas n1s

Y] a =~

wigvitayatisliaiusausulsanssuiunsihauliedwiaiiies n13dnae sldadianiuieasng

)

LUUA1A09LANUDTIVBITLUUNNNIEAIN ITIAAIUITONAADIANIUNITAIAIY LazUTeiluNanTENUTeY
nmsdndulalaegaziden annudsdunismaasuuifnlng wagiinausiaslunsiaun s

Anndeyalddeyadnadianiunag loT wematvnvesdymuaznisnisuiluimunzay Gaelv

ASLUIUNISYNUTUSEENTAINUINTY WBNANL 928 TUNTNAIUINENA U MU LA FIUITONAAD
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WIAAKAZUTUUTINITEBNLUVUULUUTIABUALDUITINBUNITHANTTY Freaniakazen 1dTelunis
Waubaognasnn (Fuller et al,, 2020)
2.1.4  53UUAIUANSALUIA PLCnext

PLCnext Wuszuumuausmlusiffianunsauuusaldmuanudeanisvesifldan Tae PLChext
soefumadeulusunsudieniw IEC 61131-3 waglauanunsauinnit PLC 7 9 T fie n1ssessunis
Feulsunsusenwseiugs 017 nwlusunsudilaumnufiendu  wu C/C+, C#, uay MATLAB
Simulink shlsfanunsaasalusunsuamuauiiianududouldodisieans uenani PLChext Sisasiu
madeudeduluslnreanisdeansing q iliansoldauswivgunsaluazszuudu q Iiogaadl

YLaNsnIN

AT 1 PLCnext AXC F 2152

90wl 1 PLC idasiifle PLCnext AXC F 2152 @dlddmsuntsdstoyadunnlasnisnaaing
e/ edufunuesgunsaiflassotuieies PLC dluaniunisainigldnuatddulssnu eitdsoon
lUfeAn true uae false flagldunuingunsaiiisionu PLC vinausgvidolsl
2.1.5 TUsunsu Node-RED

TU5uns3 Node-RED 1fulusunsuiildlunsifeusiegunsal loT waznisuszananadoyauuy
Sealnil Tngld35n153eulusunsuuuunin (Flow-Based Programming) §adaelsniamunlddnludes

Feulandidudou Node-RED sos5unsvheusmiulusinaoass 9 19U MQTT, HTTP way WebSocket
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biaunsadeuseiuidugesiazaunsaling 9 ldegaitenie uonainil Node-RED dainisldaulu

naNnaelATINIGg lUAIUNITINEAT NTLINE LaEN1TERaIMNTTY

o2,

Node-RED

A7 2 TUsunsy Node-RED

Node-RED (010l 2) @1311507 95895UN15%1914¥89 communication protocol liag 14
nainnae 9917 Node-RED Lﬁ'amidasﬁagalﬂé’a ThingsBoard Iaele communication protocol‘ﬁl
yannviany wazdsanansold Node-RED wiiensifiu Log foyafiintuifiavnandmuinuasnismiies
nsvihulednae
2.1.6 TUsunsu Unity

TUsunsa Unity Wuoudusiaunnudildsunnudeusnnigelutagtu dasesiumatamninuly
sUMUU 2D waz 3D Taufanisadisuszaunisaliuu VR uag AR TUsunsy Unity Tia3esilefinsunsy
dwsumsaanuuazueundiatuiidanuduteugs Insaunsoldausiufuawllsunsy C# uagd

o [

v PN ! vy = Y [N <
wnansuazguyuldeuiing viliiawaunsaseuiiasuiledymliegimngs

Q! Unity

A A 3 Tsunsy Unity

Unity (nnd1 3) 1uleuduiilasuanudeduagivansaud1nsunisyvin simulation wagn1syin

wuudaosfianats maditmunadafiuanasiinisdnmanudululdlunsasddvaniude Unity
tufennduldlégs Tnelunisinuil ald o arsuflumsfedeyauasszinanadeyaiinanldon
2.1.7 uwaawesu ThingsBoard

unamylesy ThingsBoard (nwdl 4) 1uumanslesy loT Aldlunisdanisuazuansuadeyaain
gunsal IoT #i14 9 ThingsBoard 383U siensiarfuluslaneanisdeansuansyuszinmn 1wu MQTT, CoAP

wag HTTP vilianunsaiusiusiuuazinsieideyaingunsalsing q lalunandeidy wenainil
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ThingsBoard aiifllaasngslunisasisuasuesauarnisuiausiou daiigligldnuaunsofinnuuiay

muAngUnsnilaedliuss@vanm

loT Platform
Thingsboard

%

Al & uwanwesy ThingsBoard

Aededinues Unity fieenwuuniioiduinuiouduitlida Unity teslianunsasudyaiaain
PLC %38 Node-RED laemsalel vinlwt ThingsBoard iundusinansdwmiuld Unity aunsofstoyaiiie

Pl usetues

2.2 amﬁl,ﬁ'm%'m (Related Works)

221 Wslareanldiuetraunivarglumaluladaudafdnaiu PLCnext

Y |

NsAeaNTIENINUUIReIRITakazady lulanaseaansailarulusinaeanie Sausay
lUslameadaaaudfianisimangauiuanudeinisnuanaeiu lumalulagauladdia (DTT) AlE

] Y] s . U aY Yo a = )~ oA A %
irJﬂJﬂUﬂ@lﬂVﬁaLa@i PLCnext lliﬂiiﬁﬂ@aﬁfﬂEJG]’JV]VL@TUQ'J']NUEJNLu@ﬂﬁ]’]ﬂllﬂ')']llu’]L%@ﬂ@IUﬂqiﬁﬂsﬂaiﬂa

'
=

wuuSealnyd wildludufe MQTT (Message Queuing Telemetry Transport) @ st ufl Teuiiloeanil
Untniuiwagiusednsanlunisdy/suteninu yilivunzdnsuan1un1salfinoIn1suuUAIoA LAY
nsouianegnesinsa anluslameanisildanuiufe HTTP (HyperText Transfer Protocol) slasuaany

a =Y = oA A v ! Ay o ¢ I3 ] ! aa v
ulelLu@ﬂﬁ]’]ﬂllﬂquluﬁlLSU@ﬂ@LLaSIGUQ']‘U\T]E’J IWSLQWWSIUUQaNWUﬁUUL’J‘Uigﬁﬁqﬂ@JLLN@@QW@LL@%

dll = o A

unanWesuil ThingsBoard TUslamoan1sdeasdndanlnsuainuilunas OPC UA (Open Platform
Communications Unified Architecture) #sfiaidedlunsvinnulaffiunagunanviesuiasinmuau s

N6 Y

v a a ! o Y & (Y A aa o LY v va s
ANMUUADANYN LT ILNTI wﬂmﬂummaﬂmmmmiﬂmqmiaG}Iumqmammiw Yroulnsalaes

. v '
=

PLCnext lunisfedoyanisudnainlssunin sududesdeuansalivianiia deide PLC

(Programmable Logic Controller) lunsaifl PLCnext gnununly inalulad PLCnext P laeusev

AMEINYINTENTAUNA UNNINYHYTN



nmsfnwanudululddunsesnuuukasiannalulagaurafdviavuiiugiuveanalulad PLCnext (svaeil 1) 9

Phoenix Contact Tannuwindeufiidanitauazatuayulusinneanisdeasnaieni Hiedsudians

Tanauuavnisuusdudoyauvuiioalndseninessuunemeninuwara uinfdsa Jananzdmsy

a o

walulagdauladdvia anuaiuisalunisususiiveanalulad PLCnext ¥aglviarunsanaiusiuiu
lUslampanisdeanseingg laeegsdienie ve1eussanianveanalulageulandvialunisnsiaaey ns

AIUAY LAYNITIATIEVNTFUIUNITONAMNTIY (Wukkadada et al., 2018).

aa o

222  milswveanaluladgurafdiia
luniamswin wnAnveanaluladaunafdsia (DTT) gniiaueniausnlag Michael Grieves 210

UMING1E 80T LN UTUIIUTLAUBLA 80 UNITIANITINSTIRNA AN S (PLM) Tul 2002 (Grieves &

Y A

Vickers, 2017) g\lgulsinauslunaiduufndmsudunuidaialiouramdndugininienn 9

[ '
A )

= dy A a A ¥ ! dy a :.’/ A 1 a a a
FIUINUNAN NUNLEUDU LLﬁSﬂ’]’il‘lﬁﬁ“UEN“U@Hai%%’ﬁﬂwumﬂﬂﬂaﬂ Wonaull Meazviduaiinifuves

'
% A

DTT gniniaue o5u1e3n DTT umswaunaiusewindlaniswasialouniagvioutiuiionsiaaeuin

Fuarululanaseihauegnelsnasnengnisldanu dslliyuusufeddu DTT wazdsiliiertas a1ntull

' o
a o0 v v

= a Y ° = ) = .
N135na1E971 DT AdeyanieanienInuasn1sinundfgnaninvetnsssdnivsessuy (Madni et al,
2019) Fafufiaisn1sinfeudgdelanazn13AIUANTENIILAAITIMALIALBY 1389519U89 DTT el

solluargnaduieindungudeyaaiiouiiuanmdndueinianenmasasendullliegsazden A

'
a

Fudrumanigaluaudeguindlaesy anudidgrenisilieuiisuguilnfidviaiunisesniuuasuieii
Inandaaianyinefvulagn1sunlugeinereninensauruiasnsadunsgniiug deun DTT gn
= & N~ a ada A U v oa a A a =& a =
Seniudulunaniingaansdaiidunuuinediuivddulanasmsessuuaiedaiinisiudsuulaniy
Payalniuazaiunsavinediissyiselulaeg1ausiugl (Raza et al., 2020; Zheng et al., 2021; Deng
et al,, 2021) Ademmandgliiuieessufves DTT wazauausatunisusuusldnasnnamion
v v N a a ad v a ! 2/ =i a o o o =
futeyalianinandanunase daduluiinsgualunaataasnisiungnsiissdnndatuuselovdly
NuUUNBEIRTUUReade Munskds sy msfinwniideuweluladgulafdvadndudunuaiiou
a a va £ g < s A = % aa A o« & 1%
Yosdeuiase Baduldlalag@umes insevionisdeans Yeya uazluaa 3 §f insesdlewantloyynlv

= 1Y) a ¢ = o g v i | - Y] ) &
NﬂqiaﬂLﬂmLLUULﬁﬂaimﬂJ LAENITADEIIADIN V]']IVILL‘UI"U'JquILﬂaLﬁll@uaﬁﬂﬂLUuaWLuqsﬂaﬂﬁgUUwig

A Y

A303dnslulana3e wagnsmunlunadudnATaYIgliaunsaUssliuanudssinisvulaiuuissalng
mM3Ideiianiunisiag (Leonardo et al., 2020) wansbiiudisnisldguilaadnalunisussiiumudes

nssuluanmuindeuneaitlaglddeyanuusvalniiieUSuussnnulaensiouazang Ui
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3 351150 RUIRlASINISG

3.1 ATNTIUVDLTTUY
Tuunilazesuiefvisnsfnwuasmasuiunulumslidivavivlugnamnssussuunludd ne

whinnsUssiiuszansnmuesiustaneansaoansiltlunisdsdeyaserintessuumanisnmiagssuy

favia nsAnWILY PLCnext AXC F 2152 Node-RED uwanwedul loT ThingsBoard waztauau 3D Unity

Tl mingiveinanuviisianlunsdsdeyanaznsiadeya

Noda-Fad loT Platform .
Thingsboard Unity
MaQrT HTTP
==L : i Unity
Nade RED HTTP WebSocket
[ OPC-UA \
PLCnext AXC F 2152 3D model of PLCnext AXC F 2152

AN 5 NINTIUTTUU

g 5 lunmiazuanidlasadeszuuiildlunmsinsmadeunsed TnsazSuduilnos
PLCnext AXC F 2152 aglddmiunisdsdunndaya d28 OPC UA LU Node-RED ndsarniu asld
Node-RED LLUaaé’zgq;mﬁ’fagaﬁlﬁﬂuiﬂﬂmaaLﬁamiﬁamsﬁi’wmu 2 Usztam loun 1. MQTT uag 2.
HTTP Tnedoyaatn Node-RED axgnasiulufl 10T platform ThingsBoard wazazgnientdlu Unity Tng

nsidlusiamea HTTP uay WebSocket hazdayaiiseninazgnuaniuasiulusunsy Unity
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3.2 fumeumsAniiuay
miAdeEfensnnIaeumaninalunsdsioyadolditnsuasislnroanisdoansdn 4 lu
nssaAfiatilug Digital Twin wagiilesassufunshausiuiulssnudiaseslugnainnssussuy
SaluslA 4.0 MImeriavUsznaulude PLCnext AXC F 2152, Node-RED 1{ufinanssening PLChext
wazunanlosudeya, ThingsBoard iuwwanwesudeya loT, way Unity iueudunudmsunisuans
awaufin svuuvieuded fuusn PLC detoyaluds Node-RED 21n1iu Node-RED desiovayaluds
ThingsBoard IngldlUslnnoa MQTT e HTTP ndsa1niiy Unity azlﬁ%’u%au“aﬁmﬂ ThingsBoard lag

14TUsInmea WebSocket i HTTP dusiluilazesurensdealudausieg
3.21  MIINLHUNITANY

N3INUNUNTANYITINAINITAMUATIAUTEASA N15TIUTINTRLA KAZNITINUHUNITNAGDY
Tuslnaoanisdeans msiufiunuazgnudsssnidunarediugesiiieliamnsainsizsiuaziuSouidio
naansliog9asidun
322 nsnsAuaziusunsu PLC uag UA expert

TunsaeAuarlusunsa PLCnext AXC F 2152 agldwansuagd PLChext Engineer tiloyiinas
I‘UiLmimLLazé"fqﬁﬂﬁmmmiwmmLLazﬁaﬂa%alﬂé’aLLwamWaifu ThingsBoard 161

1. lufiviate OPC UA uazideniitevasdoyaiidosnisfnnuaniug Tunsmaaesidgiamunden
Axioline_INO-2 LHuseesfanind 6

H PLCnext Engineer - C:\Users\Admin\Desktop\PLCART\ProgramArt002.pcwex

File Edit View Project Extras ‘Window Help

S =] 5N G ]

Ml axc-r215241 x IR

L T
¥ AR T 4 €D Cockpit ez Setiings Datalist LI Stafistics
~ [ Project .
w ] axc 21521 AXCF 2152 i Data List
> [ PLCnext (2) e o iy 22 " 28 el
=i:IEC 61131-3
» 5 HMI Web Server Variable (PLC) | Type Usage Comment it Init | Retain | Constant ‘ oPC ‘ HMI ‘ Proficioud
P
LA ORC L PHD_S1_INPUT_STATUS_GOOD BOOL Global I0C status of..  FALSE
## Profinet (0
> B Avioline F (2) PND_S1_DATA_LENGTH WORD Global Process data...  VWORD:#16#D
=1l PLCRext Gomponents (0) PND_S1_OUTPUTS PND_IO_...  Global Oulput proce...
PHD_S1_INPUTS PND_IO_ Global Input process
PND_IO_DRIVEN_BY_PLC INT Global INT#D O
uioling_INDO BOOL Global FALSE O O
Aoioline_INO1 BOOL Global FALSE ] O
Aodioline_IND2 BOOL Global FALSE m| O

AN 6 HIBE19NSLEaBNIITE OPC UA
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2. wieNazanu15ansIUde Node ID vasaindiiiansiutsauisansivaevaniuzdoyala 1vlun
TUsunsu UA expert 71 1donlU#l Menu bar uagnafila3ndnung + aunImi 7 iieldoussidny

PLC

' Unified Automation UaExpert - The OPC Unified Architecture Client - plov
File View Server Document Settings  Help

D PEBEE =0 X% 28 8 O

A7 7 Menu bar vaslUsunsn UA expert

[y a a

3. guidardnii wiewng + §Wade Custom discovery a1niiuld IP OPC UA Address 489 PLC

Mdunesn 4840 Tneluudafe IP address veaA3es PLC wildnosn 4840 (nwii 8)

.—:::: Server ? =

Configuration Name | @ |

PKI Store Default ~

Discovery Advanced

Endpoint Filter: |opc.tcp w

). Local
1. ServersOnNetwork
v % Global Discovery Server
4 < Double click to Add GDS Server... >
hd @ Custom Discovery
. Enter URL 7 X % < Double click to Add Server... »
1, opctep://192.168.1.10:4240
hd @ Reverse Discovery
|ODE-@:ff192-153-1-10:4340| hl 4 < Double click to Add Reverse Discovery... »

Cancel =) Recently Used

Enter the URL of a computer with discovery service running:

Authentication Settings

@ Anonymous

Al 8 msld 1P OPC UA Server Tuluswnsu UA expert
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4. Beonlufl PLC agnuiu @lndfiidenside OPC UA 13 Tsfa1nanslufi Data Access View

5. denitaind avwiu 1D vesaindiy o Faagld ID dailly OPC UA item node lu Node-RED
3.23  asasawazlusunsy Node-RED

1. Workflow 489 Node-RED

=<, Node-RED
Flow 1

Flow 3

+
v subflows

Subflow 1
v common

inject
debug
complete

catch

http_POST
status — —~
timestamp U OPC UA Item [»;‘j READ -»;‘JQ Total
link in i connecting MQTT_Pub
link call
link out
debug 1
comment function 2
~ function
function
LK »
P
A7 9 amsaneslusiuasulu Node-RED

NN 9 Work flow vesn1svitauilie 19 OPC UA Item itafinauaniuzves ID alndign
don 3 nduleadriu READ node i @yin1581ur11Inadndiignanniulag OPC UA Item node

#8931n1U agld Function node iiellisuan3us ulasdyyrniienulalieglusuvestoninu a1ntuds

14 HTTP node wag MQTT node Tun1s Post %38 Publish Gﬁammﬁvﬁ’lé ThingsBoard
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2. Library #3n9ulunsld Node-RED watdudinans
Tun1smauazlusunsy Node-RED Lilevinnsasdayadu ThingsBoard S1dusinainsiing

Library Tu Node-RED sl

2.1. \donLay E MUAMT 10 Wazlieniive Manage palette munINA 11

commen

Flow 1

Flow 3

mestamp U oRCuAREm | < Reap |- wncton 1 MQTT_PuD

mwﬁ 10 Ul 999 Node-RED

Edit
View

Arrange

Import
Export

Search flows

Configuration nodes
Flows
Subfiows

Groups

Manage palette

Settings

Keyboard shortcuts
Node-RED website

v3i17

AT 11 RN popup MAI9INNAT Menu
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2.2. MINNNT 12 168nve Install lievinnsAu Library Anensliaeay

User Settings

View Nodes Install
X | sort: IF |12 B =
Palette
Q 42
Keyboard
Environment

Al 12 n1sAndi Library Tu Node-RED

[

2.3. Library Nlvinn1s@n@s Library fasil

&) node-red-contrib-opcua
o

» B nodes update to 0.2.329

node-red-contrib-ui-led

49
17

s

0.4

* 1 node remove disa

=]
m
1]

i node-red-dashboard
W 365

m
W

* 21 nodes remaowve disab

&) node-red-node-mysq|
% 200

-

» 2 nodes remove disable a

A 13 nsAnda Library Tu Node-RED Library (s10)
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2.4. Tiumifigeadum anndulinady install Wonshndsdnsaaznaaidu installed (A i 14)

User Settings

View Nodes Install
L sot IF Iz B @
Falette —
Q node-red-contrib-opcua 274880 %
Keyboard

EJ node-red-contrib-opcua &
A Node-RED node to communicate via OPC UA based on node-opcua library.

» 02329 P 2weeksago

Environment

i nod e-red-contrib-opcua-server &

Mode-RED contribution nodes with next generation OPC UA in a compact and less
dependencies package.

W 111 BB Z2yearsago install

29 14 Amnsansanansaluaznatedu installed

9

3. M19319 Node Mda9n1shaau

3.1. 19 OPC UA Item node (At 15) Lﬁa%fusﬁagaﬁdqmmﬂ PLC @u1snainnslatas

o)

mwﬁ 15 OPC UA Item node
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3.2. autdamanil OPC UA Item node Lia@aan OPC UA Item node wazazld ID aint7ifnednis

a a ° Y] 1% va v a v .:4'
ARNTUAINYDY [tem d@1%U Type EU'ENsUE);{IjaIVWQ'ﬁﬂJ']W']NSU@mﬂaﬂ/]ﬂ%lsﬁ HIUAINN 16

£ Properties & 2| &=
Item ns=6;5=Arp.Plc EclifAxioline_INOO
Type Boolean v

A9 16 n15RaA1 OPC UA Item node

3.3. 811719 READ (mwﬁ 17)

D Cant
AT 17 READ node %38 OPC UA Client node

3.4. 98 1UANNAANINNLEBNNIY OPC UA Item node #11N719849 READ node 2¢fARNULQNIEAN
U9 290 OPC UA server idon Tovinnsauidandnuagnsen Endpoint 1Ju OPC UA Server

Wisafne IP PLC fldwedn 4840 munnii 18
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18

Edit OpcUa-Client node

Delete

i Properties

Endpoint

= Action

Certificate

Local certificate

file with
absolute path

Local private
key file with
absolute path

Use transport
seftings

Max
ChunkCount

Max
MessageSize

Receive
BufferSize

Send
BufferSize

Name

Cancel Done

& B2 =
opc.tcp:/192.165.1.10:4840 w #
READ hd
None, use generated self-signed certificate -

selfSigned.pem

Use transport settings Max ChunkCount 1

§192

8192

§192

READ

A7 18 ASHaAn READ node Way OPC UA Client node
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3.5. 2117319 function node (mwﬁ 19)

I , 1
m function
T T

mwﬁ 19 Function node

3.6. WWeuan3ufas Function node Liveuasdeyansunilvieglusudening aunini 20

1 var valus = msg.payload;

2

3 {f Structure it according to ThingsBoard telemetry format
4 msg.payload = {

5 "INBR": wvalue

6 3

8 return msg;

<

A 20 Taadusuudasdygrandudaninu

3.7. @179 communication protocol node #igosnsldan (HTTP wag MQTT) snuand 21

http_POST

MQTT_Pub

. connected
A 21 Communication protocol node (HTTP & MQTT)
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3.8. NM3ReAIUA MQTT waz HTTP Tiiden Topic 1u vi/devices/me/telemetry fillfiofiagvas
telemetry data Tu ThingsBoard a1niulinan? lemsu Aude 9199%ate Server LiNeyinn1563

ANMUTUADUNALU ANU1TARIANMIUATINA 22

Edit mqtt out node

Delete Cancel m
#+ Properties & 3B H
@ Server thingsboard v | &

= Topic vi/devices/metelemetry

# QoS w D Retain w

¥ Name MQTT_Pub

AT 22 N15F9AT communication protocol node

3.9. luduneouilinsen Server i ufi log w03 Server ThingsBoard M Tuvi 1§ Wawnd onld
demo.ThingsBoard.io @4 ThingsBoard tUalilalan3 anntulinsen Client ID \Ju Device ID
(091 23 ) Faveyaludiuil aglaluduneudaly antuiieniade Security Iinsen access

Token (0l 24 )  Fayadilfaglasulutumneudaluwuiu
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£+ Properties & 3
W Name thingsboard

Connection Security Messages
@ Server demo.thingsboard.io Port | 1883

Connect automatically

(] UseTLS
£ Protocol MQTT W3.1.1 e
¥ Client ID 28e588b0-2753-11ee-81e8-T942c972 307

™ KeepAlive | 60

1 Session Use clean session

AN 23 ANSnsen Device ID

£+ Properties - BENE

W Name thingsboard
Connection Security Messages
& Usemame 628273357z 7Igkxuit

& Fassword

AT 24 N1SNSBN Access token
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3.24 mMsAeAunannasuy ThingsBoard

a

1911 unwannesy ThingsBoard @13115al% demo.ThingsBoard.io Mladuansnsuguasns

1. T9a5199%%8 Device haznaluflanau 1ASB9LE + AININT 25

@ThingsBoard [e0 Devices oA e MZTK

Tenant administrator ~ *

# Home

A Alarms Devices | = Device Filter . e
AN L ]

B3 Dashboards

[] createdtime 4 Name Device profile Label State Customme Public Is gateway
Erateian
[0 202309-28 12:56:28 PICATIP default Inactive < A %, I |
[0 Devices
S [0 20230928 12:56:26 PLC.MQTT  default Inactive < A 4, I |
| Entity views [0 20230927 16:53:24 PLC Test default Inactive O O < A %, I |
Profiles _
[J 20230830 142304 TEMP default tem Inactive O O < BN [, I
B Device profiles
Chargin Demo _
[0 2023083014191 ana Charging port Inactive O O (4, I |
O Asset profiles Port2 Customer
. Charging ) Demo _
22 Customers [J 20230830 141911 port1 Charging port Inactive Customer O O [+ ] [, I
<> Rule chains Air Quality : _
-08-30 14:19:1 li I
[0 2023083014911 S Air Quality Sensor nactive O (| < A C i
o
iy LTI Alr Quality ) Dema _
[0 20230830 14:19:10 Air Quality Sensor Inactive O O [« ] [ |
Sensor C1 Customer
Advanced features
Temperature Demo _
® OTA updates [0 2023-083014:19:10 Sensor C1 o Inactive — O O [+ ] (4, |
4D Version control Items per page: | 10 = 1-100f21 > >

A9 25 Yuasne Device

2. 9niuliden Add new device (A it 26)

_|_

B Addnew device

* Import device

ANA 26 @519 Device
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3. @Aan Add Wedudunisass Device (AN 27)

Add new device

Credentials
o Device details e -
Optiona

Name*
New Device]

Label

Device profile*

default X /

@ s gateway

Assign to customer

Description
~

Next: Credentials

Cancel Add

ANA 27 AATUTUNITESe Device
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4. §en Device Meas1911 Lazna Copy device id uag access token (nwi 28) lula

Node-RED snudunaunaumuii

@ThingsBoard [c0 Devices

A Home

Device details

-
2§ Dashboards Created time 4 Name Device profile

< Details Attributes Latest telemetry Alarms
Entities

(s Devices

2024-06-05 23:05:05 New Device default 5 5 5
Open details page Make device public Assign to customer
2023-09-28 12:56:48 PLCHTTP  default Check connectivity

Bl Assets

IR Entity views 2023-09-28 12:56:26 PLC_MQTT default B Copy device Id B Copy access token

Profiles

[ Device profiles

o il 2023-08-30 14:23:04 TEMP default
Asset profiles

Chargin
2023-08-30 14:19:11 ging Charging port default

.
<& Customers Port 2

Charging

¢ Rule chains 2023-08-30 14:19:11 Charging port

O
O
]
O
[0 2023002716:5324  PLC.Test default
]
O
O

Port 1 , ol

A9 28 N1 Copy device id WAz access token

3.2.5 MINAIU Unity Script
1. ieflaranunsaldanu WebSocket protocol nnelhu Unity léitiu s1u8udesd Library flou tnganunse

Usgmasenld Library 1ue lalaansisenldngluansudlaias Taansldadsn awa 29

WebSocketSharp;

At 29 Ardasenld Library Tu Unity

2. nduazviliaasuieuseiuiuledifesnis Ineavdesdl access token vadiutiu q Ay TJeag

19 access token g token alu Node-RED

connectionUrl = $"{serverUrl}?token={accessToken}";

AT 30 Senldeiws access token

3. \fenfieglayaiineinsianiu (nwil 31) lnegneuiavintdeyavsiUalinisdunaineu

Y
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stopwatch.Restart();
mds\": [], \"attrSubCmds\": [1}}";

ws.Send(subscriptionmes

N9 31 Negvestoyanfeinsinny
4. Welasutayaudd veailsiduduan (nmd 32) vinsuanstayail console ¥4 Unity

stopwatch.Stop();

+ stopwatch.Elapsed.TotalMilliseconds + "

UnityEngine.Debug. Log("Time t:

Al 32 N3l function stopwatch

3.26 nsaenldlusinrealunisdedeya
nsidenluslareanisdoansiivunzamdunisnsyiiiddgdmsunisdsdoyaan PLC TUds
unaswesy ThingsBoard iflasanifugielinsinavesteyaifuluegenuiu Fsilnuddayeesdse
MsvheunuuSealnivesnsaad Digital Twin lumsisei finsdenlilusinreasesiiiie MQTT was
HTTP 1esanidulusinaoafiinsldsmimluuasiquand@nmnzandmiulasens loT wag Digital

Twin

Publish MQTT Subscribe .
Device Broker [~~~ """"7°—-° * Client

Publish  cccea--- Subscribe
AN 33 Workflow 983 MQTT

1Ustamaa MQTT LﬁuﬁﬁﬂiuL'%EmmaamiﬁﬁmﬁﬂLmLLazéfamwnwuﬁ%m%aﬂwﬁaa VRIS
WML AUNUANINWINA BUT T NI15LT 9UA DTN A UBNIINT §95995UAINAIUITABUULS 88 N vD9
annianaensyuy Mlntulalainnsdstennuiluluegeiumind dslimuddydmsiunisnsiadeu
wazuANkUUSEalny Weoswndulusiersaniiumdniul wenmilearnnistdauly loT way dumang
o U dl 1 dl 2 d’l o U 1 % U v
dmTunsieansTeninaaiesdng (M2m) Tslaasativinauuurannisvesnsewns/adassudoya

(Publish/Subscribe)
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muuanslunmi 33 gunsal loT anansateunstayaluiite (topic) lUEa MQTT Broker 71y

Y
[

wihidwdsnaesteyald wavlaaeudauisaadassuteyaluitefeituiassudoyasin MQTT

¥

Broker e mndayaluiiteliiinisiudsuwdamiosuinaiiionaiuly laaeudaglasudeyalndain

Widetiulnesnlul® lunsalll unannesy ThingsBoard viwinlu MQTT Broker

| Http Reguest Http Request
Device ] Server Client
___________ T T I T
Http Response Http Response
Http Request -------- Http Response

mwﬁ 34 workflow 999 HTTP

NN 34 wanansivavesteyatulusiamea HTTP Fedemuandaenssunisdeansuuy
Traloud-L1@sunes lraeudazdsrve HTTP lududswiies wazidsuinesazasrinau HTTP nduin 994
vaaluslameailAvaunsadsdoyausunamnle ag19lsAnu n1sdstayadiuiuuinienavivlviiin

AMURUN (latency) Tunsdansuindu

3.3 N1990A1 Latency

3.3.1  n1sdedayaain PLC 1Uds ThingsBoard
Tuganaaounsdsdayatl Node-RED vinthilifusananssswing PLC wag ThingsBoard daely
nsdstaya lunsssanil Node-RED Sutayaann PLC wazdioludounanodu ThingsBoard Tngld
Tuslameansdoansiidenty lidnasluldslanea MQTT vdeluslnaea HTTP
fiansdruvosmnumilunisdsteyaiifiosnseungu drunsndoanumilunmsdetoyaszning
U8l PLCnext Auumanmlasy ThingsBoard 3s¥arumirdlunisdsteyasielusinnoasig q a1n

gunsal PLCnext lUgaunannesy ThingsBoard Aamyeillaann1sdunial i naedgn eteyagn

]

v

Suilvung1u Node-RED uazillatayagnduianlu telemetry 984 ThingsBoard sufiuanslunini 35
AUAN AINUNUIAYNATLIALAENITAULAINTUATIINEBNIINNAINTUATINADY Flow ¥ Node-

RED #Al0aganalunIng 35 a1uang
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¥ { IN@1: false, duration: "9 ms" }

PLC2 6/5/2024, 2:07:45 PM  node: debug 1

ns=6;5=Arp Plc_Ecli/Axicline_IMN01 - msg payload :

Device details Object
» { IN@1: false, duration: "7 ms" }
< Details Attributes Latest telemetry Alarms Events Reld% > /52024, 2:07:46 PM node: debug 1
ns=6;5=Arp.Plc.Eclr/Axicline_IM01 : meg.payload :
Object
» { INB1: false, duration: "B ms" }
Telemetry + Q
6/5/2024, 2:07:47 PM  node: debug 1
ns=6;5=Arp.Plc. EcirfAxioling_IN01 - msg payload :
[7] Lastupdate time Key 1 Value Object
¥ { INB1: false, duration: "B ms" }
] 202406-051407:53 INDT false [ ] 6/5/2024, 2:07:49 PM  nods: debug 1
ns=6;5=Arp.Pl.EclifAxicline_IM01 - msg_payload :
Object
¥ { IN@1l: false, duration: "8 ms" }
6/5/2024, 2:07:50 PM node: debug 1
ns=6;s=Arp.Plc._Eclr/Axicline_IMN01 : meg.payload :
Object
¥ { IN@1: false, duration: "B ms" }
6/5/2024, 2:07:51 PM  node: debug 1
ns=6;5=Arp Plc_Ecli/Axicline_IMN01 - msg payload :
Object
» { IN@1: false, duration: "B ms" }
6/5/2024, 2:07:52 PM node: debug 1
ns=6;5=Arp.Plc.Eclr/Axicline_IM01 : meg.payload :
Object
¥ { INB1: false, duration: "7 ms" }
6/5/2024, 2:07:53 PM  node: debug 1
- ns=6;5=Arp.Plc.EcirfAxioling_INO1 - msg payload :
ltems per page 10 - 1-10f1 Object
L. » { IN@1: false, duration: "5 ms" }

AT 35 NTUARS timestamp ¥8¢ ThingsBoard tLa¢ Node-RED

AWM 35 UARINTTULIAIYRINNTATaYaINgUNTAl PLCnext ldsunanwasy ThingsBoard

lnpiin1sdunainseusn Wedeyagndslufia Node-RED wagn1siunanseniass iWetayagnaaluis

RVARNEY)

s . 1 o 5 3 el' d'
LNARNDTL ThingsBoard ﬂ??ﬂﬂﬂ'ﬂﬂgﬂﬂ’]ﬂ’]ﬂﬂ@ﬁmﬁiaUL'Jﬁ']ﬂﬁfll,lﬁﬂ@@ﬂ‘\]’mL’]ﬁ?ﬂiﬂ‘ﬂﬁ@ﬁ AN 36

Wans log 99 Node-RED ﬁlﬂums%’u%’auﬂamaqﬂnsaﬂ PLCnext uagdsludsunanneosu ThingsBoard

ALINYINTENTAUNA UNNINYHYTN



msfnwandululddunisesnuuuiasinuimaluladgulnfdiavuiiugiuveunalulad PLCnext (svael 1)

28

iF debug i & = | o
T current flow = @ al -

ns=6;5=Arp.Plc_EclrfAxicling_IN01 : msg.payload :
Object

¥4 ING1: false, duration: "7 ms" }
6/372024, 1:22:22 PM node: debug 1
ns=6;s=Arp Plc_EclfAxicline_IN01 - m=sg.payload :
Object

¥ IM@1: true, duration: "9 ms" }
6572024, 1:22:23 PM  node: debug 1
ns=6;5=Arp.Plc_EclrfAxiclineg_IN0O1 : m=g.paylead :
Chbject

¥ IM@1: true, duration: "B ms" }
/52024, 1:22:24 PM  node: debug 1
ns=6;3=Arp.Plc_EclrfAxicline_IN0O1 : m=g.payload :
Object

¥4 IN@1: true, duration: "8 ms" }
6/372024, 1:22:25 PM  node: debug 1
ns=6;s=Arp Plc_EclfAxicline_IN01 - m=sg.payload :

Object

¥ IN@1: false, duration: "7 ms" }

NN 36 log MpgransdsdayaLazLaniTEezIan ludaiayaIn Node-RED d ThingsBoard

= I Y ' v | ' v Y &
1nN3UN 36 L“LJ‘Lm’JEJ‘EJ’Nﬂ’liﬁﬂ‘ﬂEJ;J”aLL@%LLﬁﬂﬂizﬂlea’m@Qﬂ’]iﬁﬂN’m“UEJquJabLUENLLWEWIWEJiN

ThingsBoard TngldTuslanaa MQTT Tng INO1 1138 Axioline INO1 & sagunufisaniugni1svina1uves

¢ A (% a
gunsalviselssnudaaey

3.3.2 msﬁa%’agamn ThingsBoard U84 Unity

drunaesvesmsinanuniidlunisdeeyarenisdeoyasenintawnannesy ThingsBoard uag

Unity 3D engine @S uluslnaoa HTTP Tdansus Unity Tunisdsaive HTTP ludsunanwosu

ThingsBoard Laginiai lid1usuunaza1ve Insldnana Stopwatch luan3us Unity 13unleas

AMLINYINITANTAUNA
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stopwatch.Restart() nougsfve HTTP uazisantdds stopwatch.Stop() ieldsudeya viarieuluiu
TadIuMazgnUuiiniiensI9deUAUNUN
awmsuluslnaea WebSocket 1dam3us Unity Nlalausn3 WebSocketSharp tead1enisiiouns

WebSocket lugsunwanasu ThingsBoard lagldaaa Stopwatch danaifsusnisdsdaninunisasag

) 1% ~

UleyaaudiwIanlasuteya Wanswousegnidanazdsdonnunisadassuteyaludunannasy

a

ThingsBoard 3#1313U3a1 (stopwatch) Walasutaanuniitoyaainunanesy ThingsBoard evyn

Jutian (stopwatch) nanfisuld Feindufiadiufiazgnduiinifiemwianuviag (A 37) Ingld

Y

@ =

an3ua Unity lunnsdsdnve HTTP uag WebSocket tiadnianiildlunishsioya

Q:
Q:
Q.
Q-
Q.
Q'
Q.-
Q.
Q.
Q:
Q'

A7 37 779819 log TayanI N e Unity Astayadnn ThingsBoard

AMEINYINTENTAUNA UNNINYHYTN



nmsfnwanudululddunsesnuuukasiannalulagaurafdviavuiiugiuveanalulad PLCnext (svaeil 1) 30

4 wan1sAIUNs
mManeassgniniieUssiiiunnamiisiitisadosiuisnisdeasuazluslaneasineg Tunsdsdoya
91ngUnsal PLCnext lugauwanvladu ThingsBoard adwnsuasdiuntsdeansiannsngldainaissd |
wdanTu waé’wémaqa'aumi?iamﬂumiﬁasﬁagamﬂLL‘wamWa%m ThingsBoard 1Uga Unity 3D engine
anunsagldanemsnsd 1| feyagnisunarnunantesy ThingsBoard $1uau 100 A Tneldviiluslnnea
HTTP wazluslamea WebSocket nadwsuanslyiifiudanuunnssidaiauluaamiisesnmsdstoya

senIllsinmoanandil

4.1 wWan1sdsdayaanngunsal PLCnext Tudsunanwasa ThingsBoard
M5197 1 welsifiuanuwanasegetmiausyrindusinanea MQTT wag HTTP Tusnuaiandaly

nsdsdayaanngunsal PLCnext Tdsunanvlesu ThingsBoard lag MQTT laawdumeianadelunisds

a

Toyafisinsuiied 126.667 Tad3uit (ms) Fadunisuiuugendaudiedisuiuanadeves HTTP 1

o

341.977 ms UsgdnsamiiinnudAyeg1edslususzuudnluli@ 4.0 Nnsdsdoyariunisinnudifgy

o

4N

A5 1 MsnasURanIsnaaeuditoyadn PLCnext LUEe ThingsBoard

Metric MQTT (ms) HTTP (ms)
Mean 126.667 341.977
St. Dev. 47.625 59.111
Max. 320.789 634.207
Min. 90.123 300.358
Median 126.508 336.876
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4.2 wan1Insasdeyaanuwanwasu ThingsBoard lag Unity
Tups1ad 2 Jafuiisasinisisdeyaanunaniesy ThingsBoard TUga Unity 3D engine lag
Tuslnnoa WebSocket shldindn fhenanadslunisisdeyail 259.322 ms d9finin HTTP AfiAiade

287.882 ms uanaINALLSIAL WebSocket §elsin1sidiousefiaiosnin dadudadvdrdgydnsu

Usgansnmiwedelalunisiilug Digital Twin meluszuugramnssusnlulia

M341 2 AT NasUNan1sadeUAIoyadn ThingsBoard lag Unity

Metric HTTP (ms) WebSocket (ms)
Mean 287.882 259.322
St. Dev. 78 70.2
Max. 1160.115 378.208
Min. 278.627 260.548
Median 288.952 265.006
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4.3 Wan1skulUusHASY

sa o

UsinguaansntaaulunisiuSeuiioudse@nSninues communication protocol 10914 2 Nl
laogetniau Inenadnsainniseassaziansnssio Ul A 38 AnadsiazdiuleuuulInggIuYes
nsestayaann PLCnext TWEs ThingsBoard, nndl 39 Ansisegnu, Anadan wazsgauain1sastoyaain

PLCnext TU83 ThingsBoard

Transmitting Data From The PLCnext To Thingsboard

- Standard

Deviation

MQTT,47.625

MQTT
A9 38 asunansdedeyan PLCnext TUés ThingsBoard

NN 38 ANAMUNUINLRALVDI MQTT 159091 HTTP USeunad 63% F9ANAIUAIIDE19TALIY

¥ [
a1 oA

{U9%71 MQTT anansadsdayaliiiands HTTP wn Fududsddydmsveundndunuubualnia
o @ v P A= DR
Pluresaaanuartlvivietosiign

a a d'

ANUEAUUNINTFIUYDY MQTT fn31 HTTP Uszanas 19% Feusdielseaninmiasiiadeun

U AndesuunnsgIunanimneauIaidlunsdseyalagld MQTT duaawmnlauinnda &

I3 5 o o a o aw | 19 A a A A Y
Lﬂuﬂﬁgiﬂeﬁua’]ﬁﬁULLaU‘WﬁLﬂelju‘ﬂ@@\‘m']ﬁﬂqﬁlﬁamqu%@\?%@y’aﬂﬂ\‘imLLa%L%@ﬂ@lﬂ
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Transmitting Data From The PLCnext To Thingsboard

Milliseconds (ms) 7 Median
HTTP,634.207

- Max

pr——— HTTP,336.876
Vi £U. /53
HTTP,300.358

MQTT,126.508
MQTT,90.123

Al 39 agunansdsteyaan PLCnext TUE ThingsBoard ()

9INNNT 39 AMUIIANRABUBY MQTT A1n31 HTTP Uszunal 62% Jauansdetariaqsanin
MQTT Tianlunisdsdeyaiianitegnainaus Amuiwiatgegaues MQTT A1nd1 HTTP Uszuna
49% FafehdmnudAyegiwnn Wesnnuandbiiuiudluaaiunisaliaiiienan MQTT Aviauld

AN31 HTTP @9918anA1UE 89009 Nat 19 @A la A8 Tun1ues MQTT @1na1 HTTP

4 1

Usgu18d 70% FIrUNeANUIIaNtuNNSAsTaNauNSENANanazsINIwLely MQTT
Y 9

Retrieving Data From The Thingsboard To The Unity

Milliseconds (ms)

- Standard

Deviation

WebSocket,70.2

. WebSocket
AN 40 asUnaN5AIUBYaa1N Unity 30 ThingsBoard
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N 40 AAIamLaAEYes WebSocket fndn HTTP Uszanas 9.92% dauandlyiiiiuin
WebSocket ansnsafsteyalsisandt HTTP lneiads FeflanuddgysensvhaunuuEealniidesns
anpuadilivdetosiian AndenuuinasgIuues WebSocket sindn HTTP Useanas 10% SeUstias
UseAnsnniaduaneniniu Andsavumasgiufisinimaneanudnadldlunisiedoyalagly
WebSocket Humaialduinndt fadulsslomidmiuueundinduiifosnisnisinakiuvasdeyatine

A ')
LazLiaiola

Retrieving Data From The Thingsboard To The Unity

Milliseconds (ms) 1400

HTTP,288.952

Al 41 a3UNan15AeUayavn Unity 310 ThingsBoard (si9)

1nn il 41 AsisegIuTes WebSocket #1071 HTTP Useaas 8.3% @9U3737 WebSocket
anunsafstayaldisandt HTTP Tunsdivialy arildanuddydesnnfuiunuvesnaisdugadoya
Agegaves WebSocket siindn HTTP Uszanai 67.4% damneanaitluaniunisalfiugfign WebSocket
Faaunsafadeyaldisindn HTTP eg1eunn §eanaduid ssainmnuny9a1ige Aegaved
WebSocket @091 HTTP Uszanal 6.5% deuandliifiuinluaaiunisaifiafian WebSocket asnsafs
Joyalaiiandn HTTP Entes
4.4 n1RAUTIENA
31NN15MAaBITAAIEIUNsSUdTayavelustnaoavilnmng 4 azwiuladn Wuslarea MQTT
annsofudsieyaldlagldnanadetdesiian dumineanui finmsminnalunsdeyatios a1unsa
dedoyaviinlunataisldd uazn1sdearsseninaunansesuiy Unity wuin Tuslnaoa WebSocket

aunsavinnulaange
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uwinn1ssudsdayanily n1sldauluslnaea OPC UA a1niases PLCnext ldsunannesudeya

a

Ingnssasiimnuaaeiiuariivszdnsningandt usin1suimsdnnisiustaneatl Sndudedldrdudns

¥ ¥

zvadwnannasy adelilainisinussansSnnveenissudatoauasiy OPC UA Taensd wiaginig

Y

adunsluewen dspndn aslianuazainiasidniunalulagvedssugaamnssules
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5 duna

5.1 agunanisaiiueu

asunansidunuresdasmanatsingi lasanudidaqaadulunuiagUsyasdicy i

1. annsodnwanudululdlunsesnuuuuasimuinaluladaudaidvavuiiugurounalulad
PLCnext lnganunsnasiauuudiassidvanimiuusiuguazanansaldaulsais

2. naaoulszaninmvesmsidanumaluladguiaadviaiu sruumuaunsHaaLuuSnlud@ly
1599ugnamMNsTudnTue (PLCnext technology) lagnuinluslanea MQTT danuvilsiantunisds
foyarnin HTTP fis 63% wag WebSocket fimnumiaanatlumsasteyamingt HTTP §a 9.92% Fevi

Tinsdeansteyalulusgrssiniuasiiuss@vsnmunnau

o L

5.2 Uy auassa wazdadnia

1. MssaesnszUIuMsHandndivesiinluFoswesnuanass Lﬁaamﬂé’waqmmméﬁagaﬁﬁ
ogjivintiu

2. myiawwaznagaunaluladaulaid ”aé’faﬂst’fw%’w&J’miﬁﬁamaauzqa W CPU, RAM, lag
Graphic Card @dluunsndsgunsaifldenalsiifivme

3. NSTUIUNISIUNMTNAADU 819999 BUmaSIEnvasuINedslun1Tnaaau

5.3 dalauauuy
1. "M&@OU communication protocol “ane ¢ §n
2. \ingunsnaivsenegeuivaunIallssuildas

3. NAFDUAULANLDUIUAIDULNULAN 1T Unreal Engine

5.4  wuanslumsnaiun luaunan

1. dunelulagaulaid Taunldlunsnaaoulusinaeanisaeaisiiaiy 1wy AMQP, CoAP Lile
Wisuiisudseavsamlunsdanasiadeyalutiuniunnseiu

2. ﬁ'&umizuuiﬁiaa%’umiﬁﬁa%ammfﬂimyjLLazmm?{qq dielfanunsaldlumudidainisnis
Ussananateyauuuidsalniiinniu wu manmadeuuaraiununszuumananuuuFealnilulsany
9AEINNTIY

3. Lﬁmmmmmsﬂumﬁmeﬁ%’ayja@ﬁﬂ 1wu N5 Machine Learning wag Al Tun1svinung

wazUSuUTInszuunsHEs laglddayaiinszuudulasava
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5.5 WAaUILNIASUNISANUNLAZLHELNILLA?
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Abstract— Digital Twin Technology (DTT) creates a digital
copy of a physical object or system, allowing interaction and
control between physical and digital counterparts. Effective
communication between the digital and physical entities is
crucial for real-time interactions. This study explored the
performance of three common communication protocols,
MQTT, HITP, and WebSocket, in a Digital Twin setup
involving a Programmable Logic Controller (PLC) included
PLCnext technology, an IoT platform called Thingsboard, and
a 3D Game Engine called Unity. The focus is on measuring the
delay or latency in data transmission and retrieval using those
mentioned protocols. The data transmission latency was
measured during data uploading to and data retrieval from the
ToT platform. The results show that the MQTT protocol is faster
than the HTTP protocol in sending data to Thingsboard
platform due to its simpler and lighter design. Additionally, the
‘WebSocket protocol shows a slight advantage over HTTP in
retrieving data from the Thingsboard platform to Unity, which
is important for real-time interactions in the Digital Twin setup.
The findings from this study serve as crucial information for
choosing the right communication protocols in Digital Twin
setups for the Industry 4.0 to improve real-time interactions in
automation industry.

Keywords—Digital Twin, IoT, MQTI, HTTP, WebSocket,
Unity

I. INTRODUCTION

Digital Twin Technology (DTT) is a crucial concept in
modern industrial and automation fields, allowing for the
creation of a digital copy of physical systems or objects. This
concept brings the physical objects to the digital world as a
whole, including the connection of the physical and virtual 3D
models of the objects. In other words, the DTT serves as a
dynamic model that reflects a physical asset or system,
adjusting to changes based on real-time data, and helps in
forecasting the future behavior of the physical counterpart [1].
The replica of a physical system in the digital world reveals
various possibilities in Industry 4.0 and Automation 4.0 area.
This technology is vital as it enables real-time monitoring,
simulation, and control, thus improving decision-making and
predictive analytics. Some of the worthful examples to be
mentioned are e.g. real-time monitoring of construction
projects and predictive maintenance are noted as important
applications of DTT [2], simulation and preventive
maintenance of a production plant in an manufacturing
industry, real-time monitoring in a production process, etc.

979-8-3503-5869-8/23/$31.00 ©2023 IEEE

Nowadays, the importance of DTT in boosting operational
efficiency is well-recognized; however, the communication
framework supporting this technology, including sensors,
communication networks, and 3D models, is equally
important. Effective communication protocols ensure a
smooth flow of data between the physical and digital entities,
making the choice of communication protocol critical for the
successful deployment and operation of the Digital Twin
framework. Thus, this research aimed to explore this aspect.

The main goal of this research is to determine the most
efficient communication protocols for real-time data
transmission and retrieval in a digital twin framework that
uses a Game Engine called Unity. The focus was on assessing
the delay or latency associated with different communication
protocols when transmitting data from a Programmable Logic
Controller (PLC) to an IoT data platform named Thingsboard,
and then to the Unity engine. This evaluation went beyond a
mere academic exercise and sought to understand how these
communication protocols perform in real-world scenarios,
aiming to suggest a more effective pathway for real-time data
transmission and interaction within the digital twin framework
in Industry 4.0 and Automation 4.0 setups.

The system architecture being studied consists of three
main components: a PLC with the PLCnext AXC F 2152, the
Thingsboard data platform, and the Unity 3D engine. The PLC
in this case is the PLCnext Technology, created by Phoenix
Contact company, representing a new, open system that offers
a flexible and efficient platform for automation projects. The
PLCnext AXC F 2152 controller, with its advanced features,
plays a crucial role in gathering and transmitting data from a
production plant or smart factory to the data platform called
Thingsboard using selected communication protocols. This
setup represents a modern approach in industrial automation
technology, where real-time data from the PLCs is acquired
and sent to the data platform Thingsboard, which acts as a
central data hub of the whole system. Then, the Game Engine
called Unity retrieves this data from the Thingsboard platform
through selected communication protocols, enabling real-time
interaction and visualization of the virtual 3D models of the
digital replica within the Unity editor. A diagram showing the
data flow from the PLC to Thingsboard and then to Unity is
provided below in Figure 1 to give a visual understanding of
the setup.

Authorized licensed use limited to: Burapha University provided by UniNet. Downloaded on June 06,2024 at 08:24:43 UTC from |IEEE Xplore. Restrictions apply.
3

AMLINYINITANTAUNA

UNINYINEY TN


https://ieeexplore.ieee.org/document/10413006/

msfnwanudululdiunmsesnuuuiazimuimaluladgudafiviavuiiuguveanalulad PLChext (szaxil 1)

38

The 7th International Conference on Information Technology (InCIT2023)

loT Platform
Thingsboard Unity
P’ e Q
Unity
ocw - TR .
PLCnext AXC F 2152
i— : ‘ ﬁ
| 154
Digital Twin

Fig. 1. Data flow from the PLC to Unity

From Fig. 1, various sensors on a smart factory or a
manufacturing plant will be acquired by the PLC, in this case
the PLCnext technology will be used. This data will be sent to
the ToT data platform called Thingsboard that collects and
stores data for the entire system. In the case of implementing
the Digital Twin technology, the data will be then acquired
from the Thingsboard platform by the Unity 3D engine via a
communication protocol. This data will be then used to
construct and control the 3D models of the system’s digital
replica and can be used either in the 3D First Person
environment or Virtual Reality (VR) environment.

II. STATE OF THE ART

A. Protocols Widely Used in Digital Twin Technology with
PLCnext

The communication between digital replicas and their
real-world counterparts is made possible through different
protocols, each having its own set of features suited for
various needs. In the world of Digital Twin Technology
(DTT) when paired with PLCnext controllers, some protocols
have become popular due to their ability to transmit data in
real-time reliably. Among these, MQTT (Message Queuing
Telemetry Transport) is preferred for being lightweight and
having an efficient way of sending/receiving messages,
making it a good choice for situations needing low bandwidth
and quick updates. Another in use protocol is the HTTP
(HyperText Transfer Protocol) that is appreciated for its
reliability and ease of use, especially in web-based
interactions between digital twins and platforms like
Thingsboard. The next popular communication protocol is the
OPC UA (Open Platform Communications Unified
Architecture). The OPC UA is known for working well across
different platforms and having strong security features,
making it one of the solid choices for industrial automation
projects using PLCnext controllers. In case of acquiring
production data from the production plants, one needs to have
an equipment that enables this function. That equipment is a
PLC (Programmable Logic Controller). In this case, the
PLCnext is used. The PLCnext technology, created by
Phoenix Contact company, offers an open environment that
supports many communication protocols, improving the
interaction and real-time data sharing between physical
systems and their digital replicas, and therefore, suitable for
digital twin technology. The adaptability of PLCnext
technology allows for easy integration with various
communication protocols, expanding the effectiveness of
Digital Twin Technology in monitoring, controlling, and
analyzing industrial processes.

B. Definition of Digital Twin Technology

In the manufacturing sector, the concept of DTT was first
introduced by Michael Grieves, the University of Michigan,
in his presentation about Product Lifecycle Management
(PLM) in 2002 [3]. The author presented a conceptual model
for a virtual, digital representation equivalent of a physical
product that includes the real space, virtual space, and the data
and information flow between these two spaces.

As time went on, more details of the DTT were provided,
explaining the DTT as a mixture of the real and virtual worlds
that reflect each other to check how the real-world part is
doing throughout its life [4]. This gave a peek into what the
DTT is about and what is involved in it. Then, it was discussed
that the DT holds all the important physical and working data
of a product or system [5]. This highlighted how data moves
and how control between the real and virtual models can be
happened.

The story of the DTT kept evolving, and it was described
as a bunch of virtual information that shows a real or possible
physical product in detail, from its smallest parts to its overall
shape. The importance of comparing a Digital Twin to its
actual design to make the final product better by fixing any
gaps between planning and doing was emphasized.

Later on, the DTT was called a living model that represents
a real thing in the real world or the real system, which keeps
changing based on new data and can predict what the real
thing will do next [6, 7]. These definitions pointed out the
lively nature of the DTT and its ability to get better over time
with more information from the real things, focusing on
watching it in real-time and predicting maintenance, which is
quite useful in some works such as construction work,
manufacturing work, etc.

Building on these ideas, this study defines Digital Twin
Technology as a virtual replica of a real thing, made possible
by sensors, communication networks, data, and 3D models.
These tools allow for real-time updates and two-way
communication and coordination, making sure that the virtual
models stay a true copy of the real system in the real world.
This definition wraps up the technology, features, and purpose
of the DTT.

III. METHODOLOGY

The goal of this research is to examine the time delay in
data transmission involved when wusing different
communication methods and protocols in a Digital Twin setup
of a Smart Factory in industrial Automation 4.0. This setup
includes a Programmable Logic Controller (PLCnext AXC F
2152), Node-RED as a go-between of a PLCnext and a data
platform, Thingsboard as an IoT data platform, and the Unity
game engine as a 3D visualizer. The system works as follows.
First, the PLC sends data to the Node-RED, which then
forwards the data to the Thingsboard using either the MQTT
or the HTTP protocol. After that, Unity obtains this data from
the Thingsboard using either the WebSocket or the HTTP
protocol. The following sections explain the setup and the
reasons for choosing these communication methods.

A. Data Transmission fiom PLC to Thingsboard

Selecting an appropriate communication protocol is a
pivotal action for transmitting data from the PLC to the
Thingsboard platform, as it ensures a smooth data flow crucial
for the real-time operation of the Digital Twin setup. For this
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research, two protocols, namely the MQTT and the HTTP
protocol, are chosen due to their common usage and features
conducive for IoT and Digital Twin projects.

The MQTT protocol is known for its lightweight nature. It
also requires less network bandwidth that makes it suitable for
environments with limited connectivity. It supports real-time
capabilities of a system environment, ensuring timely message
delivery, which is crucial for real-time monitoring and control.
Since it is a lightweight protocol apart from the IoT, it is also
suitable for M2M (machine to machine) communication. This
protocol works basically on the principle of Publish/Subscribe
couple as shown in Figure 2 [8].

Publish MmQrT Subscribe s
Device Broker  fremmm=m=- J Client

Publish - ceeeeen Subscribe
Fig 2. Data flow of the MQTT protocol.

From Fig. 2, an IoT device can publish data in a topic to
the MQTT Broker that acts as a data server. A client can
subscribe to the same topic and then obtain the data from the
MQTT broker. If, over time, the data of this topic has been
changed or updated, the client will then get the new data from
that topic automatically. In this case, the Thingsboard
platform acts as an MQTT Broker.

On the other hand, the HTTP protocol is known for its
robustness, being a well-established, reliable protocol for data
communication. It also supports the SSL/TLS techniques for
secure communications. It functions based on the well-known
request/response architecture as shown in Figure 3. The HTTP
protocol can transfer a large amount of data in tiny packets,
which can possibly cause more bandwidth usage compared to
the MQTT protocol. This behavior could potentially lead to
higher latency of the data transmission.

Http Request Http Request
Device Server Client

Htto Responsel Htto Response

Hitp Request === === Hitp Response

Fig. 3. Data flow of the HTTP protocol.

Fig. 3 depicts the HTTP protocol data flow that is based
on the Client-Server communication architecture. The client
will send the HTTP request to the server and the server will
send the HTTP response as the answer. The advantage of this
protocol is thatone can send a large amount of data. However,
this will cause more latency in communication.

In this data transmission setup, the Node-RED acts as a
bridge between the PLC and the Thingsboard, aiding in data
transmission. It is a programming tool for connecting
hardware devices, APIs, and online services together using
flow diagrams. In this setup, Node-RED receives data from
the PLC and forwards it to the Thingsboard platform using the
selected communication protocol, either the MQTT protocol
or the HTTP protocol.

B. Retrieval Data via Unity 3D Engine

When it comes to obtaining data into Unity 3D engine
from the Thingsboard platform, selecting the most appropriate

protocol is the key. The protocol chosen will impact how
quickly and efficiently data can be accessed and used within
the Unity 3D engine environment, crucial for real-time
interaction in the Digital Twin setup. In this research, two
protocols, namely the WebSocket protocol and the HTTP
protocol, are being examined as they are both well-supported
and can work well with Unity.

The WebSocket protocol is advantageous as it allows for
Full-Duplex Communication, meaning it can handle two-way
communication simultaneously, which helps in reducing
latency. It keeps a Persistent Connection open, cutting down
the time it takes to establish connections. However, it is a bit
trickier to set up compared to the HTTP protocol.
Furthermore, only some of the web environments support the
WebSocket protocol, which can be a limitation to some
applications.

The HTTP protocol stands out for its simplicity, being
easy to set up and widely understood. It is also well-supported
across many platforms and environments. However, it tends
to have higher latency since each request needs a new
connection, which can slow things down. Furthermore, it has
more data overhead per request compared to the WebSocket
protocol, which could be a concern to some applications.

The Unity 3D engine, a potent and flexible game
development platform, is harnessed to craft a digital twin
representation. In this setup, the Unity 3D engine will provide
the 3D models and virtual objects, as well as the possibility to
control and to interact with them according to the data
received. The data retrieved from the Thingsboard platform is
utilized within the Unity's editor to mirror the real-time status
of the PLC, thereby actualizing the digital twin paradigm. A
similar approach has been employed in a construction sector
to assess collision hazards in real-time, where Unity 3D served
as the platform for developing a digital twin of a construction
site, updated by real-time data from sensors and enriched by
artificial intelligence to forecast dangerous scenarios and
avoid fatal accidents. The development of the digital twin in
that scenario required modeling the environment, including
physical space, sensors, and mechanical physics, all of which
were handled efficiently within the Unity 3D environment [9].

C. Latency Measurement

Two parts of the data transmission latency are to be
covered. The first one is the data transmission latency between
the PLCnext device and the Thingsboard platform. This is to
measure the latency of the data transmission with different
protocols from the PLCnext device to the Thingsboard
platform. The latency is obtained by capturing timestamps at
two points: when data is received at the Node-RED read node,
and when the data is updated in Thingsboard’s telemetry as
shown in Figure 4 below. The latency is then calculated by
subtracting the first timestamp from the second timestamp.
The Node-RED flow that has been used is shown in Figure 5
below.
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Fig. 4 Node-RED timestamp and Thingsboard's telemetry.

Fig. 5. Node-RED flow used for sending data and getting timestamps.

Fig. 4 shows the timestamps of the data being transmitted
from the PLCnext device to the Thingsboard platform. This
was seen as a first timestamp. The timestamps were then
captured again at the Thingsboard platform where the
transmitted data arrived. This was seen as a second timestamp.
The latency is calculated by subtraction of the first and second
timestamps. Fig. 5 shows the Node-RED flow used for
acquiring the data from the PLCnext device and then send to
the Thingsboard platform.

The second part of the data transmission latency
measurement is the data transmission between the
Thingsboard platform and the Unity 3D engine. To do this for
the HTTP protocol, a Unity script is utilized to send HTTP
requests to the Thingsboard platform and measure the time
taken for each request. This was done using the Stopwatch
class in the Unity script. The stopwatch.Restart() method is
called before sending the HTTP request, and stopwatch.Stop()
is called once the data is received. The elapsed time, in
milliseconds, is logged to measure the latency.

For the WebSocket protocol, a Unity script, utilizing the
WebSocketSharp library, establishes a WebSocket connection
to the Thingsboard platform. The Stopwatch class is again
used to measure the time it takes from the moment a
subscription message is sent to the moment data is received.
When the connection is opened and the subscription message
is sent, the stopwatch is started. When a message containing
data is received from the Thingsboard platform, the stopwatch
is stopped. The time that has passed, measured in
milliseconds, is then logged to calculate the latency.

These mentioned methods provide a structured approach
to measure and to compare the latency associated with the
HTTP protocol and the WebSocket protocol for data retrieval

from the Thingsboard platform to Unity 3D engine within the
Digital Twin setup.

IV. RESULTS

A. Obtained values

The experiment was orchestrated to evaluate the latency
associated with different communication methods and

protocols in transmitting data from the PLCnext device to the
Thingsboard platform. The results of this communication part
can be obtained from Table I. Subsequently, the results of the
communication part of retrieving data from the Thingsboard
platform to the Unity 3D engine can be obtained from Table
II. The data was acquired from the Thingsboard platform with
100 values using both the HTTP protocol and the WebSocket
protocol. The results describe a distinguishable difference in
the data transmission latency between these two protocols.

TABLEL TRANSMITTING DATA FROM THE PLCNEXT DEVICE TO THE
THINGSBOARD PLATFORM.
Metric MQTT (ms) HTTP (ms)
Mean 126.667 341977
St. Dev. 47625 59.111
Max. 320.789 634.207
Min. 90.123 300.358
Median 126.508 336.876

TABLEII RETRIEVING DATA FROM THE THINGSBOARD PLATFORM

TO THE UNITY 3D ENGINE.
Metric HTTP (ms) ‘WebSocket (ms)
Mean 287.882 259.322
St. Dev. 78 70.2
Max. 1160.115 378.208
Min. 278.627 260.548
Median [ 288.952 265.006

B. Findings

Table I reveals a significant contrast between the MQTT
and HTTP protocols concerning the speed of data transfer
from the PLCnext device to the Thingsboard platform. MQTT
stands out due to its rapid average transfer time of 126.667
milliseconds (ms), a stark improvement over HTTP's average
of 341.977 ms. This efficiency is paramount in the field of
Automation 4.0, where immediate data transmission is crucial.

In Table II, we focused on the rate of data retrieval from
the Thingsboard platform to the Unity 3D engine. WebSocket
takes the lead with an average retrieval time of 259.322 ms,
outperforming HTTP's average of 287.882 ms. More than just
speed, WebSocket provides a more stable connection, a key
factor for the dependable performance necessary in Digital
Twin applications within advanced automation systems.

The reliability of WebSocket's data retrieval performance
and MQTT's faster transfer times consistently underline their
importance in Automation 4.0 ecosystems. PLCs are the
backbone of these intricate networks, continually transferring
data that is essential for real-time decision-making and system
modifications. Because of this, the effectiveness of MQTT in
quickly conveying data from PLCs to platforms, together with
the dependability of WebSocket in data retrieval, is not only
advantageous but also necessary. The operational integrity of
Digital Twin models is strengthened by this synergy, which
also improves the adaptability and intelligence of Automation
4.0 systems and optimizes system-wide reactions.
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The learnings from this experiment are helpful in guiding
the choice of communication protocols for Digital Twin
setups, with the aim to reduce latency and improve real-time
interactions. This finding adds to the growing understanding

Chapter 4. pp. 85-113, doi:10.1007/978-3-319-38756-7_4.
Available:
https://www.researchgate.net/publication/306223791_Digital Twin
_Mitigating_Unpredictable_Undesirable_E t_Behavior_in_C
omplex_Systems. [Accessed Aug. 16, 2023].
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control. and decision-making Especially in Indusiry 4.0 and Next-Gen Manufacturing," presented at the 2020 9th International
s G e Conference on Industrial Technology and Management (ICITM),
Automation 4.0 where the real-time communication is one of 2020, pp. 7377, doi: 10.1109/ACITM489822020.9080395.
the keys for successful digital twin implementation. Available: https://ieeexplore ieee org/document/9080395. [Accessed
Aug. 16, 2023].
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of different communication protocols for real-time data Technology in Construction, vol. 26, pp. 58-83, 2021, doi: 10.36680/
transmission in a Digital Twin setup utilizing the Unity game j.itcon 2021.005. Available:
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platform, and Unity 3D engine, the delay associated with the Aug. 16, 2023].
MQT.T’ the HTT?’ ?nd the WebSochet protocol “was [6] 1. Moyne et al., "A Requirements Driven Digital Twin Framework:
ex-ammed. The data indicated a more consistent data retrieval Spiecification ‘and: Oppostuities” . JEEE " Access: Wal, 8, pp.
with the WebSocket protocol compared to the HTTP protocol 107781-107801, 2020, doi:  10.1109/access.2020.3000437.
in the Unity 3D engine environment. Moreover, a lower data Available: https:/ieeexplore.ieee.org/document/9109299. [Accessed
transmission latency with the MQTT protocol from the Aug. 17,2023]. . )
PLCnext device to the Thingsboard platform compared to the 7 Xthg J.Lu, and D. Kiritsis, "The emergence of cognitive digital
HTTP protocol is found out. These findings bprovide a twin: vision, challenges and opportunities,” International Journal of
i .p 5 : gs P! : Production Research, vol. 60, no. 24, pp. 7610-7632, 2021, doi:
preliminary understanding of how the choice of 10.1080/00207543.2021.2014591 . Available:
communication protocols could impact the latency in data https:/www.researchgate net/publication/357314650_The_emergen
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including the measurement of delay using a stopwatch Accessed Aug. 18, 2023].
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communication frameworks in Digital Twin setups. 10.1109ICIRCA.2018.8597401. Available:
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Factory setting. The data transmission latency in real setup can
be then measured and evaluated. This can be used to adjust the
settings and configurations of the Digital Twin setups in the
future.
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7 AMANUIN

7.1  JundunIsIaNia PLCnext AU PLCnext engineer
1. [WeuselAdes PLC Whiuraufiames daeais LAN

2. 1Un Network & Internet 1@aniide Ethernet wazAdni Change adapter options

Settings - - 8
e Home Ethernet
Find a setting P Ethernet
No Internet

Network & Internet

& Status Related settings

7 Wi-Fi Change adapter options
7 4

Change advanced sharing options
I ¥ Ethernet

Network and Sharing Center

Dial-up
Windows Firewall

% VPN

Q Get help

'%’ Airplane mode
& Give feedback

) Mobile hotspot

@ Proxy

AT 42 wtieng Network & Internet
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3. AANY9 Ethernet 97ntiuldaen Properties

E‘ MNetwork Cennections

1 Ei » Control Panel » Metwork and Internet » Metwork Connections

Organize * Disable this network device Diagnose this connection Rename this connection
i/ Ethernet S Wi-Fi
%g, MNetwork 4 ;g Bl MAGETY bue Infareaatics
W Intel(R) Ethernet Connection | G Disahble dapter
Status
Diagnose

) Bridge Connections

Create Shortcut
Delete

%
G Rename
¥

Properties I

ANl 43 na Properties 999 Ethernet

4. fudandnd Intemet Protocol Version 4 (TCP/IPva)

0 Ethernet Properties X

Networking ~ Sharing

Connect using:

? Intel(R) Ethemet Connection (7) 1213V

This connection uses the following items:

l?Clierlt for Microsoft Networks "
’:? File and Printer Sharing for Microsoft Networks

T Npcap Packet Driver (NPCAF)

008 Packet Scheduler

3 Bridge Driver

'8 Int=met Protocol Version 4 (TCP./IPv4)

O i Microsoft Netwark Adapter Multiplexor Protocol W
< >

Install... Uninstall Properties
Description

Transmission Control Protocal/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel

AN 44 A5Laen IPva
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5. fimiug 1P address agludsuauifediu wagviusiuiu Default gateway v8d PLC

Internet Protocol Version 4 (TCP/IPwd) Properties >
zeneral

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IP address automatically
(@) Uze the following IF address:

IP address: | 192.168. 1 . 20 |
Subnet mask: | 255 .255.255. 0 |
Default gateway: | 192.168. 1 . 10 |

Obtain DMS server address automatically

(@) Usze the following DNS server addresses:

Preferred DNS server: | . . . |

Alternate DNS server: | . . . |

[ validate settings upon exit Advanced...

—

AN 45 Msivualviogis LAN wienfiu
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6. WalUsunsu PLCnext engineer Wazlaon Project nesnugiedle wazidoniaus Online

Controllers

Bl PLCnext Engineer - C:\Users\Admin\AppData\Roaming\PHOENIX CONTACTIPLCnext Engineeri2023.6\NEW\PROJECT2 powex

Fle  Edl  View  Projeel  Extas  Window  Help
. -
e B S B

PLANT = Project X ~
KA W Searc - s =
BXS Search T % Sefings 52 IP Subnet (] Description () Onine Conlrallers v o

=5 Project -
Online Controllers CE-
[Seke v|@ Y | search Ed

‘ Name of station (Project) < ‘ 1P address ‘ ‘Subnet mask ‘ Defauit gatewray ‘ Type ‘ Revision ‘ Status ‘ Name of station (Online) ¢ ‘ 1P address ‘ Subnet mask | Defaut gateway ‘ Type | Revision | MAG adcress |

AT 46 %AN9 Ul U89 PLCnext engineer

7. Aand drop down icon Tiden Ethernet

= Project =

7 Seffings 5= IP Subnet [ ] Description () Online Controllers

Select W @
€ Local Area Connection® 9 Microsoft Wi-Fi Direct Virtual Adapter

€D Local Area Connection® 10 Microsoft Wi-Fi Direct Virtual Adapter #2

pateway

Wi-Fi TP-Link Wireless USB Adapler
Ethernet Intel{R) Ethernet Connection (7) 1219-V

AN 47 @enwasnidausany PLC
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8. ﬂﬁﬂﬁﬂqﬂ Scan the network

Ethernet Intel{R) Ethernet Connection (7) 1219-V

‘@ =

I |
AT 48 N15NA Scan network Lie AU PLC

1

7.2 msahauazldeudasualu Unity

1. AANYMANUNINGIUYDIUBe Assets A1N1ULEDN Create

@ My project - SampleScene - Windows, Mac, Linux - Unity 2021.3.21f1 Personal <DX11>

File Edit Assets GameDbject Component Window Help

a® Game

Create
Show in Explorer

Open

Delete

Rename

Copy Path Alt=Ctrl+C

Open Scene Additive
View in Package Manager

Import New Asset...
Import Package

Export Package...

Find References In Scene

Select Dependencies

Refresh Ctrl+R
Reimport

Reimport All

Extract From Prefab

Eroiect Gonacis Update UXML Schema
+-
* Favorites e Open C# Project

View in Import Activity Window

Properties...

Al 49 nsas1a Script lu Unity

Scan the network.
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2. wa9niden Create uda TAden C# Script

Create

Show in Explorer
Open

Delete

Rename

Copy Path Alt+Ctrl+C

Open Scene Additive
View in Package Manager

Import New Asset...
Impaort Package

Export Package...

Find References In Scene

Select Dependencies

Refresh Ctrl+R

Reimport

Reimport All

Extract From Prefab

Update UXML Schema

Open C# Project

View in Import Activity Window

Properties... Alt+P

Folder

C# Script

2D b
Visual Scripting >
Shader b

Shader Variant Cellection

Testing >
Playables >
Assembly Definition

Assembly Definition Reference

Text 3
TextMeshPro ¥
Scene

Scene Template

Scene Template From Scene
Scene Template Pipeline
Prefab

Prefab Variant
Audio Mixer

Material

Lens Flare

Render Texture
Lightmap Parameters
Lighting Settings
Custom Render Texture
Animator Controller

Animation

A7l 50 NM5a313 Script 1w Unity (910)

3. ATRAASUANAS1IMUADINTS

MewScript]

Al 51 N5Te Script Tu Unity
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4. ¥n1s Coding auAsATuly

ﬂ File Edit View Project Build Debug Test Analyze Tools

Debug

AN 52 nMsilBulAnas Script
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5. AANUI1N Y84 Hierarchy 1den Create Empty agtduni1sasne Game Object tioldidunld

Script a1l anulely Scene

Cut
Copy
Paste
Paste As Child

Rename
Duplicate

Delete
Select Children
Set as Default Parent

Create Empty
3D Object
Effects

Light

Audio

Video

ul

Ul Toolkit

Camera

Visual Scripting Scene Variables

A7l 53 N3a313 Game Object

6. \ian Game Object 7i@319 1don Add component T9ild Script Adaulanasaudn

© Inspector

s GameObject

» Layer Default

Add Component

Pt

Search

ript
ipt

a1l 54 msld Script aslulu Game Object
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7.3 dayamiuandmiunsesurelanilvilasdu

1. 1w Library

System.Collections;
UnityEngine;

UnityEngine.Networking;
System.Diagnostics;

A9 55 TAnnsun Library
2. UsgniAuazlnuA1fuls

serverUrl = "
accessToken
deviceld = "
pollingInterval = &
Stopwatch stopwatch;

AN 56 Tann1sUsEnAs LU

4
Y

3. ilimsfledayanasniia1niy interval Anaenld

IEnumerator PollTelemetryData()

I
L

while {

T
L

yield return GetTelemetryData();
yield return WaitF .

A wd 57 Taemmualilansudu Loop Wuseviuniifinivun
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4. vinnsfstayaan@sviaes Tnesudunm devefdaya wasngndunanledvewdsadu

IEnumerator GetTelemetryData()
T
L
stopwatch.Restart();
url = $"{serverurl}/s

yhebRequest request = Un
request.SetRequestHeader( "2
request.SetRequestHeader(”

yield return request.SendWebRequest(};
stopwatch.5top();

if (request.result == Uni
I
L

request .downloadHandler. text;
UnityEngine.Debug. ("Te v Data: " + jsonResponse);

Telem .: etryDat: nUtility.Fromlson<Telem ar(jsonResponse);

UnityEngine.Debug.Log("Time taken: " + stopwatch.Elapsed.TotalMilliseconds + "
yield return

»
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