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This thesis proposes a feature selection method of network intrusion data
which are the heuristic greedy algorithm (HGAIS) of item set. And | find appropriate
function error for heuristic greedy algorithm. n our work, | compare with chi-square
feature selection and popular method of feature extraction is the principal component
analysis (PCA). After proposed feature selection and extraction steps, we use standard
supervised learning algorithm that is radial basis function (RBF) for evaluating the
significance of the selecting features. Evaluation of the propose method is performed by
KDDCup99 intrusion detection dataset; 13,499 randomly sampling patterns with 34 data
dimensions. Our experimental results have more performance in accuracy rate, recall,
precision, F-measure, false alarm rate and processing times. Moreover, experiments with
other datasets to make sure that feature selection with propose method has more or
less effective.

The experiment results show that, the classification accuracies measure with
feature selection by the heuristic greedy algorithm produces better accuracies as

compare to the PCA feature extraction and chi-square feature selection.
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e [2—_1 —1—;{” ]=[8]

w1 A = 3
[2—_13 —1_i 3: [z:] - [8]

5 2=l



14

oo =[]
R | W B
[_41 1} [zﬂ - [g]
[, = (1)

a4 o PR . ¢ v W o o«
wastllourlanunnmesnldillupauiutoyaifn 94

Lol
szilumsmuunidoililddeyalyd
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NSLEONANBULAIVAENA LAAWADS

N15LEPNANWUELUUNITAANSDY (Filter-Based Feature Selection) d@rulugazld
Reuluvsadiviodauluvnanguiaisauwne (information Theory) lunisdnnsasdnimne
FEnadendnunzuvunmidansasiiduinglenldiu iy Chi-Square Information Gain way
Relief Algorithm tTusy lusnineniwusilah Chi-square Algorithm {Ju3sRldlunisiden
dnuy lnfidradflaauans (Chi-Square) Havineemuduiudsewindnuuziuaanarnau
WodnddudnwuzauaTsd dynada Faunserwindldauaunian (2.6)

(0ij—Eij)?
X’ = X———" (2.4)
Eij
T 0y; Ao SRR ST
E;; fio AaNAAu.
Toud Ej AmandlFRinaannnsi (2.5)
(RTi)(CTj)
Eij = — (2.5)

< a -
W9 Ry, fio savinyesaundnluun,
Cr, fin nasIvesENNBnlunpdud

N fo 3nuuauiinvisnus

< @ 1 v o v v a 1 14
A5 2-2 1w uyedeyailniildusynaunisindulaluniseanluidunady
= 1 A = s a a k3 1
laafissuIINanImeINIARNY 4 elidnwne 4 dnvarludsznaunisindula laun Outlook,
P . A o e = A vVt
Temperature, Humidity wag Windy uazeaamlummavlunisinduladididulylafe ves

v3a No



o L 1 i is o 1
m31391 2-2 fhegyadoyaiiniliussnsunsindulaniseenluidunad

No. Attributes Class
Outlook Temperature Humidity Windy

1 sunny hot high false No
2 sunny hot high true No
3 overcast hot high false Yes
q rain mild high false Yes
5 rain cocl norrmal false Yes
6 rain ccol normal true No
7 overcast cool normat true Yes
8 sunny mild high false No
9 sunny cool normal false Yes
10 rain mild normal false Yes
11 sunny mild normal true Yes
12 | overcast mild high true Yes
13 | overcast hot normal false Yes
14 rain mild high true No

o 1 o 1 o is a5 A
WJBEJ’IQﬂ’liﬂ’IU’JL’UVI’]?’]"IﬁﬂfﬂlﬂZ“iLLﬂ?ﬂﬂUl%‘U@l&ﬁ'\ﬂﬂGﬂi’Nﬂ 2-2

d =y ar
LIDWIIUNAN WY Outlook

Ao v
wanunndnale (0)
as o ( = i = 1 | e
INANYUE Outlook U 3 A1 A8 sunny overcast LA rainy layAuAazAl

16

ANMUDTANNALA ABIIAIRBU Yes 91U 2, 4 way 3 MMUATHU LazilAnmayu No $147u 3, 0 uay

o ar M oB <
2 ;waneiu asulasiannsneh 2-3
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= e o v a
N17799 2-3 AUON ﬁLﬂGﬂﬂ‘Uaﬂaﬂwmx QOutlook

Yes No
sunny 2
overcast q 0
rainy 3

winuiiemands (£)

Fogran1sniaudfiniaviivasdneme Outlook Wy Miaudaiauiives
sunny TRAADU Yes Tnonasineasswauandnlunnives sunny Wiy 5 wasamresduay
aundnluneduivasdimau Yes winfiu 9 uasnasiuvasauadnauaiin 14 dAsng 9
wanildunulugunnsit 2.5) taeed

5x9
14

E(sunny, yes) = = 3.21

AILUAILAYNANANISIBIANYAY Outlook @3Unsn1s1ev 2-4

A odd Y )
#1519% 2-4 AMUNVIATANISUDIENYME OQutlook

Yes No Total
sunny 321 1.79 5
overcast 2.57 1.43 a
rainy 321 1.79 5
Totatl 9 5 14

ATUIMVIAIED R LAGLAISUBIANWLY Outlook
o o o o 4 o o o | o |
TagunaudNgsnetazaudnatawlan e undalunsuvun wiuluaunisn

(2.0) et

2 _ (@-321)% | (4-257)% | (3-3.21)°
x*(outlook) = 3.21 MY 3.21

(3-179)2 (0-143)% (2-179)?
1.79 143 1.79

x2(outlook) = 3.55

fatuAEnA lAaLASY0IdnYE Outlook Winfu 3.55
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Tassdreusvaifienuuuianduiniigiu
Tnonvunieuldlasssussamiisuuuuitedtusaiisu HulaseigUssamiion

o3
[
1 ar ar 2/ i/

Jaulutromiuuuaistu svdsznavlume 3 9 ldun fusudoyaidt Tureu uastudeya

[
a7 A

a = ¥ o | 1 w MNx1 @ &
aan (S.Chen, 1991) sanwndl 2-5 laaduisidunsdesznindusutoyadn p eR™ Tdsdu
v Mx 1 [y o ) =
foyason Y eR™ aeliivoyananvonniotiufaunisn (2.6)

Vi = L= Wi Dic(llp =) (2.6)
ool Wy, #e abmiinihseulusudeu

s fe dwnihseulududeu
C  fo LnnaigRRudna

Input Radial Basis Neuron

a = radbasi | w-p Il &)

ot 2-4 Tasetedseamifsunuuiaidusais
(Fan http://matlab.izmiran.ru/help/tootbox/nnet/radial 74.html)

ATt

Murat Karabatak Wagenig (2009) Wnauasuidoiios A New Feature Selection
Method Based cn Asscciation Rules for Diagnosis of Erythemato-squamous Diseases ]
diauesnuiinmsidondnunruuiugiuuesngaimduiug (Association Rules) way Tasatny
Usgamiflon gritauadimiunisitiedulsa Erythemato-Squamous BsRelsaiamilaviinnils
Tnengaauduiusififoanduiudnvazvedaya warlasuingyssarmiiioulddimiy
NSLVIUNITNSIMUNNGY UavU3suUszandnwiuidnsidendnyuedsau wdaannldng
mruduius dendnumueansoandIuIuan 34 anyue Wwhe 24 dnvay 18nsin1sdiwunngy
QnAes 98.61% FelviArainugndosunnitfudeyadilailitiunisdendnenzuaznisiden
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ar aaia] v ' o v = w o & 2 o '
anwuEIsU 9 NaﬂqiﬂﬂaaakLaﬂﬁlﬁLﬁuq']ﬂ’ﬁLaaﬂaﬂwmﬁiJﬂ'J’lﬁJﬁ’]ﬂfg LL33W7‘[WH’]3Q']LLUHﬂEJN
Joyauiiaifadulsa Erythemato-Squamous Idetnaiiusednsniw

=

Jianwen Xie Wazawy (2009) 1ﬂu’1LauamuwaL‘ia~3 Feature Selection Algorithm
Based on Association Rules Mining Method laginiauaiinisidendnvusuuinaiinvaanyg
Awduius anfandnvestunauisithiavefemsmdnvarinmuduiudfuvssdnuuy
aanalaeleiniminganuduius nansveassiuvane 9 gatoya wavilSeumisuiuiinig
dendnunedio3itu q wasdliifiuidsiiaueldsuudnvnsidosniuasnadwiiduiiul
wala

Mansour Sheikhan kagmay (2009)111aLa31u3 58138 Misuse Detection Using
Hybrid of Association Rule Mining and Connechomst ModelmgImmﬁmimauamunﬁi’m
msmu.unnamwaswﬂmauuuwmmuﬂungmmauwuﬁ Lwamuunﬂamauamwwms‘un
30 KDDCup99 31w 5 ama TasiFeuifisufumssinunngumofidunsaunuumasdu Fana
nsvaaes MSunnauR e SEURssuLUIattuan s LN naulFATUARIE DoS was
Probe wilsiualiififuaana R2L uag UZR usiddnasiinausawnsaduunnguldddunnaana
warlduadninnmmatuiidnit wimenulanaiadiuinainisnisidiauaagnnniinis
Suunnguiomaiidunsounuuratedu uidilduadiiniinisiangulaansmanaisuuyie
waslassrigyssamiiauwuuiaitushig

M. Anbarasi wazanz (2010) Uiauaeuidui3ed Enhanced  Prediction of Heart
Disease with Feature Subset Selection using Genetic Algorithm Imﬂﬁ?\;ﬂﬂ‘isaaﬁ’uadmuaﬁa
daonsdiuvssansnmnsiunansidadelsaladonsansaudivindneuy 3404
funouitidsiugnssulunisandiurudnvuzessdoyalaniale aanduiudnenmiy 13
anvuy nde 6 anwuz waziliouisumsihuismeanitae warud sulidaguls waznis

(3

i o faM Ve 2 vas o o Y 1Y ] a o ¢ & u
Qﬂﬂﬂﬂ Naa“f\lﬁmﬂﬂa mu‘li,liﬂﬂﬂuelﬁlﬂflﬁfﬁﬂﬂquqﬂ‘lmgﬂmaﬁ LLaﬁﬂqﬂqqﬁJNﬂwaqﬂﬁﬂJU“'imLﬂﬁUUE]U

[4

naEnsds uildnasnnnia

Onur Inan wasAme (2013) Widuesnuidoidos A New Hybrid Feature Selection
Method Based on Association Rules and PCA for Detection of Breast Cancer %QﬁWLaua
Bnsuaulunisidondnuuzdmiunisasatulsaussoien Tneidnsitave.Junisswdiu
sewhangeuduiuiuas msiesgasusenoundn npanuduiusuietuneuds aprior iy
mavlumsBendneaziivinzay ntuidneusledunnsiiasiosdl s noundnuas
Suunnguielassieyssamiioy dlsvagouiugndaya Wisconsin Breast Cancer $112u 9
Snuny adendnunriutunouiiiiausssmiednunesuiu 6 dnwaly :NNSMadey
FEnnsidiaueaunsnanswiudneay lWhainsFeuilunmsduunngulisnds wazile
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W3suAuisnisdu 9 Usingidimsiduavsduluavidmnugnieslunisidadelsauanse
wienldunnin3snsdu g

Jing Zhanguay Az (2003) 1M 11au091433013 09 ANew Heuristic Reduct
Algorithm Base cn Rough Sets Thecry Lﬁaamnmiﬂwqwﬁmmadwwmu VWudtnng
adinenanslunsiiasisiveyafiinuaguiade uazauluuiueusinyningly anenauiAd
Tudndumdianudfyvesquandd tavnduanuesdnsusiuuizaufianainnisden
Snwardaeisildnaiu Suhiauetuneuiiiaiafnuuiugutesvnuiiunet \aeuifon
Fulmvasdnuaiziivunzauuazldinanios uanisveasafuyadoyavats q yauamaliidiudy
dulugsnisidnaveaiuisamduiravasdnuusglfinunzauiianldogiasniuasi
Usyangnw

Khazaee Saeed wazAmy (2011) YnausiAdeidos A Hybrid Model Based on
Feature Extraction for Network Intrusion Detection am%%’sﬂ'xjwmaLﬁaﬁnwmmmﬂulﬂlﬁ
rpamsUszgndiEnsatndnuuniionunmsnsadunisyninuuuiaga lnetunsuvaansadin
dnwuzagldnisduunnduuans q # Woindnwasluifvinliinanseuluduan waadu
aszomnviiavenisiiuunngudie veasuiuysdeyayngnia3otis KDDCup9 $1uaw 11
ana Wt muiugilunisda wansvaassuanslifiuiniamsindunisygndieisnisada
audnuny ussdvsnminiilifidurounisatnaudnem: Wilufumes Sasinissuunngu
§nsimsmsradudynsn uasdanuiawaradaandeSsuitsuiuisnisiu q

Adel Jahanbani warame (2012)Unauss1uifeidor A New Approach for
Detecting Intrusions Based on the PCA Neural Networks lne3§nnsiltinausfiossuunis
Tuundeyasyuulvi Inglilesuinsdszamisunmsiiessiesiuseneundndwiunisasadu
nMsunindiiensIdumsynsnlviisansasntuiasauisnaradsuanduiimels annis
naassfuyatayanisns1adunisyngn KODCup99 Wisuifinuiuiinisdu q 16i138ms7
thiaueiiusevBnmilidniwidlududnsinisnsiadu uaraufianaadisuan

Shailendra Singh wazawy (2011) diausds1uidoiios An Efficient Feature
Reduction Technique for Intrusion Detection System ldthiauaiEluidmiunsandnumeds
IHluduvasnisasiadumsynsnieiedis Jsteyaiivunluguasidnuuednaumn uagani
M5t s 1eiesdUsenaundniifedndalivunsaufugadoya Alidnwasidunsdiaunsg
wisnguls Fsldinausidnisinfifivssinsnwoguuiiugunes Generalized Discriminant
Analysis (GDA) tnannsidandnuesfl Discriminant 1 nflaa Rl Fouifioulsvdndainis
Wisudunsaindnuaeaion1simssesdusznoundn wasSwunnguais I5uuudanisdn
szivuiaies uassuilindula ca.5 wamsvaassuandlifiuiniSnsiviaualiunaldiinns
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AnTzissiUaznaundn vl uressnmmeesadu arufianatadauin wasnaiitidluns
IuIuaTNAADY

Iftikhar Ahmad wazAme (2011) Yranesiddeiine Optimized intrusion Detection
Mechanism using Soft Computing Techniques Wiaueiin1in1nsradunisynsn fuyadaya
KDDCup99 Tasldmsiiameiiosdusznoundnifiolilidoyayalminarlddunouifideiugnssy
Tumsidondnvueilmungan Suunndudeisdwwomanmaiuusiu YssAninimuesisnmsd
iiaueiavihluisuiiounudu q mnmmeassaslsiniinsfdueaueiiiuisdaianiunns
aratumsyninidaieuiiouduiinisdu q fannseandwauresdnuny vdnins
757930 waranaulanaialauinliudursanisnsniunisyngnaie
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Tuunilagnanis ‘Uzumaufi%'m5ﬁ1Lﬁuawumimmﬁ’umiqn§n Failviadanaluil

1. dnwreuduldls

2. SunaunsAivey

3, mzumaum%awﬁa;daﬁwﬁw

4. FumeumsiBendnuasdnedunauiniainninaiagliudnnis Aprior

4.1 funsumssanuuuiaiduiawans
dupeunsatndnuusirisinseiesdusznaundn
dupsunisdondnunsioeatilaanaig

L

- TumsunsSwunngueelassessanisnuuuieiduinigu

0~ O N

GUMDIUNTITIAUTEAVEN W

Anwrarudululd

31/1mﬁwus“iﬁi’mqUizaaﬁLﬁeﬁnmmsamﬁwmumaa%’agamsqﬂ'gn \WioamsonTIady
msyngnlsiogamainagiussavsnm fnwgndesiige Fnnisdnumgud uazauide
agliFinisidondnunziotuneuisitainnied wisiBnmsidandnunsfeisty 1 wavns
ANAANBEULLAY ﬁmmﬁﬂﬁmﬁaﬁﬁmmm%’usﬁ”au‘uaa‘ﬂ'm&a anunsaaninuudnvurnlndnwuy
Aanuddysenisnssdunisyngn Tasasnaaeunisasradunsyndiedsnisdiuunngulas
Tasspdsvamifonnuuiaiduseigiufuyadoya KDDCUP9Y (nvine, 1999) Fuduynadoya
msyngniadodefiunsgu Wsinseiiuiouiisuradwsareniugnies Suduifiveniinusi
fiudululdforussanussasd
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JURDUNITALUUIU

KDDCup99 Dataset

 Pre-Proceazing
Pre-Processing
Dataset

v [— Classiﬁcaﬁon

—1 Featws Selection -

¥

Radial Basis Function
(RBF)

Principal Componant Analyais
(PCA)

Chi-Square
¥

(. System Evaksbon |

Heuriatic Greedy Algorithm of
Itemast (HGIS)

Accuracy Rate

I Reacall —|

‘ Pracision |

l F-measura T

| Falsa Alarm Rate J

ProcessingTimas

< & s A
AW 3-1 TURDUNTIALUUIY

thdioya KDDCup99 sunsynsndudoyalaoinaudnuuzuisnudnuuiisuiy
ponlu mfuddoyaillériunsyununindendnuuedetuneuiisainnind 1Wisuiteuiy
nsafnAnYNEAIINTIATIYoIAUsENBUVAN LasnsidandnuusiuAaliilaauals uas
naapulszdviniwnisnsadunisynsnienisiwunnguislasiisUszamiisuuuuianidu
$aist Tnedausean3nméneisnisane o wanstunounisdndunlddanind 3-1

365251
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tumouiisudoyatind

feyaiiunldlunisiuvunaass iiuteyaildangiudeyaniing (Knowledge
Discovery in Database (KDD) Cup Data) dufugadeyalutl 1999 gndeyatignasrsatnnis
91809n715190AVBIEYUNTNN U.S. Air Force Local Area Network H31u1uusean 4,900,000
wieya i 41 audnwuy Sufeyasgluzuuvuresdydnual wagdwiued lnenudnvuzaavig
fio Class Muaueninteyayalariudnunzunivdaynsn Tdnvauzvesdoyatauysnl ol
soniilu 5 Uszianlug) #e Normal Dos Probe R2L wag U2R laefludazdssinniisiualy
Wi

Wosendaya KDDCUP99 fuaunn dafu luAtodnlvgFuuniliFendoya
Wiee¥euas 10 uasiieazainlumsasuuazvaaeuUsydniainvesszuunsisideinnisgu
JayauUszanm 13,499 yadeua (Patterns) lnsuunduuszinn Normal §1uau 4,107 yadaya
Dos $1uu 4,107 9adoya Probe 91u7u 4,107 9adaya R2L 417w 1,126 9adaya uay U2R
F1uau 52 yedeya uavdaunAudnvusiliinasenisisroenly 1y Basic Features way
andnwardtianduaudiomn Javdoduiunudnuuy 3¢ audnwas dwduldlunismean
fumply

Sumpunsidondnuurd1e33nMned BaRnn3ad
9ndeya KDDCup99 AlFlumsnaassvidaansiunssuiunsindoudeyaud oo
Snwnizvavan 3¢ S dau items Selliavn 34 iterns o
{1,2,3,45,6,7,89,10,11,12,13,14 1,16,17,18,19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34}
mnaan‘umanwmu (Itemset) Ineisg13afnninfvadlaiuwnlnyalnsendsanaiiy
ssuvseanidu 2 dumeau fe msmmanwmmmumu warmaindnungivanoenidluiie
W seAvianm Jaiiianiseed
1. fuspumsmendnunggiu
Fumauil 1.1: @819 1-itemset TneusardnuusnAdanamaniaituiinnain
lavldlaseneUssamiiiouwuuileiduseignu
fumauil 12: a¥19 2-candidate itemset Taon stusagdnuuznFugiungng
Snwuedululy uaza@anarnandlasduiionain Inoldlaseneyssamiiiouuuuiledduiad
§1U
Fupowdl 1.3: a¥1a 2-temset Tapth 2-candidate itemset PiiAAanantaynia
wiaiafudulgnuun 1-itemset ¥99 2-candidate itemset faaunasi (3.1) e (ab) Aoy
anweg ARANAIAYRSANWY {a,b) ABItBENI WS BWNAUARANAINUBENWNE {3} wag (b)

f{a, b} < f({aD) uae f({a,b}) < f({bD (3.1)
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Funoudt 1.6: vhanludumoud 1.2 Tnefinaunnees itemset lUien 9 qunseiald
a1s0a$e itemset lAdn

fumeudl 1.5: BN itemset 970 itemsets Wanuadiiafawatnsiiandudnuue
grudsldifugulunsiudnuugludustoly

2. SumpunsRLAn o

dumaudt 2.1 dudavdnuuevdounfuldiudnuue g1u uasmaiana1n N
Handutiawan laglulasaedssamiisnuuuiandusaisiu

fumeuil 2.2; Bonyednuusidamauianaaiigaufuguely uavtiudas
Snwuridumdruludunoud 21 Addanuianainmnidnvuesuvesdunoudl 2.1 widi
Tfudnuuzgulbuifld wazvnafanaannfladfuiionan Tneltlaseeysvamidisuuuy

5 c} (-] EIJ’ ﬁ] E.II L] nl ar =

JUABUN 2.3 vndumaud 2.1 wag 2.2 aunsevdldaunsaiiudnunzlesn wazideon
YnanwuEliAfHawaInfNgn

= fw o an v g ¢ - ” 1 o d ¢

TaanWanTuiawaranldiduinuenisidandneus tuaziinisnaasa o langui
WnnsaudInsunNs@endnwuglaeioasasnnIng
YumaunisoanwuursAtutianaindnsunisidonanwuzinedsgasannnsad
danesny
f o =g o I o s = o o =
Hefdunlddunmadanainvesdnuas s oynanvausludunouveimsidon

Vada a a & e = o a

Snvnzlneldigs5annniandansdin Fdludvnerinudiozyinisveasedu 4 Haddu laun
HGIS1 HGIS2 HGIS3 way HGISA TasilsuaziSundesialuil

Hommualy rmse fa Aauianainadsfidedes (Root Mean Square Error)
MNENNTIT (3.2) uar Nmiss Assuiufinouiia ﬁlﬁmnmsﬁﬂﬁmé’nwmwﬁwnszmumsﬁﬁ’l
mglasweuszamiitsuuuuiendusmiig

no(di—0)2
rmse = [% (3.2)

= = o ' I's o | = .
We d; #e Wuanedwadviinesioogndg
= s o oo oA .
0; #9 L ENANLAGIE1N §
n Ao MWLM DY WAIVLA
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1. HGIS
farFufianann HGIS1 AednmwiAawaniedoidsans Suduntsfndiniiu
Aawanaiiinindmeuildanmaiadnunzriunszurunsiiuda lidmeuiiiaviediai
IndiRsstudnouiigndesnntioaiiiods dil

F({itemset}) = rmse (3.3)

2. HGIS2
L= = ® < = o a ar 1 ¥ o
WeAguiawain HGIS2 ﬂE]?]’l‘LI'JU‘WG'IB‘UNﬂLllE)U']‘qﬂaﬂ‘lﬂme’IUHSSU?Uﬂ’WEQ’]

_CnE
Zhe

F({itemset}) = Nmiss (3.4)

3 HGIS3
& as a -4 1 = A o a o d
WINFURANATS HGIS3 ADNATINVDIAIAMURANAIRLLBEN1GIAD AL IIUIUN
PO ° ar = o e ) a
NDUNA mrﬂum'ﬁm HGIS1 Way HGISZ HN570NU IWOLWHAIULLUEIYDSAIAITUNAWANA WaY
P ar i @ ' & = . - a v o
a’mwn'izquﬂanwmzmnmwaaa«qmmulﬂﬁ rmse vise Nmiss Wiy J9a1euaan1ailaann
H3ndu HGIS3 dasilanuusnanafuiesantioy fatl

F({itemset}) = rmse + Nmiss (3.5)

4. HGISE
o el = 1 - A o o o &
ﬁdﬁ‘ﬁuwmwmm HGIS3 ﬂawaﬂmﬂuaammmmﬂwmmLaaamaaﬂamazmmuw
< 4 & o as < = 1 ] 1 < = ]
MOUNA F9.UN1TUN HGIST way HGIS2 JIAUNU LWDLWHAMUULUBIVIIATATTHNAWATA FIAT
ATURANIAYDILFIRE YRS NYrardiauuanasiuLn 9 dail

F({itemset}) = rmse * Nmiss (3.5)

° S = o -l o a
EWUQSUWWQH‘UUNQWGWWWQ 4 al]ﬂ’]'i'ﬁv'lﬂaaqu"ﬁ&ﬁ‘ﬁumLWN']%HQJE?']W?Uﬂ'ﬁLa'E]ﬂ

a o

AnwarieisasannnIng
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YUATUNITIATIZWDIAYUTENOUNSN
19 X1, X5, .. Xpy D LINLADS N X 1

- _ 1 M
1.x-;2i=1xl-
2. ¢ =xl-—f

3. aming A = [@q, g, .. @] VU0 N XM WaIA1uIumIa1u

1 M
)
M N=1¢’N‘PN

4. fmentenu C1 A, > A4, >..> Ay

wUSUTIUTIY

5. mwandlanuanme: C: Uy, Uy, ... Uy
6. lainuanimasauivleyain Teaslidoyalwi xPea = u X x’

7. \@anasrvsenauvan K

K ﬂ.
(=174
o - threshold
2i=1Ai
ot ' o ar o 2
A; Aa Arlenuasdun [
N f9 91UUSNWUEYIIULR

= o ar -:J =~
K a9 91uuanwuenaniasan

u
= ] o o 9 I3 v v va
threshold @9 ﬂ']Lﬂm‘ﬁ’V]UQUaﬂQ']m@Qﬂ']51“@@ﬂﬂ53ﬂaUﬂaﬂm1ﬂﬂJ
1 & =l a 1 q’j 2 = dc‘lf o 1 4
ﬂ']‘laLﬂuﬂHaﬂﬂ.ﬂa'oﬂENﬂUﬂqlaLﬂUﬁﬁaﬂJV\\jwwﬁﬁJqﬂuaULWU\{LQ Iuwuﬂqﬂuﬂl'ﬁ
threshold winfiu 0.95

SunaUNsIEandnus e aiRladuAS
Arannlaanaasldduiuuspiiuavesdnune Se¥amanuduiudsenindnousiv
A nE R uSnuEAATadduneads IngasSoedduaniildaininnlutes Sunaunis
Bondnunrlnglimainlaauan Tiad
Fumouil 1. FrunmmelrauasTeaLRardnuur fuAARImaURLELNTST (2.4)
Sunauit 2 Bosdduslraumsisunnldantunoud 1 anunlutios
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laoimualv § = 0.1 AoANNuan RnaN ¥z ATIAMNEIWWSAT (Ranjit Abraham,

x 100 < & (3.6)
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wouianduimiigiu lnguvateyadmiuiieuiiouas 60 Toyadmiunaasuiovar 40 uay
fuuaduausauluniussu 500 seu

Junsunisiauszansnm

Tumsiauseavsamuosnisasradumsyninlaonisduunngy 3E7Tsumniuiledo
myialaglddnsianugnaed (Accuracy) %aﬂwanﬁammgmﬁaﬂunwsﬁ'lLLuﬂﬂfqumasmﬁu’wm
undwiudoya KOD Cup 1999 Wudayauuuliauna windadiaugniesetsasie uidesluds
pananian@nann Jald35nsiavssaninmduiimngauiudoyauuultiaunasiusy eldun
dnIANAINgNARS (Accuracy Rate) A1ANUATURIU (Recall) AAULILEN (Precision) Aew
W03 (F-measure) U $n51ALARNAIALTIUIN (False Alarm Rate: FAR) @aaunnsil (3.7)
(3.8) (3.9) (3.10) waw (3.11) mmddu uazuananidainusyvinmnarfidlunimagaudae

ms¥ausgangnmanmssuunnguiignielassiuldainauns (3.7)

TP+TN

Accuracy Rate =

a1 w = o = a = [Y & w =
ﬂ’]'ﬁ’.]ﬂﬂ']ﬂ']']llﬂiuﬂ?u‘ﬂQLﬁUﬂquQU@ﬂENamiqﬂﬁaWéWQﬂmaﬁma\jﬂaqauu FIEUNTIIN
(3.8)

TP
Recall = rvRe 100% (3.8)

Lo 1 o 9 1 v } 5 A
nrsdaaumiudlunmsduunnguinlaainaunisi (3.9)

Precision = x 100% (3.9)

TP+FP
a 1 & al =) ‘ﬁy 0 1 o o 1
ﬂ’]i’)ﬂﬂ']LE)WLNL‘UE]iF]E]ﬂ’]SQ@]U‘SSE‘Mﬁﬂ"IWWNE’]UIUﬂ’]S‘\ﬂLL‘UﬂﬂQSJ FAUNAIINNITIIUA
& | 1o ¢ at <
AMUARTUNTUKALATAULNUYINIATIUG A9aUN15SH (3.10)

F — measure = 2ZxPrecisionXRecall % 100% (3.10)

Precision+Recall
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fl(3.11)
FAR = —+— x 100% (3.11)
FP+TN '
Tnofl fdsens « agumumisnail 3-1
mM519% 3-1 Confusion matrix
Predicted
True False
True True negative (TN) | False positive (FP)
Actual o
False False negative (FN) | True positive (TP)
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Features Maxirmum Minimum Mean Standard Deviation

f1 6.93E+08 0 74547.73 5977289
f2 5155468 0 7012.817 1724225
f3 3 0 0.001852 0.073517
fa 2 0 0.000296 0.021081
f5 30 0 0.640121 4.039457
fé 5 0 0.004223 0.07541

f7 1 0 0.301207 0.4588

f8 38 0 0.012742 0.426195
fo 1 0 0.002371 0.048632
f10 1 0 7.41E-05 0.008607
f11 54 0 0.018816 0.650588
f12 21 0 0.007704 0.243328
f13 2 0 $.000889 0.036507
fld 2 0 0.002593 0.056382
f15 1 0 0.024446 0.154436
fl6 511 0 182.1567 229.4395
f17 51t 0 118.6734 207.4745
f18 1 0 0.08962 0.265435
f19 1 0 0.090148 0.284962
f20 1 0 0.207335 0.391144
f21 1 0 0.20698 0.404462
f22 1 0 0.794391 0.388862
f23 1 0 0.135306 0.327396
f24 1 0 0.109987 0.29354
25 255 1 180.9078 106.9052
f26 255 1 138.053 117.0673
f27 1 0 0.64521 0.455144
f28 1 0 0.203488 0.371824
f29 1 0 0.497511 0.481672
f30 1 0 0.073159 0.:94441
31 1 0 0.090221 0.263441
f32 1 0 0.090133 0.284373
f33 1 0 0.201548 0.378601
f34 1 0 {0.205992 0401915
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Al 4-34 Histogram Y9eanwurdaya KDDcup99 Snwnel 34 (F34)
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u& negeunsidendnwarlng 1B 3annninfidanasiiuie 4 35 fio HGISL HGIS2 HGIS3 was
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AN 4-4 WanduRana s

Errcr Function
HGIS1 F({itemset}) = rmse
HGIS? F({itemset}) = Nmiss
HGIS3 F({itemset}) = rmse + Nmiss
HGISA F({itemset}) = rmse * Nmiss

1. nansi@ananuusessyadaya KODCup99 lasld HGIST

nnmsidendnuuglngld HGIS1 mansidendneugulundarsounaniianigned
4-5 uaznsMuanIFfiananavalsasyadneurignidonuiluusiagsauLansfienwi 4-35 ot
WL ‘qmﬁnwmzﬁ 6 lounanuiuy 5,7, 16, 23, 29 & 30 ﬁﬂ'ﬁmmﬁmwmmﬁwqm Judenym
dnwnugidugn
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< = LT 2/ !
®19719n 4-5 HANIRINANWILETIUYATDLR KDDCup99 luwsiazsaulay HGISI

No. Itemset Attribute ltem arror
1 1 0.9456
2 16,29 0.5581
3 7,27,30 0.5481
4 5,7,16,29 0.3981
5 5,7,16,23,29 0.3556
7 3,4.56,7,10,15
o e l
wanmsdendnuuzgiulag HGISI |
o |
|
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1 \ -
L 08 —
e
U oog -
/ —e—KDDCup99
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LY al oo = ar al = PN L= cl-:!ag =i 2
NnansePuflnhuidudneusivaaeenllivefudssansamaatu Jadekants
a 1 as < 1 a = o o e 1 s
Wudnuuzlulraz saumiinnTeg 6-6 LLaﬁLLE‘iﬂQﬂ’Wﬂ'ﬂ’]MNﬂWﬂ’m'ﬂaﬂaﬁLll’e]L(ﬂllﬁﬂ‘l:}{UH'U’ﬂ‘LJWQﬂ’]W
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15

197971 d-6 nansiidnunzedoya KDDCup99 Tuusazseulag HGIST

u

No. itemset Attribute Item error
1 5,7,16,23,29,30 0.3513
2 5,7,16,23,26,29,30 0.3469
3 5,7,16,22,23,26,29,30 0.3435
4 5,6,7,16,22,23,26,29,30 0.3314
5

3,5,6,7,16,22,23,26,29,30

Han1siiuanwazlaeg HGIST

Error
o
w
w
(%]
|

0.33 — A
0.325 ; XT ——KDDCup99

0.32 —
0.315 —
0.31 . -
| 1 2 3 4 5 6
% No. Item

< v v ¢ 1 ) a i a %)
w7 4-36 NSIALAAIAIIUANRUTTEWIIAIAIURANA 1AV DILARE YATN BEYDIYATDYA
KDDCup99 luwsiazsoulas HGIS2 Tudunaunisifiuanuee

ﬁ’aﬁ"unmﬁané’nwmwaa‘ﬂ'm&a KDDCup99 lawld HGIST laduiudnume 11 anwny
loiun 1,3, 5, 6,7, 16, 22, 23, 26, 29 waz 30
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2. nansiiondnwnrvesyadoua KDDCup99 lagld HGIS2

Anmadondnunrlasld HGIS2 wamadendnunrgulunrassouuandnised
4-7 uavwansfanTwd 4-37 nuansAfananveuRar yadn s Ngnidonlunsassay v
dius gednumedl 5 ldundnsus 9,15, 16, 28 uaz 29 IfAAuianatadign Jadenyn

e

anwuriidugiu

o = a w |
fH13 9N 4-7 NaﬂqiLa@ﬂaﬂUmﬁgq‘NﬁW’U@Nva KDDCUp99 ’LULLmaEﬁBUIWH HGIS2

No. [ternset Attribute Itemnset eror
1 17 1958
2 17,29 1352
3 5,16,29 657
4 5,16,26,29
6 3,6,8,13,15,28 2302

nanIsEendnwazgIulag HGIS2
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2000 \ I
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1000 - \\‘_J ——— KDOCup99
500

1 2 3 4 5 6
No. Item

Error
o
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WA 4-37 N5 IMRARIAINANHUSTENINAIANAANA IRV IR YAG Ny v IYRday A
KDDCup99 Tunsiazsoulay HGIS2 Tudumaunismdnuuzgiu
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= ar 1 U 4 U = d A =y L s L7
Lm:uaﬂ‘ls}!;uﬂmmazia‘tlﬂ&m’ﬁ’]dw 4-8 LhaxLLﬁﬂdﬂ’]ﬂ’]’]uNﬂwaﬂﬂ‘ﬂa@adLlJElLG]lJaﬂ‘UmzL‘U’]lﬂﬂdﬂ’lW
< M 2 A= a ]
¥ 4-38 f\]un5:‘;10\1161‘14@1‘08\16ﬂwmzwumﬂ’l’mwﬂwa’mmﬁjﬂ

< o a il 1
19799 4-8 NANTIAUANWIUEYATDIRA KDDCup99 Tuumazsoulng HGIS2

No. Itemset Attribute ltemset error
1 9,15,16,28,29 523
2 7,9,15,16,28,29 338
3 6,7,9,15,16,28,29 323
4 3,6,7,9,15,16,28,29 303
5

3,6,7,9,15,16,26,28,29 213

HANISLHNANEZTAY HGIS2

Error
w
o
S

200 -+ —— KddCup99

No. Item

& o ar l 1 = 1 ar @
AW 438 NTIHLEAIAUAURUSSEUINNATPIILAANA 1A VD ILAAS YAANBUZ VBIYAT DY
KDDCup99 Tunsazsoulae HGIS2 Tudunounisiuansus

faiunsidandnuieuosteya KODCup99 Taeld HGIS2 Tadiuiudnuy 10 dnvue
N 1,3, 6,7, 9, 15, 16, 26, 28 uay 29
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3, nanisidandnenizvesyadaya KDDCup99 Tauld HGIS3

Pnmadendnunizlanld HGIS3 nansEondnwuysluuiazsoULAR I 1M1
4-9 uATUARIRAN W 4-39 NIHLARIFEAWAIAYaAar Y d NN TigniFanuluusaz sy ay
Wi yadnwasdt 5 dAdnume 9,15, 16, 28 war 29 Tdmwinwatadian Jadanya
Anweurilfugnu

A a b r
5197 4-9 wan1sienanvurgiuradeya KDDCup99 lunsayseulay HGIS3

No. ltemset Attribute Itemset error
1 17 1958.64
2 17,29 1352.55

3 5,16,29 657.43

4 5,16,26,29 584.42
3,6,8,13,15,28 2302.80

Wan1sidenanyzgulay HGIS3
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@ oy v o a W o d A o a Aol aww
nanvazgulihunfudnvusmgesenluiipinysednsnmnadu eldnanis
=Y ar 1 s d ) = A d =y s a
WuanuwuzluksaysauaInisan 4-10 kaslansfIfluRawaIananadl s nuuzanluaa
| w ar e a 5
A7 4-40 FunseNldyavednuyuslsAuEanainian

3737l 4-10 wansiiudnunryadoya KODCup99 Tuwsiayseulay HGIS3

No. ltemset Attribute Itemset error
1 9,15,16,28,29 523.40
2 7,9,15,16,28,29 338.35
3 6,7,9,15,16,28,29 323.33
4 3,6,7,9,15,16,28,29 303.31

5 3.8,1.9,15,16,26,28.22 273.30

Nansdaneulay HGIS3
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S
i
200 A _ _ v KDDCUPS9
100 | — —
N f -
1 2 3 4 5 6
No. Item

=] o a [ 1 1 = 1 s 14
A 4-40 N5 WLEAIATINANRUSIYUTATIANLRANRI AV ILAAZ YRAN YL VIYAYOYE
KDDCup99 Tunsiazsoulay HGIS3 Tudunauninifudnuuy

Mtunsifendnuryosdoya KDDCupss Tauld HGIS3 lavuiudnune 10 dnvo
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4. wan1denanvaisyesgadayn KDDCup99 Taely HGIS4
nnnsdendnuaslngld HGISE namsidondnvasgilunrasseuLanIRIn a7
4-11 LLaxﬂmeLamﬁhﬁmwmﬂﬂuaaLwia:s‘qmé’nwmxﬁgﬂLﬁaﬂm'lul,wiax'sauuamﬁ’qmwﬁ 4-41 9
diudn yadnwed 5 Tdundnwy 5, 7, 16, 23 uay 29 fidarwiiawaiadagn Sadengadnuns
Hidugu

M15197 4-11 wanisidendnuygiugadeays KDDCup99 Tuusingsaulag HGISA

No. ltem Attribute ltem error
1 1 1228.276
2 16,29 471.5989
3 5,16,29 280.1717
a 177.5722

5.7,16.22

6 5,7,15,16,23,29 152.0447
7 6,7,9,15,21,22,23 1242.516

Wan1sidenanyurgulag HGISA
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A

Error

—p KDDCup99

400 ———
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No. Item
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AT 4-41 nsvLanIANdNR S TEnIA1AudanaInve sLAaE YATN BN YaIYATaYa
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W A e & ] o a wr ~ - a
nanwuggrIunidanlutunaunounul dinndudneuzivaneenldifioliiiy
a a PP s w 1 W = ' P =f
UsgBnBnmidtiu eldnanisindnuarluniassaudinsnai 4-12 uazuansemiuianaiad
d4 a w @ = < W ey I o
analauanvuzd AW 4-62 Sunseialayavasdnu NdAALEaRaIRdER

MIF 4-12 wansiiudnunryatoya KODCupss Tuusazseulag HGISE

No. ltem Attribute Item error
1 5,7,16,23,29 137.9892
2 57,16,23,26,29 102.4037

HaNSHANaNYLIAY HGISE
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J No. ltem I
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= v w 1 ¢ a ' @
AW 4-62 nTRLAAIAUELRLT SERIAIANRANAIAYBILRR I dn vy vasgadoya
KDDCup9s Tunsazsoulay HGISE ludumaunisindnuus

Aedunisdonanyuraettoya KOOCupss laeld HGISA Tadwiudnumey 7 Anvus
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5. agUnanisnageuianduiianaiadmiunisidendnenzdiedssasainnia

dmiu HGIST anvasidenlaiisni 1,3, 5, 6, 7, 16, 22, 23, 26, 29, 30 $1uw 11
Fnwnly %aﬁﬁwmmQnﬁaﬂmmm%’aﬂaz 94.9074 AAANUATUNTY AIAULLLEN Alevlaes
LarsnsIeLianaInBauan famnsedl 4-13

| a w & A o
AN 4-13 Uigaﬂﬁﬂ’]W‘UDd‘l‘!ﬂaﬂwmx‘ﬂLﬁE)ﬂ@’JEJ HGIS1

Class Recall Precision F-measure FAR
DoS 98.6553 98.5950 98.6251 0.6111
Normal 30,9747 95.3943 93,1321 1.9529
Probe 97.4893 90,9714 94,1176 41943
R2L 90.4018 95.2941 92.7835 0.4039
U2ZR 9.5238 95.2941 17.3169 0.0186
Weighted Ave. 94.9074 95.0178 94,7706 2.0882

@ w o et ow A °
115U HGIS2 dnwnisaanlaiinadl 1,3, 6,7 9,15, 16, 26, 28, 29 97u2uU 10
at d’ = 1 %) § 2 = |3 1 1 o 1
ANBAUE FIWAPIIUINABNTBEAY 95.1482 UAIANNATUNIU ATAITULLIULT ANLOWILLYDY WAy
ar = ) al A
DRIIAMUNAWAIALTIUIN AIR519 4-14

=l = Y o = v
M 4-14 UsyAnGnwvasyaanvugidenaiy HGIS2

Class Recall Precision F-measure FAR
DoS 98.7783 99.2025 98.9899 0.3455
Normal 90.1324 95.7801 92.8705 1.7657
Probe 98.1017 90.6621 94.2353 4.3801
R2L 91.0515 95.7647 93.3486 0.3634
U2R 66.6667 95.7647 78.6094 0
Weighted Avg. 95.1482 95.2685 95,1217 2.0028
fmdu HGIS3 dnwurilBenladsed 1,3, 6, 7,9, 15, 16, 26, 28, 29 914U 10

s a & 1Y 15 = 1 14 1 1 Q 1 a
ANBIUY TIUATAITUANAITIURY 95.1482 UA1IAMUATUDIU AATULLUYT ALDWLLLYDT LLEY

at = = al 4
DAIIATINUNAWAIALTIUIN AR5V 4-15




= = = w o W
AN 4-15 U'ﬁﬁaV]ﬁﬂqW“UaﬁﬂﬂaﬂEﬂJgWLa@ﬂﬂ'JU HGIS3

Class Recall Precision F-measure FAR
DoS 08.7783 89.2025 98.9899 0.3455
Normal 90.1324 95,7801 92.8705 1.7657
Probe 08.1017 90.6621 94,2353 4.3801
R2L 91.0515 95.7647 93.3486 0.3634
U2R 66.6667 95.7647 78.6094 0
Weighted Avg. 95.1482 95,2685 95.1217 2.0028

o ar ar ‘d i dy o s d! =
sy HGISE dnwaedildanladaed 3, 5, 7, 16, 23, 26, 29 91U 7 dnweur Jeilan
AUYNFBITorAY 94.44 AIAILATUNIY AMATLLINEY Aevinyes uardnsimuEawaTa
o o A
\Wauan Aam19nai 4-16

< o w ol W
#13NN 4-16 U'ﬁSaWﬁﬂqwm@Q‘qﬂaﬂﬁmgﬂlﬁaﬂﬂqEJ HGIS4

Class Recall Precision F-measure FAR
DoS 98.5941 99.3839 98.9874 0.2657
Normal 88.2671 95.3216 91.6589 1.9262
Probe 98.5915 89.4942 93.8228 50173
R2L 90.8482 93.9954 92.3950 0.5250
U2R 14,2857 93.9954 24.8020 0.0558
Weighted Ave, 94,4444 94.6749 94.3346 2.2344

£ o a =g o & o, - o v e
nuanisnaassmfeiduiawaranlddviuduinudlunisdondnums a3

= ey - = oo o of -=I <f 21 LY & at td‘ ] s
g3aRnnIafidanaifiufimuivan Fsagulainfleidu HGIS2 uay HGIS3 TvnadwiAvilouiunay
fin71 HGIST way HGISE Matuiaudendendu HGIS2 WuRe Aa F({itemset}) = Nmiss 1%

=3

dvfuldunaeilunisdenanunizieisisafinnIaddana s



56

dnwnizdouavos KDDcup99 iWloidendnuiziag HGIS2 $1uau 10 dnwny

Fethdayaiiiutuneuntswiuteya 30 Snuwr vudendnurdieisEsadnnin
7 Sudondnvaroanuildsiuiu 10 dnweigldun 1.3, 6,7, 9, 15, 16, 26, 28 ua 29 lauuraz
dnwailingean fan Al wavdddswuuninsgiuniunsed 4-17 awduius
sewinausiazdnuaea 10 dnvnsuandunsei 4-18 Tnouwrasdnuasludnwued 1 G Snvue
il 10 fimsnsgaedvostoyadaninil 4-43 § 4-52

= | aa v o ) o o Y
BT 4-17 ﬂ’W]’Wx‘iE’IDG\'UEN“ZJ@lJUa KDDCUp99 TN 10 ANy ‘V]Laanaﬂ‘la‘ﬂ.lxiﬂﬂ HGIS2

Features Maximum Minimum Mean Standard Deviation
1 6.93E+08 0 7454773 5977289
3 3 0 0.001852 0.073517
6 5 0 0.004223 0.07541
7 1 0 0.301207 0.4588
9 1 0 0.002371 0.048632
15 1 0 0.024446 0.154436
16 511 0 182.1567 229.4395
26 255 1 138.053 117.0673
28 1 0 0.203488 0.371824
29 1 0 0.497511 0.481672
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AW 4-43 Histogram ‘uaaé’ﬂwmx%’aa&a KDDcup99 Snvasdl 1 (F1)

Histogram of 13
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nwdl 4-aa Histogram ‘uaaﬁﬂwms%’aga KDDcup99 Snuausdl 3 (f3)

Histogram ol 16
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AW 8-45 Histogram maaé’nwmz‘ﬁaga KDDcup99 Fnwaued 6 (f6)
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Histogram of t7
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A9 6-86 Histogram YodnunrUoya KDDcup99 Fnuausil 7 (F7)

Histogram ol 19
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2199 4-67 Histogram vesdnwrdaya KDDcupQQé’n‘wmzﬁ 9 (f9)

Histogram of 115
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Al 6-08 Histogram vasdnwuzdays KDDcup99 dnwed 15 (15)
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NN 4-49 Histogram UD9anwyUaYa KDDcup99 anwuuv 16 (f16)
Histogram of 126
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Value

Wi 4-50 Histogram vesdnuzdoya KDDcup99 dnwaigh 26 (26)

Frequency

Histogram of 128
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Value
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nwil 4-51 Histogram vosdnumisdaya KDDcup99 Anwnigil 28 (£28)
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il 4-52 Histogram YesdnwIzdaYa KDDcUp99 Anvnidl 29 (f29)

Hisiogram of (29
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anwnzdoua KDDCup99 Lllpanannwugiie PCA U 19 dnway
@ PO = 4 & = v a a e v oo
'Via\?‘ﬂ']ﬂﬂlﬂu’l‘U@Hﬂ“ﬂN?U?JUW@UY’H?L@?EJEJ”UE]N“ﬁ 34 aNBUY INFENANEUEAI8ID
= « < = o) a : a o . :
?Lﬁi?u%@ﬂﬂﬂi“ﬂﬂ"dﬁﬂﬂ %Qﬂﬂﬂ@@ﬂﬂﬂﬂﬁﬂﬁ'}u 19 anwiy IﬂULL?ﬂﬁuﬁﬂUﬂJ”ﬂJﬂ’]ﬂﬂaﬂ AN

C‘Hﬂ(ﬂ ﬂ']LQaEJ LLBuF“I']ﬁTuLUENLUU&J’]'F]?%']UW]EJW]TN‘V] 4- 19 a’JUIU?ﬂ'I‘S’N‘VI 4-20 9zuansfy

AUAUNUSTEINUARE AN YL ‘VN 19 anwuy uay ﬂ’]W‘W 4 53 11y 4-71 LLﬂﬁlﬁlﬂL‘HUﬂx‘iﬂ’]i

ﬂ‘S%ﬁ]’IEJF!?‘UEN‘UE]EQJIB‘LULLWGSEHBQJE IUﬂﬂ‘L‘Jm%‘JW 183 ﬁﬂ"t}qufl 19

:Jl ¥ - o T/ d at ol i o a
n19199 4-19 AMMNADRVDIYRYG KDDcup99 wladnaanwiuznit PCA 97UU 19 anyy

Features Maximum Minimum Mean Standard Ceviation
pl 5670465 -4.34379 -6.7£-08 2.704464
p2 3.033078 -6.78915 3.57E-08 2.108844
p3 2.677554 -48.5059 -4E-08 1.748789
pd 2.634652 -110.555 -5.1E-08 1.639518
05 8.209626 -12.8017 -3.9E-08 1.505454
pé 6.763351 -6.99998 -4,6E-08 1.203837
p7 25.28668 -108.391 -5.3E-08 1.064877
p8 48.07232 -06.7354 -1.2E-08 1.033677
P9 69.50105 -21.0231 -8.4E-08 1.029671
pl0 17.08883 -25.2092 4.82E-08 1.008519
pll 36.47585 -14.2204 5.3E-08 1.001889
pl2 114.8038 -3.39208 6.7E-08 1.000048
p13 37.50314 -50.6732 -3.6E-09 0.955812
pld 6847732 -22.5184 2.18E-08 0.935022
pl5 33.42737 -19.7254 -8.8E-08 0.897046
pl6 23.70268 -39.4791 6.08E-08 0.880227
pl7 5327129 -10.4938 5.47€E-08 0.791106
pl8 1257152 -3.63403 -71.6E-09 0.721796
p19 31.14863 -20.4477 6.67E-09 0.687534
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d 1 -y 2 o a A = at
B15799 4-21 ANNI9ANATDIUDYa KDDcup99 91UIU 26 ANy naandnuuzing

Chi-Square
Features Maximum Minimum Mean Standard Deviation

f1 5.93E+08 0 7454773 5977289
f2 5155468 0 7012817 1724225
f5 30 0 0.640121 4.039457
f7 1 0 0.301207 0.4588

f8 38 0 0.012742 0.426195
f9 1 0 0.002371 0.0485632
f12 21 0 0.007704 0.243328
f15 1 0 0.024446 0.154436
f16 511 0 182.1567 229.4395
f17 511 0 118.6734 207.4745
f18 1 0 0.08962 0.265435
f20 1 0 0.207335 0.391144
f21 1 0 0.20698 0.404462
f22 1 0 0.794391 0.388862
f23 1 0 0.135309 0327396
f24 1 0 0.109987 0.29354
f25 255 1 180.9078 106.9052
f26 255 1 138.053 117.0673
f27 1 0 0.64521 0.455144
f28 1 0 0.203488 0.371824
29 1 0 0.497511 0.481672
30 1 0 0.073159 0.194441
f31 1 0 0.050221 0.263441
f32 1 0 0.090133 0.284373
33 1 0 0.201948 0.378601
f34 1 0 0.205992 0.401915
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AWl 4-97 Histogram upIdnwuEaya KDDcup99 dnwaurd 34 (734)
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HANTYIAGD

NN1snaaeIni1sidnnelasaiisussannisunuuisnduiriignuivyadeya
KDDCup99 Aun1sinusz@nsn mwaAlauasuiiu AR ueiueg Alewees wagdniinaim
RAWAIATIUINTBUAAZARIARIMBUT LAY 5 Aad laewusaanilu 5 manaass lauA yatoya
KDDCup99 wavm iandnuasdie HGIS2 afadnuaisdie PCA uay dondnumesie Chi
Square Hransvaaadi

< ' &
n1319v 4-23 NEN1INA[BINUYAYDLA KDDCupS99

Class Recall Precision F-measure FAR
DoS 93.4597 99.0927 96.1938 03719
Normal 83.5138 95.3952 89.0600 1.7924
Probe 95.6522 88.8005 92.0991 5.22596
R2L 928571 67.3139 78.0438 4.0792
U2R 61.9048 67.3139 64.4961 0.2231
Weighted Ave. 90.8889 90.8389 91.1313 2.5851

HANINARDINUYATDYA KDDCUp99 Viamua 31U 34 dntstuy vesurasaand 5 Aand
a A Ej 1 14 1 1 o ! g a <
AIRNST 4-23 TnenalRfsaInuATudIL A1Auiug ALeWwLres LagdnsIAuRAwaIR
WiUIN 90.8889% 90.8889% 91.1313% way 2.5851% mua 16U

A9 4-24 wanIINARBAABNANYNEAY HGIS2 fuyataya KDDCup99

Class Recall Precision F-measure FAR
DcS 98.7783 99.2025 98.9899 0.3455
Normal 90.1324 95.7801 92.8705 1.7657
Probe 98.1017 90.6621 94,2353 4.3801
R2L 91.0515 95.7647 93.3486 0.3634
U2R 66.6667 95.7647 78.6094 0
Weighted Avg. 95.1482 95.2685 95.1217 2.0028
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o v = = I Y e
Naﬂ']'i'ﬂﬂﬁaﬁﬂU‘qﬂﬂJaﬁJua KDDCUP99 VIHTUNITLRBNANYUEAIY HGISZ 971u3u 10
P ' ar = a Y ' o '
INWRY YNLRALAANE 5 ARNE ANRN1T NN 4-29 IﬂUNaLﬁaUﬂ"lﬂT‘luﬂiUﬂlu ANAITULIUENT AN
LalelL?J@% LAZINIIAIINRANEIALTIUIN 95.1482% 95.2685% 95.1217% uay 2.0028%

AIUAAU

= v a a &
#IT NN 4-25 wanisvefasdnaanwien g PCA NUYATOYA KDDCup99

Class Recall Precision F-measure FAR
CoS 93.4597 0.9909 96.1938 03719
Normal 91.4561 0.9389 92.6547 2.6485
Probe 95.2235 0.8553 90.1188 6.9817
R2L 75.4464 0.8325 79.1569 1.3732
U2R 47.6191 0.8325 60.5843 0.0744
Weighted Avg. 91.7037 0.9201 91.7155 3.1534

nan1sNAaBdfuYateya KDDCUpS9 fintsHnunsatadnuuzdie PCA S1uau 19
Snwny vaeusavAand 5 Aand famsnad 4-25 Tasnawdsrieuasudiu Aranautdugn A
LOWLNLYDS WAYERITIAIUAARAIALTIUIN 91.7037% 0.9201% 91.7155% way 3.1534%
ARG

< = Y Y . a Y
A19019 4-26 HANTINATDILEANANWEULAIY Chl-Square ﬂU"QWU?JlJ“ﬁ KDDCUp99

Class Recall Precision F-measure FAR
BoS 93.1540 98.8968 95.9396 0.4516
Normal 96.6907 92.3563 94.4738 3.5581
Probe 94.8561 92.2024 93.5104 34776
R2L 85.2679 90.0943 87.6147 0.8481
UZR 52,3810 80.0943 66.2463 0.0744
Weighted Avg. 93.9444 94.0948 93.9477 2.3542

wan1svaassiUadaya KDDCUpS Mk un1sidondnumydiey Chi-Square $1UIU 26
Snwuy vouRarAana 5 Aand dm1sadl 4-26 Taoratedernmiuasudiu Aeuudugn A
WHLLLYES LaEERTIAUAAWAIALTIUIN 93.9444% 94.0948% 93.9477% way 2.3542%
AU



E = o W
ANTNN 4-27 HRRINITNARDINUYAYaYS KDDCup99

84

Recall Precision F-measure FAR
ALL (34) 90.8889 92.0822 91,1313 2.5851
HGIS2 (10) 95.1482 95.2685 95.1217 2.0028
PCA (19) 91.7037 92.0137 91.7155 3.1534
Chi® (26) 93,9444 94,0948 93.9477 2.3542

FuiudeisuiisunaaislunsinUsyansnmdieissine q veimsidendnuuzdae
HGIS2 Chi-Square MsafadnwuzaIe PCA waviuyataya KDDCup99 VAUUA WA InNIT
8-27 wagnwil 4-98 uandlidiuin nadandnuazdae HGIS2 nadiian lnslduaifatuniiyn
’ﬂ’ayaﬁmum FaA1ANAsUEIY Aenuutiud Alaees wardnTALRana1aiuan
4.2593% 3.1863% 3.9904% way 0.5823% A1ua1su

96

95

AN 4-98 ﬂmWNaLaﬁamwmaaqFU‘qmﬁ'auua KDDCup99

PCA (19)

94
93
92
91
S0
89
88
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< | v v oas
AT 4-28 Naﬂ’]ﬂ']’INQﬂma@LLagL?a’]mﬂﬂUﬂﬂﬁaHa KDDCUpgg

Accuracy Processing Times (s)
ALL (34) 90.8889 48.1209
HGIS2 (10) 95.1482 22.4036
PCA (19) 91.7037 29.8472
Chi2(26) 93,9444 39.2032

9INA15197 428 uanenaAIAIIugndieauazitatiilduszuiana Auyadeya
KDDCup99 Audsnisidendnuuzifeane q launiidendnuvmuzitg HGIS2 lad1ad1ugnaas
95.14829% FaAnI13EN3Bu 9 wagldnarlunsussnanatiosignfio 22.4036 Fuil
uananil Weliiauwilaluntsnaaesninifendnumsdeis HeIS2 10d
UssavBnmiudnunizypdoyadu 1 edls Falimaaestuyndeyady q fe laun gadeya
Statlog uay yndoya Faults IneswaxBenvesyadoyamaniozndnly namuan n
1157971 4-29 waLaABMINARDIfUYATaYA Statlog

Recall Precision F-measure FAR
ALL (36) 83,4918 84.6382 85.8809 %.0161
HGIS2 (5) 86,2690 86.0484 86.1240 2.9685
PCA (6) 86.0885 85.7509 85.8809 3.0099
Chi’ (36) 83.4918 84.6382 83.9270 3.0161

A =] = 4:] a - = 12 aa i a j 7 3

Jawieuiieunaadelunisinysedminiwsiieiseing o duyadaya Statlog Nenun
17U 36 dnwly LBnNENwEANe HGIS? Teauiu 5 dnuvuy @nndnwagait PCA 183U 6
w & a Y 1 v o w % w =
anwg Lavidananyuzaie Chi-Square 109U 36 anvuy ANAN1TNAARIAIRIS1EN 4-29

= v &2 & W 2 v P [ o ¥ | M

warn Wit 4-99 wansbiiudn madendnuniriie HGIS2 lanadnian Tnslinanfvuniyadoya
YOVILA MIAIAIINATUAIY AIRNLLLEY ANEALLLTDS hAaYDRIIANURAWAILTIUIN 2.7772%
1.4102% 0.2431% Wwag 0.0476% sudédiu WafinINsanaanuaEing PCA i Ant o
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AWM 4-99 nimikalaientvmaasivyadaya Statlog

ALL{27) HGIS2 (

PCA (13)

Chi2 (25)

d 1 \d i 2/ as 13
515139 4-30 sadAugneRaLarnaniildiuyadoya Statlog
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| Recall

® Precision

F-measure

Accuracy Processing Times (s)
ALL (36) 83.6830 27.1133
HGIS2 (5) 86.4624 90417
PCA (6) 86.3248 B 10.1707
Chi’ (36) 83.6830 27.1133

NATINT 4-30 UARIKEAIAUQNABILALLIATILTUsenana Auyadaya Statlog fu

1
|

snsidendnwneiseng q laentafandnunieiig HGIS2 TaArAugnsas 86.4624% Fe@nid
8n159u 9 warAndugadayanavun 2.7794% wifnindendneneaiy PCA iWed 0.1376%

druldiiarlumivegeunisiitvesfiandie 9.0417 Jundl Falaainnisifendnuugis HGSI2

I 5 aNEUE IINVIVUA 36 NIaNnL

R15199 4-31 waladun1sveasiiugadaya Faults

Recall Precision F-measure FAR
ALL (27) 63.1443 64.1748 63.1950 14.5364
HGIS2 (6) 68.6856 68.7899 68.3508 12.6586
PCA (13) 68.2990 68.6743 68.3201 14.2684
Chi” (25) 63.4021 64.6073 63.5502 14.2997
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dewsuiiieunaadslunisinussaninmieiEang q fuyadoya Faults e
911U 27 dnvue dondnwuzaiy HGISZ 1adwiu 6 dnwuy adadnwuzday PCA Teduiy
13 dnvme wasidendnumsiy Chi-Square LWsuau 25 dnvue Winan 1saaaadni31ad
a-31 uagnnd 4-100 uandliiuin nadendnvairse HeIS2 Tiuadtian Taylduadiddundy
andoyavanun A AuATURIY AAnuku) Anewues uardanauiawaiaiduan
5.5013% 4.6151% 5.1558% waw 1.8778% sua1diu uafinil PCA wisadntey
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95
94 -
93
B Recall
92
W Preciston
4 F-measure
90
89
88
ALL (34) HGIS2 (10) PCA (19) Chi2 (26)
AT 4-100 nﬁwwaLa?{amiwmaaaﬁwmﬁm&a Faults
AT 4-32 nariemgnAeasRa il uYAdaya Faults
\ Accuracy Processing Times
ALL (27) 63.1443 8.7223
HGIS2 (6) 68.6856 5.5236
PCA (13) 68.2990 6.5685
Chi” (25) 63.4021 7.5577

91nAN31871 4-32 uananadIAaugnda Az ldUsTanana fuyadoya Faults Ay
Tdendnengifane q lensidondnurdie HGIS2 TirAnugndes 68.6856% Faini
F3r9du  wasAnirfuyndeyarionun 5.5013% uiinindendnuusdie PCA ies 0.3866%
dmnaildlunsvaasunisidideniigade 55236 Juvit Fldannsidendnunyis HGSI2
19U 6 dnuay VInsiavun 27 VAN
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Anwuzuesyadaua Statlog

yndoya Statlog Wudeyanmdarifisudaduteyaildanmmnisaiods dmi
ulae AshwinSrinivasan medvwuuitaoseyanazadit (Statistics and Data Modeling)
UNTINENAE Strathclyde Useimasangulasniwaislauiainnisdisivsseslnalaeaiansun
Fraudoommsiivnnyadeya Statlog Usenaume 6,435 yataua 36 uevidnAuay 6 Aana
AMBY ?u"'dLLm'a::ﬂawaﬁwma‘ui’is'lsJa:LEiEJmﬁ’qmﬂaﬁimaﬁaymﬂuﬁaLamélfmsi 0 i 255

‘é o 17 1
#1719 N-1 VIUUDUR Statlog luunazmand

Class Class Name Amount

1 red soil 1533
Z cotton crop 703
3 grey soil 1358
4 damp grey soil 626
5 soil with vegetation stubble 707
6 very damp grey soil 1508

3734 6435

o 1 aa v
AN N-2 ﬂ’]m’]\‘laﬂm"uaawaﬂﬂa Statlog

Features Maximum Minimum Mean Standard Deviation
1 104 39 69.4 13.60587
2 137 27 83.59487 22.868223
3 140 53 99.290% 16.645%94
4 154 33 82.5927 18.89767
5 104 39 69.15027 13.5612
6 137 27 83.24351 22.88549
g 145 50 99.11064 16.66409
8 157 29 8249713 18.94092
9 104 40 68.91235 13.4706
10 130 27 82.89308 22.86225
11 145 50 98.8533 16.63661
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= '
AN N-2 (918)

Features Maximum Minimum Mean Standard Deviation
1B 157 29 82.38819 18.98111
13 104 39 69.28967 13.60269
14 137 27 83.47677 22.84989
15 145 50 9931127 16.66787
16 154 29 82.64491 18.93199
17 104 40 69.04569 13.53762
18 130 27 83.1711 22.90506
19 145 50 99.14981 16.71767
20 157 29 82.60326 19.03554
) | 104 39 68.83932 13.45923
22 130 27 82.86092 22.88438
23 145 50 98.94965 16.72962
24 157 29 82.46853 19.07075
25 104 39 69.16239 13.58052
26 131 27 83.37343 22.80274
27 140 50 99.21476 16 512418
28 154 29 82.66061 18.99128
ba 104 39 £8.94406 13.49268
30 130 27 83.14561 22.8472
31 145 50 99.11189 16.7043
22 157 29 82.61803 19.04366
k% 104 39 68.72758 13.4016
34 130 27 82.8589 22.81696
5 145 50 98.92603 16.69549
36 157 29 82.50536 19.05427
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Class Class Name Armounts

1 Pastry 158

2 Z Scratch 190

3 K_Scatch 391

a4 Stains 72

5 Dirtiness 55

6 Bumps 402

7 Other_Faults 673
U 1,941

) | aa Y
AN N-5 ﬂqWWQﬂﬂW?}a\jma%a Faults

Features Maxirnum Minirnum Mean Standard Deviation
1 1705 0 571.136 520.6907
2 1713 4 617.9645 497.6274
3 12987661 6712 1650685 1774578
4 12987692 6724 1650739 1774590
2 152655 2 1893.878 5168.46
6 10449 2 111.8552 301.2092
T 18152 1 82.966 426.4829
8 11591414 250 206312.1 5122936
9 203 0 84.54869 32.13428
10 253 37 130.1937 18.69099
11 1794 1227 1459.16 144.5778
12 1 0 0.400309 0.490087
13 1 0 0.599691 0.490087
14 300 40 7873776 55.08603
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M5 WY A-5 (AD)

114

Features Maximum Minimum Mean Standard Deviation
15 0.9952 0 0.331715 0.299712
16 0.9439 0 0.414203 0.137261
17 1 0.0083 0.570767 0.271058
18 0.8759 0.0015 0.033361 0.058961
19 1 0.0144 0.610529 0.243277
20 1 0.0484 0.813472 0.234274
21 1 Q 0.575734 0.482352
22 5.1837 0.301 2492388 0.78893
23 3.0741 0.301 1.335686 0.481612
24 4.2587 0 1.403271 0.454345
25 0.9917 -0.991 0.083288 0.500868
26 0.6421 -0.9989 -0.13131 0.148767
27 1 0.119 0.58542 0.339452
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Abstract

This paper proposes o feature selection ond
extraction methods of network intrusion doto
which are the heuristic greedy aleorithm (HGAIS)
of item set ond principol campanent analysis
(PCA),
selection and extraction steps, we use three

respectively, After propased feature
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standard supervised learnine aleorithms which ore
BPNN, RBF ond SVM for evaluatineg the sienificance
af the selecting features. It can be seen that from
the KDD99 (with 13,499 sampline patterns) with 34
data dimensions based an HGAIS and PCA
we ¢btoin 19 ond 13 feotures,
addition, the
accuracies canfirm that HGAIS clearithm produces
better features than the PCA.

algorithms,

respectively.  In clossification
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Abstract— This paper proposes the Modified Heuristic
Greedy Algorithm of Itemset (MHGIS) as a feature selection
method for Network Intrusion Data. The proposed method can
be use as an alternative method to gain the proper attributes for
the proposed domain data: Network Intrusion Data. MHGIS is
modified from original Heuristic Greedy Algorithm of Itemset
(HGIS) to increase efficiency for finding proper feature. In our
work, we compare our result with the common method of feature
selection is which the Chi-Square (Chi®) feature selection. There
are 4 main steps in our experiment: Firstly, we start with data
pre-processing to discard unnecessary attributes. Secondly,
MHGIS feature selection and Chi® feature selection have been
employed on the pre-processed data, to reduce the number of
attribntes. Thirdly, we measure the recognition performance by
nsing supervised learning algorithms which are C4.5, BPNN,
RBF and SVM. Lastly, we evaluate the results received from
MHGIS and Chi’. From the KDDCup99 dataset, we got 13,499
randomly sampling patterns with 34 data dimensions. With the
use of MHGIS and Chi’ algorithms, we ohtain 14 and 26 features
respectively. The result shows that, the classification accuracies
measure by C4.5 over the MHGIS selection algorithm produces
better accuracies as compare to the Chi® feature selection and
HGIS feature selection over all types of classification methods.

Keywords—Feature Selection; Pattern Recognition; Network
Intrusion Detection; Heuristc Greedy

L INTRODUCTION

With the growing demands of computer networks made
many people realize more about the significant of the security
in networks. Intrusion detection is a preferable choice for most
people to use in computer network security. Intrusion detection
system divides into two types: misuse detection and anomaly
detection. Misuse detection system is a method which is use
for detecting abnormal patlern by comparing them with well-
known pattern. This made it unable to detect any unknown
attack that has no matched pattern found in the system. In
contrast, anomaly detection system is a method that detect
deviated pattern from the normal behavior. So that it can
detect any new intrusion behavior. However, this method will
depend pretty much on the structure design. If the structure is
not well designed, then some types of attack may not be
detected.

Annupan Rodiook
Department of Computer Science
Faculty of Science, Ramkhamhaeng University
Bangkok, Thailand
annupan @ru.ac.th

Intrusion detection system can be seen as a classification
problem in which it will distinguish the attracted activities
from the normal activities. Data that transmit via network is
very large; as a result, it will cause the delay the indentifying of
intrusion and may allow any intruder to attack the network.
This problem of enormous data that may slow down the
detection process needs a method to eliminate useless features
of the network data to be able to increase accuracy of
classification while speeding up intrusion detection process.
Furthermore, a good detection system should have higher
detection rate and lower false alarm, The methods that can be
use to solve these problems are either fealure selection or
fealure extraction. Feature selection is a method that wiil
preduce a subset of features whereas fealure extraction will
create new features. Both of these methods will discard
irrelevant or redundant features, so that only essential data will
be left for further processes.

It has been known that finding proper representative of data
attributes is very important to the intrusion detection system
development. In other word, good data representations provide
higher or better degree of recognition. In our previous work [3]
we have proposed HGIS to compare with feature extraction
method: PCA. The result shows an improvement of 5.05%
with RBF. In this work we propose MHGIS to improve the
result as compare to the feature selection: Chi®>. MHGIS is a
method for select feature which considers error information of
each itemsets in order to give the best answer in each iteration.
Itemsets used in each iteration is constructed from apriori
algorithm. MHGIS method divides into two steps: (1) finding
based itemset and (2) adding discard item. With this method,
the discard item will be included back to reconsider. This
made an extensive cover of the itemsets. In classification step,
selected features from MHGIS are compared with selected
features from the Chi® algorithm. We verify the performance
of our proposed feature selection, by calibrating with the other
four classic classification methods: C4.5 decision tree, back-
propagation neural network (BPNN), radial basis function
(RBF) network and support vector machine (SVM).
Performance metrics used in this paper are accuracy rate,
detection rate, false-alarm rate and CPU processing time.
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Fig. 1. Example of KDD Cup 99 Dataset

The paper is organized as follows: Related works are
discussed in section II. Theoretical Backpround is discussed in
section III. Proposed Method is presented in section IV,
Experimental results are discussed in section V. Finally, the
conclusion is summarized in the last section.

II.  RELATED WORKS

In recent years, there is still a number of research works
that try o improve the accuracy rate. The main stream of these
works is focused on reducing the insignificant features as
much as possible to be able to increase performance of rapid
detection, So in this section, we will discuss related research
works that are attempted to find proper features.

Murat Karabatake et al. [1] proposed a new feature
selection base on association rules and neural network for the
diagnosis of erythemato-squarmous discases. The dimensions
of input features space are reduced from 34 to 24 by using
association rules. The correct classification rate of proposed
system is 98.61%.

Hari Om el al. [2] proposed a hybrid system for reduclion
the false alarm rate of intrusion detection system. Fealure
selection use entropy and combines k-Means and two
classifiers: K-nearest neighbor and Naive Bayes for anomaly
detection. Combination of tree classifiers, the detection rate
reaches 98.18% and false alarm rate 0.83%.

Janya Onpans et al. [3] proposed the feature selection and
extraction methods of network intrusion data which are the
heuristic greedy algorithm of itemset (HGIS) and principal
component analysis (PCA), respectively. After HGIS feature
selection and PCA feature extraction steps that it obtain 19
and 13 features, respectively, and then use three standard
supervised learning algorithms which are BPNN, RBF and
SVM for evaluating with KDDCup99 datasel. Experimental
results shown that HGIS algoritbm produces better features
than the PCA.

III. THEORETICAL BACKGROUND

In this section, we describe the essential background that
use in the proposed method.

A. KDD Cup 99 Dataset

The Knowledge Discovery in Database (KDD) Cup data is
a common benchmark for evaluation of intrusion detection
system [4]. This dataset is prepared by MIT Lincoln Labs to
simulate the attack to U.S. Air Force local area network.
There are about 4,900,000 records. Each connection 1s
labeled as either normal or attack that consists 41 features.

Features are in form of continuous, discrete, and symbolic are
shows in Fig. 1 and it divides into three catcgories:

* Basic Features: are fundamental features can be
derived from packet data communication network such
as protocol type.

¢  Traffic Features: are features that compute with respect
to a window interval such as time in connect.

¢ Content Features: are features to be able to look for
suspicious behavior in the data portion such as the
number of failed login attempt,

The last feature is labeled as either normal or attack.
Attack (ype that can be classified in four main categories [5]:
¢ DoS (Denial of Service): is class of attack that attacker
makes memaory resource oo busy Lo accept legitimate
request.

o  U2R (User to Root): is class of attack that attacker
starts with access o a normal user account and exploil
some vulnerability to gain root access (o the system.

¢ R2L (Remole lo Local): is class of attack that attacker
sends packets (o a machine over a network, then
exploit some vulnerability to gain local access lo a
machine.

* Probing: is class of attack that attacker altempts lo
gather information about a network and find the
known vulnerabilities for the purpose of circumventing
its security controis.

B. Heuristic Greedy Algorithm

Heuristic  Greedy Algorithm is a simple and
straightforward method for finding solutions such as finding
the shortest path in graph, finding solution in dynamic
programming problem, and so on [6]. It considers error
information from current learning step in order to give the best
answer al the time. It can be used for finding optimal solutions
from very large database or big dalasel because it does not
consider all of data attributes. It is an iterative method which
starts from finding the best solution in the first iteration. Then,
the first solution is used for finding the best solution for the
second iteration. It will be repeated until the optimal solutions
are converged. Solutions from the first iteration, second
{teration, third iteration, and so on are called 1-itemsets, 2-
itemsets, 3-ilemsets, and n-itemsets, respectively.

Heuristic Greedy Algorithm of itemsel is feature selection
technique by using apriori as following [3]:



Stepl: generate l-itemsets; find support value as in
(1) of each item with RBF.

f{{itemset}) = rmse{(itemset}) {n
Where rmse is rool mean square error,

Step 2. generale 2-candidate itemsets; find support
value as equation (1) with RBF of each pair 1-itemset.

Step 3: penerale 2-itemset by union of 2-candidate
itemsets that have support value less than or equal (o 1-itemset
subsets of the Z-candidate itemsets as in (2).

flla,b}) < f((a)) and f({a,b}) < F((b)) (2)

Step 4: repeat step 2 and increase size of ilemsets
until cannot generate itemsets.

Step 5: Select the best itemset that has lowest rool
mean square error (rmse).

C. Itemset Creation using Apriori Algorithm

Apriori Algorithm is the most commonly used in finding
association rules between data attributes. It has been known
that it works iteratively. First, it finds the set of attributes of
size l-itemsets. Then, set of attributes of size l-itemsets are
used as the base for finding sel of attributes of size 2-itemsels.
Next, set of attributes of size 3-itemsets will be caleulated
based on set of attributes of size 2-itemsets. The algorithm
will repeat until set of attributes of size n-itemsets could not
be computed. As mention before, it can be said that Apriori
algorithm is a simple technique but powerful method for
creating smaller candidate subset from very large sets which
were found from the previous iteration. In addition, it can be
used for eliminating infrequent itemsets. Frequent itemsets are
itemsets that their support values are less than or equal to
support value of previous itemsets [7].
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Fig. 2. Itemset lattice with eliminate Infrequent itemsels

On the other hand, support values for infrequent itemsets
are higher than the previous support values. In [8} describes
frequent itemsets as follow: if any itemsets are frequent
itemsets then every subsets must be frequent itemsets. In other
word, if a subset is infrequent ilemsets then the following
itemsets are infrequent itemset as well. For example in Fig.2,
if {AB} is infrequent itemset then {A,B,C}, {A,B,D},
{ABE}), [(ABJCD}, ([(ABCE), {ABDE} and
{AB,C.D.E} are infrequent itemset. Hence, we can eliminate
or prune all subsets within that itemsets. This eliminating
infrequent itemset step is sometime called support-based
pruning algorithm. In Fig. 2 show itemset latlice with

eliminate infrequent itemsets witch receive smaller candidate
el. Therefore it can remove the itemsets and not consider all
superset of ilemsets.

D. Chi-square Feature Selection
The Chi-Square (x?) stalistic is a common technique for
find relationship between two variables. In this paper, we use
for feature selection in data of high dimension. The Chi-
Square feature selection algorithm evaluates the worth of a
feature by computing the value of the Chi-Square statistic
with respect to the class [9]. Then we remove all irrelevant
and least relevant features from the datasel that considers from
Chi-Square value. It is tested by Chi-Squared formula as is
shown in equation (3):
Iy E(OU‘_EUJZ

X T 3
Y
Where: O is the observed frequency,
E;; is the expected frequeney.
(Rr(Cr))
g™ 4

Where: RTiis number palterns in the ith interval,

Cy, is number patterns in the jth elass,
N is total number paiterns.

IV. PROPOSED METHOD

In this section, we will elaborate on our proposed method
for intrusion deteetion which consists of four phases as
illustrated in Fig. 3. Four phases of our proposed method used
in this paper are: data preprocessing, feature selection,
classification, and system evaluation. Firstly, insignificant
attributes will be removed and then applied with data sampling
technique. Secondly, feature selection based on Chi® 'HGIS and
MHGIS feature selection are to get the optimal attributes.
Thirdly, data classification based on C4.5, BPNN, RBF and
SVM are used to classify the network data. In the last phase,
accuracy rate, detection rate, false alarm rate and CPU
processing time are calculated to evaluate the performance of
intrusion deteclion.
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Fig. 3. Proposed model of intrution deteetion



A. Dara Preprocessing Phase

The KDD Cup 99 dataset is standard dataset used for
evaluating intrusion detection algorithms. It is about 5 miltion
records. It can be said that it is a very large dataset. It will
consume a lot of CPU time if we use all of them in recognition
procedure. Then, many researchers recommend to choose only
10 percents and then sampling about 13,499 patterns for
learning and testing the performance of the recognition system
[11][12][13]. KDD Cup 99 consists of 5 groups. After the last
sampling step, numbers of instants in each group are shown in
TABLE II. In this paper, we discard some basic features and
zero value fealures because these features have no significant
effect to the learning performance. Hence, the remaining
features for next step are only 34 features.

TABLE 1 AMOUNT DATA OF EACH GROUP
Class Name Amount
Normal 4,107
DoS 4,107
U2R 4,107
R2L 1,126
Probe 52

B. Feature Selection Phase

We propose two algorithms for extraciing and selecting
features, detailed as following:

»  Feature Selection using Chi-square:

Step 1: Compute chi-square value every pair of attribute
and ¢lass as in equation (3) then sort value in descending order.

Step 2: remove irrelevant features from datasel that
there chi-square value equals zero.

Step 3: remove least relevant feature from the dataset
that satisfy the condition

z z
xi xlog (N*)
SN X100 <4 (5)
Where we set § = 0.1 to salify our criterion, ¥? is chi-
square value for feature in consideration and N is the total
number of attributes.

» Feature Selection using Modified Heuristic Greedy
Algorithm of Itemset:

In fealure selection step, we used MHGIS for select
proper feawre. Difference between HGIS and Modified HGIS
criterion for itemsets generation and itemsets addition step that
added to modified HGIS are shows in TABLE IIL
Improvement of crilerion for itemse! generation more elaborate
in modified HGIS is added with delta. Final step of modified
HGIS is item addition that dropped off by finding consequents
item that it can reduce rmse.

TABLE 11 DIFFERENCE BETWEEN HGIS AND MODIFIED HGIS

HGIS Modified HGLS
fl{a.5)) € fllaD fa. b)) < f({a)) +
and and
[, b)) < F{{b}) flla b < f((b +a
Finding consequent item

that it can reduce rmse

Criterion for
ilemsel generaucn

Itemset dddition

As described in previous section, 34 fealures have been
sclected. Then, feature selection using modified heuristic
greedy algorithm by apriori algorithm consists two steps will
be described as following:

1. Finding based itemset step

Stepl: generate [-itemsets; find support value as in
(1) of each item with RBE.

Step 2: generate 2-candidale itemsets; find support
value as equation (1) with RBF of each pair 1-jtemset.

Step 3: generale 2-itemset by union of 2-candidate
itemsets that have support value less than or equal to 1-itemsel
subsets of the 2-candidate itemsels as in (6).

fab]) < f({a) + aand f({a.b) < f((BY) +a (6
where we set @ = 0.2 o satify our criterion.

Step 4: repeat step 2 and increase size of itemsets
until cannot generate itemsets.

2. Ttemset addition step

The best itemset that derived from the finding based
itemset step are used as the base for finding consequent set that
it can reduce rmse.

Step 1: get 1-itemsets wilh rmse is less than the based
itemset add lo based itemset and find support value as in (1).

Step 2. select lowest rmse itemsel is the base for
finding consequent itemset.

Step 3: add item that its rmse is less than the rmse in
previous step.

Step 4: repeat step 2 until get the best itemset that il is
the lowest rmse.

C. Classification Phase

In classification phase, we compare the performance
metrics with four classification methods named C4.5 [13],
BPNN [14], RBF {15] and SVM [16]. Learning Parameters of
each method are defined as follows:

* BPNN
Number of hidden Layers = (attributes + classes) / 2
Learning Rate = 0.3
Momentum = 0.2

s SVM

The polynomial kernel
+ RBF

Gaussian function
e (4.5

Confidence threshold for pruning = 0.25



Minimum number of instances per leaf = 2
Number of folds for reduced error pruning = 3

In classification experiment, data is divide into 10 folds
cross validation for training and testing.

D. Performance Evaluation

The standard metrics and most to use that have been
developed for intrusion delection system evaluation are
accuracy rate, detection rate and false alarm rate.

Accuracy rate is computed as the ratio between amounts of
correctly classified and total number of all data can be found
from:

TP+TN

ccuracy Rate = —————
A y TP+TN+FP+FN

Q)

Detection rate is computed as the ratio between the number
of correctly detected attacks and the total number of attacks
can be represented by:

TP

Detection Rate = ——— (8)

False alarm rate is computed as the ratio between the
numbers of normal connections that is incorreclly
misclassified as attack and total number normal connection by
following equation:

FP
FP+TN

False Alarm Rate = (9

Definitions of variables are show in TABLE IT1.

TABLE I11. CONFUSION MATRIX
Predicted
Normal Attack
Actual
Normal True Negative (TN) | False Positive (FP)
Attack False Negative (FN) | True Positive (TP)

V. EXPERIMENTAL RESULTS

After proposed feature selection, we use four standard
supervised learning algorithms which are C4.5, BPNN, RBF
and SVM for evaluating the significance of (he selecting
features. From the KDDCup99 with 34 data dimensions based
on Chi* and MHGIS algorithms, we obtain 26 and 14 features,
respectively. Furthermore, we compared with original HGIS
feature selection that it gets 13 features.

TABLE 1V, ACCURACY RATE
Learning Accuracy Rate (%)
Method | Al (34) | Chi*(26) | HGIS (13) [4] | MHGIS (14)
C4.5 99.43 99.44 98.76 99.52
BPNN | 98.69 96.34 97.34 97.43
RBF 93.69 94.52 95.53 95.59
SVM 97.02 95.04 94.32 95.24

In TABLE IV shows accuracy rate of experimental. It can
be seen that most accuracy rate using MHGIS feature
selection batter than other feature selection. And MHGIS with
C4.5 decision trees classification is the best with accuracy rate
99.52%. MHGIS with RBF has accuracy rale more than
original data 1.9%.

TABLE V. DETECTION RATE
Learning Detection Rate (%)
Method | All(34) | Chi*(26) | HGIS (13) [4] | MHGIS (14)
C4.5 99.57 99.53 99.30 99.63
BPNN | 99.33 98.17 98.41 99.05
RBF 9305 95.50 96.40 9537
SVM 98.75 97.85 96.87 97.72

Detection rate of experiment displays in TABLE V. that
MHGIS is better than HGIS and resemble Chi®. MHGIS
feature selection and C4.5 classification has the best result
detection rate 99.63%.

TABLE VI, FALSE ALARM RATE
Learning False Alarm Rute (%)
Method | All (34) | Chi%26) | HGIS (13) [4] | MHGIS (14)
C4.5 0.96 0.84 1.56 0.84
BPNN 1.50 2.87 3.55 211
RBF 16.49 10.52 i1.49 10.29
SVM 2.77 491 7.47 5.31

In TABLE VI, Selected data with MHGIS 9 features and
Chi® 26 features have minimum false alarm rate 0.84%. The
best performance of processing times in all pattern
recognitions is HGIS with 13 features that show in TABLE
VIIL

TABLE VIL. PROCESSING TIMES
Lawruing Processing Times(s)
Method All (34) Chi*(26) | HGIS (13) (4] | MHGIS (14)
C4.5 38.63 31.39 16.61 18.43
BPNN 166.68 114,87 65.28 74.90
RBF 47.28 38.98 12.74 15.62
SVM 41.48 32.96 13.18 17.05

V1. CONCLUSION

In this paper, the proposed method of feature selection
using modified Heuristic Greedy Algorithm of Itemset
(MHGIS) implementing with apriori algorithm to improve the
delection rate, accuracy rale and false alarm rale, as compare
to feature selection using Chi® and HGIS. The experimental
results indicate that the feature selection based on MHGIS
yields a better all of assessmenl but processing times are a




little lower than HGIS. The most results have good result with
decision tree C4.5 because KDDCup99 dataset has high
spreading. But for the detection rate and the false alarm rate
are improved only in some cases. So in the future works, we
intend Lo improve an algorithm to have a belter performance
on both detection and false alarm rate. In our future work, we
are interested in find out the algorithm that can improve the
computing time during the selection process oo.
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