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KEYWORD: COMPUTER NETWORK DESIGN/INSTALLATION/
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MAISOUK YANGCHIAMOUA: NETWORK DESIGN AND PERFORMANCE
MEASUREMENT FOR PHYSICAL EDUCATION COLLEGE AT VIENTIANE.
ADVISORY COMMITTEE: NUTTHANON LEELATHAKUL, Ph.D. 165 P. 2016

In this thesis work, we design a computer network for a physical education
college. According to the college, we design three network systems: 1) one for
Building A 2) one for Building B, C and D 3) Wireless network. (There are 2 computer
laboratories in Building D). In addition, we also install pfSense, DHCP server, DNS,
Proxy server, captive portal, RADIUS server, configure download and upload
~ bandwidth limitation, block YouTube and Facebook, NAT and port forwarding,
install IPsec VPN, Open VPN, create website for the college of physical education,
and install antivi'rus software. After installation the network system, we measure
the performance of the network and conduct satisfaction survey with 37 users. We
see that the satisfaction level of teachers for the wireless network is medium, and

the satisfaction level of teachers who use the cable network (LAN) is good.
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Famvineudnusifaiuaiudifgnisuing uas midanissyuuasaumaluus
azaniu lidsdubenslissuugrudoya nisliBumedidnnisluan iy Seasdnd
Ussirudrgratedsziay 1wy nsdnldaumelusiotiedumesida madildnudiuduas
Gulesilifianudasasy Sudwaielvssuuaieteneluaaniu fafuszuvansaunea
Fudiuag dosdims¥nmmudasnisniglueietieainnsyngnanmeusniaznieuiias

Fuilefussanausing q Tassulinusilald pfSense dednnisludsziaunig q

viAu3innu pfSense

(unma gur3, 2012). AfleAnds waznslday pfSense T w.a. 2555 Tdnan
[y pfSense et

“ofSense syUUUFTAN1T Open source fifiuszavEnm uazdurn Tnsiawngly
Frunsviuthiiduedosliuing (Server) dmduuimsanudi q

pfSense gAWRAIUTBLBANIAIN Mmonowall el pfsense weiiddonnsinaauay
nsReFfidavEuanmin monowall Tne pfSense 1ueAuATRuAzIRaiTid e 9 voq
IWheadilfludsgsiauilivhofumnsdmivlditulnhoad (frewal) gunsaidmdums

(Router) 1naLaé (Gateway), LAFasfl¥u3nng Proxy Ineil Free BSD giing (Unix) iiuitugiu

HaNlUNITRAILN”

ANTINNITUAZUINTTZUULATRY B ludaiy

MsIAMslasUIMsszuuAIattengluanUulisiussavninmwiddostins ey
AsBBALUY MSAART NIReATlu s e UUAmIIUABARY Way Msdamsdiulsznausig
q vauefetnesluimiinanuled uar gunsaiine q Adeudauiniussuuielinisuiwisi
UszAvsnmgegalaoviluiaiatnaneluaniduuszneulufediulsznousine q Fdaedng
maluil

1. w3asldiuinns Proxy: vinisitudeyariuledliluuay (Cache)

‘lﬁu%m'itﬁuﬁagaw'%aﬁﬁagaﬂmLfm‘lsuﬁLLafoJuﬁhnaN‘?i“lﬁﬁﬂ'ﬁsw'imuﬂém
Suwsldeuaslaateus fanmd 2-1 e PC-1 desnaidildeuiules Goosle.com PC-1

desenventiiuluduniouliuinig Proxy dwnndndunisSesveniniuiiaies



Alwusnis Proxy dalaifilinsiiunsednliinsesliuinng Proxy Aazawludaundes
v a < = v a v L P ¥ a 2 v o °
glvusnmsiaunalasesliuinig Proxy lasutdeganiiivainiasesgliuinisiivuainged
windvuuliudadsdayadinaineluil PC-1 auiidesveun s PC-2 ilgaumdniuiiy
o v a o 2 o g v v Vv v
ir3eafiliuinis Proxy Aluiemidumnuliluuassndsls PC-2 Idiae Tnglaifassasuely

fuATeglv Usnsiudnass

[y

www.google.com

Server (Google)

Pc2 :
A 2-1 NFEUIUNITHINUYBAATEIRUTNS Proxy

2. Traffic Shaper USN13IAN19YDIAYYILAIMTUUINTNUANAWNAU
Traffic Shaper Fe A3asilamuAuUSinunsidinSatne Wy Muualsuiunis

upload wax download wadusazgly nwil 2-2 uamsdslSuiadeyansy waswanisly

Traffic Shaper

At 2-2 nailSguiisutayauSunansldieiatisnounasvasld Traffic shaper



(Fan: youtube.com/watch?v=1QWJCimXIE)

dauaszuvanusald Traffic Shaper ¢l 4 gﬂLLuuﬁwialﬂﬁ
1. 14 Traffic Shaper wuu “By Interface” 1un1suaninguasusias Interface
(\u WAN uaz LAN) fanwil 2-3 fudhesioudnangiavunves Interface (WAN uaz LAN)
dudurnilonaniseazidanuedny gACK 7 Interface WAN Tu Traffic Shaper waz

a111508nLEaNN15AMUA Traffic Shaper fitJu Remove shaper

Firewall: Traffic Shaper

HiAtaie

G

a1l 2-3 nsuanenglu Interface (WAN LAN)

2. 14 “Traffic Shaper”wuu“By Queue” WWun1suaninguatusasf

LY d. 1 =y ld o
AINIWT 2-4 UanenguausiazAIinvualy Traffic Shaper
Firewall: Shaper: By Queues View Eia e

NN 2-4 Awasusiaznginwualy Traffic Shaper



3. 14 “Limiter” 1iadiauuuniay ($1ina1uisavianns upload uag nns
download) pfSense thegauaszuulagliuinsihliuuudion uas Tgguasyuudianis
Tuuumiaildnig 1w 2-5 uanwanisinmanivesdumesiinlagldadesisldanniu

www.Speedtest.net

= a .
AT 2-5 NSEUIUNITIAAUEIY4 Bandwidth

4. 14 “Layer7” \Junsasrangmififeniu Application uazaunsa upload
file gUuuuNT133Udsdayaves Application tieaiengld fan1wil 2-6 Wushedenisaieng

Tungu layer 7 Tu Traffic shaper

Firewall: Traffic Shaper: Layer? Bae

i 2-6 a@5nnglungu layer 7 T Traffic shaper

= o . ° - = £ o
3. 1AT291#UIMT Radius MvuaTeveglindanslumadrtasiadie
130w liiu3n1s Radius Tudnsnisfigavdinu welunismuau wax asvaey
ansnisiiliBunesilnvaliluliuseaninm wu nisldnuvesdldauduiunugils

war avaeudlenidsldnuniadiwey



4. w3aefliuinisien (log) uinsnuusziansidauaiadie
wissdlnuinmsdenifussvuivinwihiidaivuazShvideyansldauszuy
\W3BUeE AN 9 I 2-7 kanstiasgaziBeatoyanisldizuu (Wanesen1siissuy

s I3 1 4 Ly 2/ ¥ o Y -3 1
dauAiuld 200 s1ensaaving) waz uauiuuulddmiukantudanusziameng 9

Status: System Jogs: System 7]

Jom 26 07:47:33 | keynel: umst: 3 buttons 2nd [X¥2) coordinates [D=0
% 3un 26 07:38:33 | kemel: ugend.2: <PUAT> ot usbusd (disconneded)

% an 26 07:48:33 | kemd: umsti: at uhubd, port 1, addr 2 (dsconnerted)

Jan 26 07:48:36 | kemek: ogen0.2: <PA/t> & asbusd

)‘« Jun 26 07:38:36 ; kemel: umst: <PoAst HP Mobde USS Optcdl Mouse, dlass 0/0, rev 1.10¢1.00, 2ddr 2> on m&ﬂ
.} Jun 25 07:48:36 | kernel: umst: 3 buttons and [XYZ) coordinales IDa0

X 26 07:%9:37 | kernd: ugen0.2: <PreArt> ot ushusd (dsconnected)

i Jun 26 02:99:57 | kemel: wns0: 8t uhub, port 1, addr 2 {disconnected)

-3 Jun 26 07:49:40 | kemnel: ugenD.2: <PiAst> 28 uwbusd

Vi Jun 26 07:49:90 | esnal: ums0; <PrAtt HP Mobe USS Optical Mouze, cass 00, rev 1.1071.00; addr 2> on usbus0

3} Jun 26 07:49:40 | kernalz ums0: 3 buttons end [X¥Z] coordinates D=0 A
j Jun 26 07:50:40 | kemek: ugend.2: <Phrt> 2t sssbusd (disconnected) o Tt &1
% Jun 26 07:50:40 | kemel: umsD: a2 uhub0, port 1, addr 2 {disconnected) i
<51 2on 26 07:50143 | kemnel: ugend.2: <PLAR> At usbusd 4

o 4 o« 4 v oo«
A 2-7 sten1sfigniivluesesgdiiuinisien

5. msnszanenszaulianga (Load balance): U3msaanisauduAIas
FRRLE!

wiallunsdanssruuieSotndlitussaninimgs uas anunsnsesiuuiaes
fld sllFS iy dauassuuianszaenissanilifauna (Load balance) Auavsi

Avuall AINWA 2-8 uansfiansieusiad1miunisin Load Balancing

WAN Ix:nerface 1
«IP Address:10.16.64.221/24

Interface LAN [P Address:172.3121.1/24

‘Switch

N 2-8 wanatin1sidounad1niunsvin Load Balancing lu pfSense

6. msdsawasnil NAT (NAT Port Forwarding)
Msderonasail NAT s n1sfuuaidunisvesteyaniiafowdiudigunsalin
Wduvns (Router) #iil NAT vieuey laendanindmuaiduniauds edeyaannmeusnuiis

NAT azlndwiadayaluduriosiioguisgunsalinidunie lngendemisna NAT iouuag
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lafinnguan (Public IP address) TUillulaftagluszuy (Private IP address) dulunsdiil
\asilagndsgunsaidaiduneianisddayaluduniasnisusn Wedoyaninnisluunis
NAT azudasleRmelussuuluilulefinousnszuy il 2-9 uansfadunouluntsyieny
193 NAT ieleateudsasedayalufunsaslinmsiiv lnaeudddoyaludmunoiaqlod
Uarsnedaureaniuiaiewdliuininiv lasdeyaiimuneadlefuasnadasuni (fu
winetadlefinidlu) Wuvedleaeus wedoyariugunsaidadumsdall NAT vituay NAT
wafem131a NAT Wewdaslofimeluszuuluidulefinneusnszsuu doudl NAT azddiaya
dueSasdliuimaiu (moull Jeyaiifieguamemadulefiuaywesmoussasdluiniaiu
way fflegduniidled waswosnuesgunsai¥mduma) mndudiordeslvinsdulisu
foyadananud wissfliuinisiviesdefeyandululilaatoud Tnsdoyadandai
wnglafivansms waz weiafiuresnunsaidaduma wazivanuianlofiuaswosmiu
mafuvenniosdliusnaiv wedeyarugunsaidaidunia NAT igunsaidaduniany

waslefivargnniiduiiegnisuenszuuluiluleinsluszuy nisniudasiiogudn

v

gunsaldadumafdedayasialuli laateus Tnswnaaulefivatens Wunealenuas

wasnves laatoud waz wineavlefinumaduninaavlefivaswesnvaanisliuinisiiv

l- NAT translation Table and froward port

WAN side address and port LAN side address and port

172.31.21.1 and 4553 10.10.10.4 and 4435

IP Address interface WAN | IP Address interface LAN

172.31.21.1:4553 10.10.10.1
S 172.31.21.1:4553 Ty S 10.10.10.4:4435
D 172.31.21.2:80 J (U D172.31.21.2:80
$172.31.21.2:80 4y §172.31.21.2:80 5
®Dl7l.3121 1:4553 “Y B 10101044435 .
1 PC Client
Web Server . R IP address; 10.10.10.4
IP address: 172.31.21.2 public network Pnivate network Port: 4435
Port: 80 -

AN 2-9 Fusaulunisyinauuns NAT

7. 3aal¥u3nis DNS: Win1sudadelaiy

Lﬂéaqé‘lﬁu‘%mi DNS gau197n Domain Name System @sliusnisudasiie
Tnwudumnaaeled wozimasedlefdldon feommieuiadenines delawuunu
mszandaldienin szuu DNS axtaeuintsuladelawuliluidualed nmdl 2-10 uans

NzUIUNMISIUYEY DNS wnsawlnuinig TnefdsazBeadwiollil: 1. lnaeusdedoyaly



1

auglsiudnasvieadiu (Local DNS) 91 asaphattana.com fvanaiavlefiesls 2. aglusnis
vioafiu NDS liifyineiavlefives assaphattana.com gl#usnisviosiiu DNS azauseluss
Lﬂéaam:[ﬁu‘%mi DNS 4814 ISP 11 asaphattana.com iilafiezls 3. 5’1Lﬂ"§'aq§[ﬁu§n'ﬁ DNS ¥84
ISP "LajﬁwwaLamlaﬁﬁlﬂaLauﬁ§aama ﬁu%ﬁaaaiaﬁw%’aa‘ualﬂé’uﬂéaa@‘lﬁu%nﬁ DNS iy
Root, TLD, uaz Authoritative DNS Aadiu suninaglaiumneianlefiigesns 4. e
Lﬁ%aaﬁ:ﬂﬁﬂ%ﬂ’ﬁ Root DNS lasusmneianled nawmnaiaulafiuey asaphattana.com Tuda
DNS w94 ISP 5-6. wam%aé‘lﬁu’%ms DNS 284 ISP Tasumneiavledt vinelaulefifiazgnas

falUds Local DNS fsazdmmeiavlofisaludileaious 7-8-9. walpaoudlasunuieiauloh

v o A 1 L dd’ v as ﬂ'
984 asaphattana.com uaAvNsWeure lUdwlaauloAnlasuu 10-11-12. wa 1AIDS

v a g vo.y v v o v a & a1 v g Y 9 € a
Aliuimaiu Tasuestaud wsesdliuinsiuidminiunduludalaaeusiduven o

Server
Asaphatiana.com.

A 2-10 NTLUIUNITVINIUTBAATEETUSNIS DNS

8. UIMsulatalamunuuwadn Dynamic DNS

Dynamic Domain Name systern fie szutiiliuinsnmsudasislauumiminga
lo#t Famwanszuu DNS mluivnetavlofveaaseadliuinisderadl vinuune Laulaidl
nswasuutas szuu DNS valagldaunsaulasdslawul i uaalaldld lasamlui@ty

wtug# Dynamic DNS asnsavinle
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9. (Captive portal
. < o va &0 v v oo o Y a - o W ]
Captive portal {unsivungansiuglidifisszuy waz THusnstuduinu un
aviasdldiuszuuluaiateg Aunmi 2-11 AsuiidldazdhldnuBuneiidn lines

Uouagld uaz saruebudusnunau

A9 2-11 wihdmsudonduiltdumesiiinluszuu Captive portal 984 pfSense

10. vasni3ulas (Block Facebook)
Vulae Facebook Wuiulednlyaae deans Jeidaiunfeslunduiogu dadu
iietasiulilidnGeunasyaansld Facebook lunan3eu fauaszuvenvsiasudonivlan

Tailvgldueaudald (vausideniu c?l‘z’fmaﬂismﬁamhjgnuﬁan)

mauasaeaievauaTatie

nslBumefidnanusadwmansenusaiotisly Wy Indddsinlailidwa
nssvuseAuUaenfaveuAinsrenianes uas wietelusunsubidlueioineuinnes
onmddayaduaiateiduiunmuiiliiesedodomgminy szastiulussuy
\n3avnedmeatiszuunisUesiuarmdasndie

1. sesliuinsingaead (Firewall) dvuangdmsu interface (WAN,
LAN, Wireless)

W$readifuniesdiefianusnadieng Duadeuunsuihdnitddgyianes
sruuiafetns vhwthiitestunislasdainyarameuen wag fvundninisidil
\w3etie nwit 2-12 uanenglnireadd Interface LAN defls1uasidondall

v

1. Interface LAN aygalviinisdedayaveinnlusinaea lnainsaagdensd

wineavleflanlauazdl port Iafld usiasosFuazaeednieslu LAN uaz Sudeyaiinadn

viueiay 8080, 80, win 22 Wity d7u Gateway asilununeiavlefiozlsildnasyniesls

Al
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2. Interface LAN aygaluifin1sdidayaveannlusinnea (Pva TCP) Tnatasass

devziinunoiavlewlu LAN wazdl port laAld indesdiuszagiiluunle uas Suteyaiiwesn

winBLau 443 (HTTPS) Wintu du Gateway 921lu WANGW uay A1 \u ginternet/gACK

3. Interface LAN aygnliinisdesdayaremnluslanea (Pvd TCP) nain3aag
davzfinunaiavlonlu LAN uazdl port Tafld in3esgSuasagluufld uas Sudeyadinoin

wineLay 80 (HTTP) iy diu Gateway zilu WANGW waz Ay ginternet/qLink

Firewall: Rules

qintemet/gACK

izt] LAN net * » 80 (HTTP) | WANGW | gintemet/gLink

A7 2-12 egnnglWgIeadn Interface sind 9

2. OpenVPN U3nsiasasmeusnialatiefonsanuiadatisvetasins

Junslidldauamnsofasadldnueteriereantu  Tunaglisenluvi
uuenaauRlE Wy wiinewdvinig vie dhelefiieenluiauuenasufiaunsadeuns
\iintetievesanduiieongdeyavasanitu laoflfiln VPN leawudiieideudari
sEUUASaTvasEn Ty liReeuazmnuasvaendslumsiinu amil 2-13 wansd

nsfgaumauvasdlilaeiinsseytedlduazsiaruilaaiaus ves OpenVPN

231207 2015 0, BZ0) [PKES11] 6] bt

fed bhos 5 231 M perVPH 2 36 B35 wbimingad2 BSL 0penSSLY
v duiﬁhﬂﬂ?ws&ﬁmwﬁllﬂ.‘iXSESLZTILIZJZIB :

A 213 mIszylegliuassiaruilaaiaus OpenVPN
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3. IPSec VPN
IPSec VPN €911121n Internet Protocol security 1luluslaraadimiunisdstoya

H1udumesiinet1sUannsy lngmsfigailsn way nsiisavewliluvuziivihinisiinsie
uanmnﬁiﬂﬂmﬂaaé’uflucjmﬂﬁ]aaummgnﬁaa waznsinwmNUaeniuveteya 1y

nMsi¥aurasznine laalaun OpenVPN waz OpenVPN agdl IPsec Wuminaislunisdeans

tayavaslaalaus OpenVPN Wz OpenVPN



UNn 3

N13ALHUY

uilnusiyatun1sdnnis n15usng uas anulasaduliniussuuasaumea

meluinegdev lnedisuartunaunisaduausinalul

- nsenuwuuLAIateluan uIveans

- MIRRAILaTAIAn pfSense Tuanuiiase

n1seanuwuuLAsaveluan N3

n1T9anLUULAS YN8 ludnunnaag

A19ANET AAAY Lay AR pfSense luan1uyivinass

ginnuinuslainisesnuuussuuaietialuaniuiineaas ilevaaaunsRam

waslgY AaunsinffianuiaimussmeaassusguszsedulneUssanvuan

f1518asDaA L UAITIN 3-1

A1519% 3-1 Software wag Hardware Vglugauiinaaas

FIHNNTNHBINITNA A

Software *71'1‘8'

Hardware 914

DHCP

Server, DNS Server

pfSense, cmd

PC, Netbook, iPhone, Switch,

Wireless Modem , pfSense Firewall

Proxy Server, Radius

Server

pfSense ( 14
Packages Squid and
Lightsquid) Web

browser

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense

Firewall, Router1, Internet (ISP1)

Bandwidth limit

pfSense, Web
browser.

www.speedtest.net

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense

Firewall, Routerl, Internet (ISP1)

Captive Portal, Dynamic
DNS, NAT Porforward,
Block website Facebook

and YouTube, Firewall

pfSense, Web

browser

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense

Firewall, Router1, internet (ISP1)
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m15799 3-1 Software Wwag Hardware filluanuiivinasd (Aa)

S78N1SNABINITNAAD

Software ﬁl‘if

Hardware il4

Radius Server

pfSense ( 14
Packages

freeradius?), putty

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense

Firewall, Routerl, Internet (ISP1)

Log Server

pfSense, System
Watcher

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense

Firewall, Routerl, Internet (ISP1)

[Psec

pfSense, Web
browser, vpn-client-

2.2.2-release

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense
Firewall, Routerl, Internet (ISP1),

Netbook3

OpenVPN

pfSense, Web
browser, Packages
OpenVPN Client
Export, install
program OpenVPN
| Client

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense
Firewall, Routerl, Internet (ISP 1),

Netbook3

Load Balance
(Bandwidth-Session

Management )

pfSense, Web

browser

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense
Firewall, Routerl, Router2,

Internet (ISP1), Internet (ISP2),

Netbook3

Web Server

pfSense, Web
browser, Ubuntu

Server, wordpress

PC, Netbook, iPhone, Switch,
Wireless Modem , pfSense
Firewall, Router, Internet (ISP1),

Netbook3

gvirnuiinuslieeniuusruuAIatieLivedinm pfSense TuiTaan 9 dannd 3-1

Faluununmia3edis (v3e3sndiunuiiins ou1e) uaasliliud1uussnauae q vad
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LY

isorngnaNieed Faununwdisludinnisiasatisausafaniuudledyrivesseuy

v

LWASBUB

\\d: Sova |

. install and config Ulmmntu Server
tall and cenfig Apache?,
L. PEPhvadmin

il and config Wardpres
tostal] and config FTP

iPhone
L j/Norebook 1

. Wireless Modem

DHCP___

Pfs
i Tristall pfSense’ md sanp pf! Seltac
. 2. DHCP Saner.. DVS erver
'3 Pm'(y Server .
.4, Cagtive Ponzl

Switch

ﬂﬂWﬂ 3]_ﬂﬂIﬂidﬁiﬂﬂﬂ@ﬂi“UlﬂﬂiaﬂﬂHluﬁﬂﬂuﬂﬂﬂﬁaﬂ

M3An Rane uaz hern pfSense Tugaufinaass
Q’v‘i’muﬁwuﬂﬁ'ﬁﬂmﬂzumaumsﬁméf’q pfSense  (Ju  2.2.4-RELEASE-pfSense
(amd6a)) Tuaauiinaass InsRmsislu Dell ( Vostro Intel core i3 ) uaz fin1sfvuadi card
LAN 984 Interface WAN uaz LAN (lngsioasiBonvesnisanis uas asfuuadn interface
ﬁqaaqaq’lu MANWIN N.1) LAz NaaRGYeIN1SAINUAAT card LAN 2189 Interface WAN uag

LAN fiduSaudiuananale sanInd 3-2

sexs Welcome to pfSense 2.2.4-BELERSE-pfSense (i386) on pfSense ssx

HAM (wand -> le8 ~> vd: 18.16.78. 12,24

LAN (law) -> lai ~> apd: 172.31.21.1/24

B) Logout (SSH on®y) 8} pfTop

1} Assign Interfaces . 1B} Filter Logs

2%y Set interfacefs) IP address 11) Restart weblonfigurater

3) Reset webfonfigurator passuerd 12} pfSense Developer Shell

" Reset to fzctory defaunlts 13} Upgrade from conscle

Reboot system 14} Enable Secure Shell (sshdl
Halt systewm 15) Restore recent configuration
Ping host 18) Restart PHP-FPM
Shell . :

Enter an option: §

AT 3-2 HAEWSVBINISATVAUAATIYDY Interface WAN LAN
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1. N5lY Wizard tHanmuassuaUeas pfSense

Vv o

A1 ulinusiln Web browser 1#ia login 1a1lusyuu pfSense wiin Wizard

¢ e

[ %4

gl eintugvihoudwusiidiluivuadl  hostname, Domain, Time Server
hostname, Time zone Mviuavuieaylafiu Interfface WAN Las LAN Lag s9WaAU9 admin
ﬂaaxlﬁam‘uaqmiﬁ"'qmaq'lumﬂwu'm 1.2 WaE NEMINNTIRIAUE pfSense Tetanmiicy
Fand 3-3

B P ——

100baseTX <fub-duples>
10167812
100b25eTX <ful-duples s
17231211

}
built on Sat Jul 25 19:57:37 COT 2015
FreeBSD 10.3-RELEASE-p1S

2. NsaeA DHCP Server, DNS Server

DHCP (Tuluslapeanlilunisuanlefignluiflugluuusedlaataudiuinies
Wi DHCP Tnefilaatoudvziadsiusluduasawiing DHCP iovale firaudwudla
vuns1eguelaulofisudusvingatled 172.31.21.10 - 172.31.21.245 Tu interface

LAN sngaziBenvaanisisaaglunianuin n.3.1 uaz vdsnduianisdnudlnslinaing

AANTNA 3-4
Status: DHCP leases RREAE

11:16:04

Al 3-4 nsuansfiegitnlgeu DHCP Server

S

uaNNLHaTin15A9A1 DNS Server a9 DNS Server a28as Domain name 1Tu
vnunaiaulaflnegvinnuinuslaninum DNS Server 8g# General Setup 184 pfSense
ssavidonvainisneataglunianuan n.3.2 wag ndnaIAwdgRnaizlanadng

AINNN 3-5

Firewall » Services ¥ VPN

et e

- 104.1.11

AT 3-5 NadNSUINSAMUART DNS Server
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3. MSASANLATBIULaY Proxy

1 g ruiinuslasmunrluiaiswstne Proxy Suadasusitie Proxy 1y
\dsauddrefiiundiduweiigniienldlundrdelilanieudidrunldldneuss Tned
pfSense Tuinisanilluanuininainiasusitng Proxy wlefinda Inagfnsesasmunsd
AN 9 il

- on Interface MiagldiRann Proxy

- oy gl419le Interface Talaglaidaaiiin Subnet Angaygaliiy
Interface (Allow users on interface)

- &doyailazly port 80 wanualudl port proxy Tnelsifesdedaladn
(Transparent proxy)

- Judinn19udds proxy (Enable logging)

_ Fwumves cache (Hard disk cache size)

2. \uvneiavlefiwes cache managers mauanﬁé’ﬁmélgwam‘[,ﬁlfﬁ'ﬁmmu@u

INAPULN T1UaXBIAYBINTAIABLIUNIANUIN N.4.1

3. yananil 1ATeeuiYY Proxy Safiufinina Lightsquid Jaduiniasiiedly
Wiuduiin URL winldusiaziiuing laedRnsadasimuaajuiuusieau (Report Template)
wae 939 12871115 Refresh (Refresh Scheduler) é’qswau"e’mm‘uaamiéfqmaq”lumﬂwmn f.

4.3-4.4 U8z VAR INAIALAIEIANaAWSN5TUTIN URL A0 1M 3-6

Squid tser nCCESSTEROIT? = &Sy, &0 2,
Users 171312111 (2)
Graep: ?
Date: 25 Oct 2015

is.alicdn.com

AW 3-6 waEWSNSIAU log URL urazifumavesdld 172.31.21.11

4. msiaen Captive Portal
Captive portal 1uszuuBususanu (Authentication) neufiagldvuduvasiin
5¥UU Captive portal Tdnludemiuduiiiadou username uas password \em19d8u
Fmuneunsinldau Tnsfinsaadn Captive Portal uay @319 User puduseudasialui
1. nsfuaragf Captive Portal §ifadl
- (Unl4 (captive portal) M Enable captive portal

- (Ben Interface LAN #igiaanisldf Captive Portal (interface)
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- fAmusdnnunisieusewiauiulunagldidn login taudld Intemet

(Maximum concurrent connections)
. - fmuatamiigldesns logn Twilunsdfigldlailals intemet i

nawaiiaaty Idle timeout

- 1d URL vommthwasiifulusiwesdeuanmgan login d1ifaud
(After authentication redirection URL)

- Avusduugldlunisidn login wioufuvanein3os (Concurrent user
logins)

- FenmsBudusnu w3a fEmmsssuu (Tesiiv) (Authentication)

TERBEAYBINSAAIBELUMANLIN N.5.1 kae WHIRINNITAIAIEIDELA

NABNS AININA 3-7

Captive Portal: Zones E®

internet2cne

5 e X e e e S

AW 3-7 NAANWSYBINT5AIAT Captive Portal

2. fwdenmstudusnulegldszuudngld (iesdiu) Tute 2.4.1 fAndsiasaing
alifiaseauliidrluldewaiedis Intemet Inaimun User, Password uag Full name

F188:188Rv8INSAIAIBGIUNIANLAN N.5.2 Uag NHINSIAEIIIANAENS AINTWT 3-8

System: User Manager

System Administrator

SRR

AN
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v . o « v 2 8
3. wannsivdeuldausesuu Captive Portal Wislpataunnasnisidild
Internet 1nBLT2U www.Google.com aziivthdudusinu (Authentication) Tugltdou

username Wag password AININN NN 3-9

, & 172.31.21.1 8002,

Woelcome lo the pfSense Captive Postall

ey

Mwit 3-9 wadwsroamsasvaeummiliuiinu Tunisidldau Captive Portal

4. dlmatouiiudumnuduia ssuvaztuiinnsidnne lnsuanvuieaulon

v ) <
WBLaY MAC Wag username YBNELENY AINIWT 3-10

o

g 00:25:64:ad:68:3f

TG

E 172.31.21.11

i 3-10 Tudinnistudusnuvasgly

5. nsmaAASaeusidnY Free RADIUS

\A309ui18 Free RADIUS 1 package #il#lun1smsiaaeuanalunisldauaes
g4 (Usen) 1iu 1iledinnsldarunesszuy VPN Server w3 Captive Portal axfimsasiadau
avisneumsdildau gvitemiinusle 1) Ank package 189 Free RADIUS?2 2) fmuadiauas
sanofléaru 3) Auuniteglef uaz savaslaaoudlu NAS/Clients waz 4) fvundn
Interfaces #imassadoya RADIUS listening interface uazsfanaslaaioust s19azidenvos

nssieAagluNIARULIN N.6.1-n.6.2 A INAIAUSIElANasNS fanwil 3-11
FreeRADIUS: Interfaces )]

172.31.21.1

N9 3-11 NadWSveIN19NIMURAT Interfaces
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ntugirauinuslinaaeunisyiiau Free RADIUS2 package Taoidnluiuin
command line wauATaITE pfSense tutaane SSH 91nlUsunsy Putty laeld frds
redtest userl userl 192.168.254.1 :1812 0 123456789 1A &5 UUTSUANIA1IT Access-

Accept Tuussingavitesianii1A rad_recv 518az188A103N15A3A 88l UAARYIN N.6.3

PAINFAIANLAI1TE IARAANS AININA 3-12

6. M3AIAT Log Server
pfSense fiszuu System logs Aildlun1siAu Log file fing q ﬁﬁ’ld’magj‘uu pfSense

WU N3ty log DHCP, log firewall, log OpenVPN uaz 3u 9 fenmil 3-13
Status: System logs: DHCP CEEE8E®

SRS SO

Last 5D DHCP service bogentries & , P
% dhcpd: DHCPACK on 172,31.21.11 to 00:25:64:ad:68:3f {maisouk-PC) via rl0
,'5I Apr415:51:26 dhcpd: DHCPREQUEST for 172.31.21.11 from 00:25:64:ad:68:3f {maisouk-PC) via 0

APr415:11:05

AW 3-13 NMSUAAITFUULAU logs U183 DHCP

UBNAINUTIRIATA pfSense s log TUdT log Server 1p3asdu lnaldlusunsy

P

(Syslog Watcher) Wiaifiu logs 63 9 fidsuna1n pfSense gvirutinuslamuunaing
swavtduaseluil

- Ualdnstudinszezlng (Enable Remote Logging: M Send log messages to
remote syslog server)

- szymneavlefives Server #flusunsu Syslog Watcher (Remote Syslog
Servers: Server: Xxx. XX .XXX.XxX)

- amiilvanlusunsy Syslog Watcher ciulas

http://syslogwatcher.soft32.com \oRnna
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TwaziBuaransnsaeglunianuIn n.7.1-n.7.3 danadaazlbnadns

S 3-14

o AT, by etzh bock n 4,0 8 LTI novie 1Y ot 92101564,
o T Ot 322085 Rerog SIETTTEE8 300000103 brged s bl o 4,020 54 225300 moew 1T amac ATD 1016 54,5
Vg 0d 35D A2 sendresy Permission dered
o [E ooy TAIETTTE NI Dt h o ki AG 138 J191 0 none N andp 70172 3
nlo Oa 32230 fredeg TIILTTTNEIABHSISAD, manch blockin 430123 110 ncne 1.y AL A ALL.
Wi od JuBA Tietog 1338777216 14 BESToA10 e Ehock ed 570, L8, 357, o 13,00, 78 172 30 7 L1,
Wl ot IRBR Theriog
ko Ot 3 202 [
e Oa I BB Tasdoy 07 I6TTTE6 T AS030,1, O vt 4 SIS,
Viemig O 3221229 Al 10220] ‘Sendrag Permasion dended
Ve Ot S2A% Ftriog S 16777 261000000103 gl sy Ehock iy D1 283184 rorne 17,0, 51036 6.3
o Ot 522258 fardcg
Waeming Ot 3 2225540 waqaze]

o0 o [ Teriog

[T o Oa 32585 Fkedog

Sysem Warming Ot 5 2R Atz

Symrem Wasrirg Oct 3222241 A 10220)

loca0 o 0 32T Tkedog

Sals inia o 3IERE fierdeg

N tocald Who Oct 3 22238 Titeriog S1ETIT2IE_15000012) el metchEhock i, 00,54 6051 2. o 17, sy %
ks mmsxwym [ YT ykng ocal & o O 3201 farerng 1B I6TTTEE AR T3154, 0, macch block i 200,18, 313 0 mome A wdp SHAT2.A B AL, *

N9 3-14 wareansiiu log waslusinsy Syslog Watcher

7. msshfauvusinimsanniluan uaz nisewluanlduinissuiunias
gvinauiinudlaly “Limiter” iesiauuudny (S1inmnuslaianis upload
kaz A5 download) InagAmuuuminyinisa1llvan (InlimiterLAN=60Mbit/s) Las A15ew
Twam (Qotlimiterl AN=30Mbit/s) Ifuiasasiilévune taalofififuun Tnoiidunousd
- aug il limiter ¥83gniA38%Y18 (Enable: M Enable limiter and its....
1d%o (Name: OutlimiterLAN )
- AvuALUUAIAY (Bandwidth: 30 Mbit/s)

TgazBnvsin1smiAtagluniANan n.8.1-n.8.2 MARNAAIGIIANAINS

F9 WA 3-15

AWA 3-15 Han1sagauUsIauuumIadmsuanlvian way anulvan laaldiaSeilsann

Vulas www.speedtest.net

365514
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8. nsaaRUEen Facebook uas YouTube Tu pfSense

n13ufian Facebook uaz YouTube tWunisadranglwsieadufiasTviinsidta
Facebook waz YouTube lasginautinugdnass DNS Resolver ag:ﬁ Host Overrides 484
Facebook uaz YouTube tptiluainanglnraadlioynnlidnisidifist DNS Resolver
iwaazLz»‘iamﬁuaqmiﬁqﬁmg’mmﬂmmn 1.9.1-n.9.2 w&anaA ez ldnadws

S0t 3-16

Firewall: Rules Q&

1P - * 192.168.0.1 *

3
Tk . 19216802 | * i' none ’

i 3-16 afrenguiasn1sidnia Facebook uae YouTube

waannaienguadinuiinuslavnaaunisidntia Facebook lanadan1wit 3-17

[[@ e recevommeom

BisnansoudhdaSuladil
www.facebookcom T8l mz uns AUy

Chech your kntermel connection.
Chexh aery Cabley et Iehool sy routers, mocenTs, or other netmork devion o0 miry be usiig.

11t s alrvady fisted a5 3 peogram ailowed 10 SCCESK the Aeheork, Lry rermving it from e st end aditing it agakn.
wnantdnionshidvhiad

Chech yinn proxy setSings of Cantact your totveork sminibatorn Yo make une the prexy scrver i mosking. It you don't
believe you shoukd be using 3 proxy serven

IR

AN 3-17 wan1sifeam Facebook

9. nsmadn NAT uaz Port Forward 1Ufl Web server Tu pfSense

nsdwianasndl NAT Ao nisimuaidumasteyaiidasoidirundsgunsalin
Eunne (Router wia unliasaauaitng pfonese) Tagandumsns NAT fitnsuvasiafinieuen
(Public IP address) Tuilulafingluszuy (Private IP address) & auiinwuslaad NAT
Tu pfSense Liauvas IP 904 Interface WAN (10.16.64.92) Willuvneias IP waa Interface

LAN (172.31.21.1 ¥84 pfSense Waz 172.31.21.2 983 Web server)
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Port forwarding lun1sfmuaduniasieyaluduaiosuatenis 1gu msvh
Port forwarding LU Port 443 U841A383 pfSense Waz Port 80 U1 Web Server s18asiden

U9IN1IRIANBGLUAIANLIN N.10 NI INAIAUAIELARAFNSAIN1WT 3-18

Firewall: NAT: Port Forward 2

i 28 ST RS
ToPfUDP | = b WAN address | 443 (HTTPS) | 172.31.21.1

H ) CD VAN | TCP = - WAN address | 80 (HTTP) 172.31.21.2 | 80 (HTTP) Port forward

Web Server | |

r

AW 3-18 wan13RIAT port forward TUfl pfSense taz Web Server

10. N15RIAT Dynamic DNS
Dynamic Domain Name System Lﬂmwumﬁﬁﬂﬁﬂ’liLLUﬁﬂ%@IﬂL&JUL‘TJU
wuewatled @winsmnszuu DNS ilufmnaiadlefiveanisgliuinsdniudasnsi)
Tngdunaumsimua1u3ns DNS wuulauifinly pfSense fiosiinnsasias Free Dynamic
DNS uwaz 51‘5\'1?1"1 Dynamic DNS Tu pfSense ﬁ\'if:l’
- 1aanUssnnuinng (Service type: No-IP)
- \@andumasiwa (Interface to monitor: WAN)
- E‘ULLUUﬂ’liU%mi‘ﬁﬂﬂﬂi‘?iaISaé (Service type: No-iP)
- la¥olaariiatag (Hostname: asaphatthana.no-ip.org)
- 1d E-mail #ll4aiAs (Username: msycm2015@gmail.com)
- Tdsvia (Password: 3000000)
~ fesunedeiiisnazsi (Description: asathattana.no-ip.org)

eaduaveInIfaAeglunIANLIN 1.11.1-0.11.2 nasnssrudalinaims
AN 3-19

Services: Dynamic DNS clients @

No-IP phattana.no-ip.orp

AWt 3-19 Ban15619A Dynamic DNS
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11. msadnglwiioad
Iw$readiIundosdoairengimiiaiousunanihiwuiid dyesssuy
wFetesimihiitlestunislasfnnyeraanisuan way fmuadviniadildssuueseds
Taegld pfsense a¥anguiinesnsayaalilunguesnglwiioad 1wy EmailPort,
LocalNetworkPort, uaw RomoteAccessPorts wazmsadngiwiioad ftunoudail
1. a¥1angu Alias port 84 EmailPorts, LocalNetworkPort, ka
RomoteAccessPorts
- Iai*"ﬁ.aneju Alias port (Name: EmailPorts, LocalNetworkPort, 138
RomoteAccessPorts)
- f85U1y (Description: Permit only important ports to client local net )
- danguuuuidu Port (Type: Port(S))
- 1d port ﬁﬁaamiaumm (Port (S): 20, 21, 53...ooovooeoooooeeee )
iﬂaaxlﬁamaamié"lu'whag’lumﬂwmn n.12.1 nsnderudany lhnadng

Fan it 3-20

Firewall: Aliases a8

EmailPorts

Permit only important ports to client locat

LocalNetworkPort .

RomoteAccessPorts

2. ahanglwireaddiunmseynald LocalNetworkPort,
RomoteAccessPorts, wazEmailPorts
- JUwuUNSNTEI (Action: Pass)

1Banduwmasiwe (Interface: LAN)

Auue Protocol (Protocol: TCP/UDP)

- 3UKUUAUN (Source: Type: LAN net)

sulluuUaene (Destination: type: any)
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- 1&ann&y port Uaena (Destination port range: from: (other):
LocalNetworkPort RomoteAccessPorts EmailPorts waz to: (other): LocalNetworkPort
RomoteAccessPorts EmailPorts

- froSunedefiissi (Description: Permit only important ports to ....)

T8z 88A18IN13MRA18ElUMANLIN N.12.2 ndanndsmuaazlanadws dunmdi 3-21

[ TCP/uDP .

IPvd iLANnet ix = RomoteAccessPorts | * none
TCR/UDP
oV LAN net x * EmeilPosts * none
TCPIUDP

AW 3-21 wavesnsasungiwiieaddmiuniseygaly LocalNetworkPort,

RomoteAccessPorts, Las EmailPorts

3. msaiungwiieadlieugnlniinisdnds Port

- Action: block

- Interface: LAN

- Protocol: any

- Source: Type: LAN net

- Destination: type: any

- Log: | L.og packets that are handled by this rule

- Description: block port ua1Adn Save
easdoavasnsiemeglumanian n12.3 vdandmudiagliuadng

FINWT 3-22
BOEE

Firewall: Rules

il 3-22 avesaiiangreadliougalviiningfa Port
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12. n1593A1 Multi-WAN Load Balancing
Load Balancing \Jufatasuvanssaneauuas WAN1 was WAN2 nseifi WAN1
738 WAN2 down pfSense anunsalulddnmielé uanainil load balancing din1sudansiv

Ananesasnisluasadnaluda WAN eassuilansAiumnnzay Tneddunaulunisiiuunan

De
e
o

- NMIRRALUULNUNIN (Diagram) U89 Multi-WAN Load Balancing Fan it 3-23

=
Switch 1 - Y ol 2

Interface WAN Interface WAN2 Switch 2
(IP Address:10.16.78.122%)  (IP Address:10.16.64.92724)

pfSense

Interface LAN
(P Address:17231.21.124)

‘Switch 3

it 3-23 nsuanadialaseaineues Multi-WAN Load Balancing

- Aviuansnglavlefives interface WAN uaz interface WAN2 1 Static
- @319 Group @ 13U Load balancing #w3u Failover $1u1u 2 Group
- ATI9AEUNIIYNTUYEY Gateway WAVGW way Gateway OPTGW iidas
swazBenuasnisiansgluniesuan n.13 dsnasiudraldnadng

fannd 3-24

Status: Gateways

WAN Gateway

OPTIGW | 10.16.64.1 | 10.16.64.92 i O.lms | 0%

check
i Wed, 07 Oct 2015 00:53:53 +070C

AW 3-28 HAYBINTNTIVAD ULV Gateway WAVGW uaz OPTGW visaasan1uz online
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13. M3kann IPsec VPN

IPSec VPN Lﬂumﬂh‘[ﬁﬁﬂﬁtﬂ‘ﬁﬁnmim‘éﬁﬁaw%’wsnﬂsm?a*ziw*uadamﬁu'léﬂﬂa
N1U IPsec

IPSec §a1191n Internet Protocol Security \Uuluslapaadmiumsdedoyaniiu
Buweiiineglaendy  lasnmsfigaudnu  uas ﬂ131:2’1'1sﬁamaasﬂ‘ﬂummzﬁﬁwmsﬁmﬁia
uenniluslnrsadsnsinaauaugniios wazmsinwanudasnduresioya lngnswean
IPsec VPN fidunoudisil 1) sruuad IPsec VPN waz il client 2) adnengiWsieaddmsu
Interface WAN and IPsec 51aazLSamaaﬂﬁﬁv’whag"lunmwuqﬂ n.16 #ENNITHIAILE

gvirufinuslavaaeunisieusiouas VPN 1WA pfSense asnwil 3-25

/PN Connett- 183:182.105.1...

Connect |4y etwvorks| -

config loaded for site '183.182.105.144'
attached to key daemon ...

peer configured

iskamp proposal configured i
esp proposal configured
client configured

local id configured

remote id configured
pre-shared key configured
bringing up tunnel ...

A 3-25 wavaansiieusiaves PVN connect Ui pfSense

gviruiinuslanaaaulaald ping lumilefives Interface LAN Server fingnngly
1A3aUevesan Iy wasanlalioua IPsec VPN duiavsuanslaniunanauiu ping

KNG 3-26

Ca\Users\maisoukrping 192.168.254.1

Pinging 1922.168.254.1 with 32 hytes of data:s
Reply from 192.168.254.1: bhytes=32 time=51ms TTL=64
Reply from 192.168.254.1: bytes=32 time=28m% TTL=6(4

Ping statistice for 192.168.254.1:

Packets: Sent = 2. Received = 2, Lost = 8 (Bx loss).
fipproximate round trip times in milli-seconds:

Minimum = 2Bms, Maximum = 5ims. Buverage = 3bms

AWl 3-26 nawesns ping lwilefiwes Interface LAN Server

Sl e
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14. M5AeA OpenVPN

dlfeansafadadildnuaieigvasantu lunagldsenlditnuuen
anuRléETy OpenvPN Taaiidunaunisimvuasidal

PR Packages 184 OpenVPN

14 Wizard fiwuaA1 OpenVPN

- a3 User @msuldlunisidn Login OpenVPN

- msnmuaAT OpenVPN Client Export Iasn1sdiaa config Tuldlu directory
993 OpenVPN Client

swasdarasnisasdiaglunanuin n.15 wazudaainnisaaninda ey

fnuslavinnisnaaaunsiiousis OpenVPN Connection LU#i pfSense walaganimi 3-27

5;{

TPvefbal- *

PR Mw

[ Feb 28 1302132615 SLOpenSSLmlm
Sen Fet 28 13- |1132!}16bayve|ws OpenS5L 10,19 8.0 2015, L7D 2,
Sun Feb 28 13:15 Cortrol Channel Aethertication: u!hqblScmcub—l‘l%«ﬂVPNtbkcyuaOp&
&nrezsmsmzmsuumnmm
Scn Feb 28 13.15:30 2016 UDPv# bk remoto: {AF_INET}193.182.105,144:1134
[Sun Feb 28 13:15:30 2016 WARKING: this may cache passwords I

. Sun Feb 28 12:1531 2015 [Server} Viated wih [AF | msrnu1az1mm11s4
Sun Feb 28 13:15:23 2015 do_feanfig, 8-54v5e0. 0->dd_feaniig_pvh_schip
Sun Feb 28 13:15:28 2616 open_fun, B5pvEeD R
5o Feb 28 13:15:33 2015 TAP-WIN2 device [Local Area Connection 2} opened: '\ \Giobaf\{0DZE4275-38F-

’ s;.re,zau1zranzmsmrdm’wmmmmmannu=|Pmud1szlsamm¢sza= Ne
Sun Fes 28 13/15:33 2616 Succesdid ARP Aush on intesfnce [14] 3BFB-$47B-BEALEBIZEE0838; |

- [3un Feb 28 13.15:38 2015 knkichizafion Sequence Campleted :

a1l 3-27 wansifeusiavas OpenVPN i pfSense

navadaou ping lunilefiwes interface LAN Server fingluiasatngvatanituiila
\Yousa OpenVPN dusaillu AanTwia 3-28

rosoft indous (Uersion 6.4 268171
ht &> 288% Microsoft Corporatisn. All rights vescrved.

ging 192 168.:254.1 uxl:h 3z
Z 164. éb'i : hyte

-25

Qppxnx;mace pouad
ininun = 1%As.
G

xer'?ﬂn ITL=127
tine=2%ns TTL=127

for 192.168.254.28:
3 ne = 2, Fece‘ued =2, host = 8 Az loss),
ApProx p in nxllx--rcunds
Hioinun = 28ns. Maxinun = 29ps, Average = 24ns
Cgtvtx‘ul'c

AW 3-28 WaweIN1s ping luwlefiwes interface LAN Server
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15. nrsasnaeTassidne uas nsadivlusvasasdns
1. nseanuuuntnduradinedunadnm

AR RNLUULNUNWULMA nvas i ulgauaTinedewadne S0 3-29

o 88 | Juded | Mideda ||
WInGaEUY [ I J ]T:u?dam

(—b wiman ﬁanssuisat%auIn1mia~zin msfunuﬂaa‘mm‘u‘énuﬁanmsmaﬁ‘lv&aﬂj

WYnan

wildgainAangsy ..chau 2

AlRiiam

AradunanavEIIvLiy

AW 3-29 N1SERNLUULNUN Wt UYRIngdenadnw

[

2. dwdszneuiineandoavoniuiidsd
- TalAwaslsaey
- wiyudn (uihudn Asnssulsafeu nisudeinans wwuresuinGeu
lonasnTiivian
- wiydos 1 add (afAinFou wos afiiag) TUA uay Minse
- wydes 2 (Fum 4m deyauisafulsadou ssuumsdads asdnsdads
vy WioamsiituiulsaFou wdngasnisieu-nsasy AzuBsieu
edetinGou)
- wihldnmAanssy
- flddiow

- meduisvegaiieiv
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3. finudinwuddenanfienisinde Ubuntu Server Tuaufiwusiuusiilige
TWAnwfidulas (https://www.youtube.com/watch?v=EMlaOSHfXSs)
a. fvuiinugtondninishnduaziaan Word press Tustuliwusiuusli
cgdﬂu‘lﬂﬁﬂwﬂﬁL"JU‘l‘zJﬁ https//www.youtube.com/watch?v=_0zKdNDYEIO&spfreload=10
HATBINTTATI website Tnerdawafinu [ Tulunuioenuuuly

LARIAININA 3-30

Januxy X0 2018 Prsted i Unerleprited | No susvisets

wisnsromnonodenongn

A9 3-30 windulesveinedewadnmn
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N1598NLUULATBY18 TUATUTIASS
gvinauiinuslasiniseenuuuszuuiaiatigluaniunads ivemsdasaasnisgld

uiivszwaassasgusssUlasUstrvuan ledinseanuuussuuiaietaluusas

[ANIZNP]

1. N1999NLUULKHUNINTEUUASEY81UDIATS A LEAIAINTWT 3-31, 3-32

Web Server

. install and config Ubuntu Server

. install and config Apache2, MySQL, PHPMyadmin
. install and config Wardpress

. install and config FTP .

W N e

Router

Web Server

WAN (PPPOE IP:183.182.105.144) E » DHCP
I Switch 24 port
.. LAN (Static IP 192.168.254.1)
I

)

Coenfig piSense
1. DHCP server

2. Radins Server
pfSense A 3. CeptivePoniai
4. Proxy Server
5.NTA and Forword
6. IPSec VPN
?7.0pea VPN

AN 3-32 5eazidenszuuAseteluaims A
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2. NT9RNLUUTZUULASDT18TUDIA1T B uas C, D UaAsnInIng 3-33, 3-34

a1a1s B

]

'LAN (Static IP 192.168.3.1)

' Ubiquiti UniFi AP
wireless

i i
i
A o PECWif

3~ Sutic DHCP Maping on LAN—
. Swit

PC
TP '192.168.3.48

AW 3-34 518azLBenssuULe3eu1eluaims B wag C, D

e

;'le'-ph'or:lc
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NIRRRILAZATAT pfSense, Lulad, waz Antivirus Tugauiiass
n1sansis pfSense Tuanuyiassiurdnaiunisinsluanuninaassienuiisaa

uueaulad way Hardware U9@IU G498l

AT 3-2 T1UALLDUANITAART LaT AIAT (LARLANITEILTIAIAIANIY)

ANl msuUNMIRARIludILNRITY

TUaLLIYAUNTAAAS

ANTUNNAA DI

anunasg

4.1 finsia pfSense
LAY NSATNUAAT

interface

IP Interface WAN
(10.16.72.12)
IP Interface LAN
(172.31.21.1)

IP Interface WAN

1. 91A15 A(183.182.105.144)
2. 97A15 B (183.182.103.59)
30113 C, D (172.31.21.2)

IP Interface LAN

1. 9115 A (192.168.254.1)
2.91A15 B (192.168.3.1)
3.21A15 C, D (10.10.10.1)

IP Interface OPT

1.81A15 B (172.31.21.1)

4.2 MvuaA" pfSense

Taely wizard

IPvd Configuration Type
(lu interface WAN): Static

IPvd Configuration Type
(lu interface WAN): PPPoE

4.3 nviunA1 DHCP

server

DHCP server
(172.31.21.10-
172.31.21.245)

DHCP server 81A15 A
(192.168.254.10-192.168.254.32)
DHCP server 81819 B
(192.168.3.10-192.168.3.245)
DHCP server 81A15 C,D
(10.10.10.10-10.10.10.70)

4.7 v
39 Download Uaz
Upload 984 interface
OTP1 (0.5M-1M)

MsadaERnIzINgaYlaY
Aviualy Download wag

Upload (60M-30M)

NIPNAUVLAINNLY interface
OTP1 v2121A15 A lnerinviunly
Download uaz Upload (0.5M-
M)
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Tugsesiuanidinuinusasunisindunisuidne pfSense uaz Web

Server yidaATav el Tangluanmuinaie (eazidentunoy uas In1sinaseglumaniin)

AN9199 3-3 S8aslIIRNTISAART LaL AR Tuaaunasa

swwazBualunsings uay deen 2115 MANLAN

1. Basa pfSense way A1SAIMUAAT interface A B uwaz C,D nt

2. imua pfSense lagld Wizard A B uwazC,D n2

3. AMUuUAA DHCP server AB uwar C,D n3.1

4. farieSaasieny Proxy uimaiuuayuesloyaliuled A B uas D nd

5. M3RaA Captive Portal Network U315t A uaz B n.5

Gulsdizusudeiinginsetns LAN uaz Wireless LAN

\eBudusnu

6. mapABLitIY RADIUS tierfwunsiededldi A n.6

annsandAI g

7. faAnsAauUUs3a% Download e Upload 199 B n.8

interface OTP1 (0.5M-1M)

8. ®amsAUAen YouTube Was Facebook Tu pfSense  C waw D n.9

\ardadndaiuled

9. %aA" NAT waz Port Forwarding Lﬁ;ada‘ﬁaz&alﬂé’a A B uws CD .10

w3euaithy pfSense uag web U3M3 IP meluineds

10. #aeh IPsec VPN Litelfinpniutasnfesinis A n.14

daudeya

11, RoRe WAL Ham OpenVPN Ifiau3maiseteiaiiou A n.15

12. nMsfnnaAsadulane war nsadraduladves

I3

;NANT

Tguau da
2.16.2-2.16.4

YBIUNT 3

13. U3N15UaeNU Virus (Antivirus)

wiatdunstlesdu virus 1Wewmuluiuiaies computer A9 9 U83919158 1

ey sugvihaudnus 16fase Antivirus JU avast_free_antivirus_setup_online viu

soluInends
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unn 4
NaNsALIUMSAARILAZARUNAIYBY pfSense

wasnInNsAeAslazivuneszuuAIetg R UInedewasAnw gvinnutinug

lanpasulszavdnmusaasennaluaimsnig 9 leedisgavidennsil

Tassadressuuasatien 1 (nneluaiais A)

Web Server
. install and config Ubuntu Server

1
I 2. install and config Apache2. MySQL . PHPMyadmin
PPPOE 3. install and config Wardpress
I 4. install and config FTP
Optic Media Converter

Web Server

WAN (PPPOE IP:183.182.105.144)

. sxvimh 24 port
LAN (Static IP 192.168.254.1)

(N . A
] Config pfSensé
4 1. DHCP server
* 2. Radius Server
pfSense A 3- Captive 'Portal
4. Proxy Server
2. Forword
6. IPSee VPN
7.0pen VPR

AT 4-1 TAS9a51998955UULASATIED1IANS A

dvihauinusleeenuuumveasuludiusng q 8 dusialuil
1.1 mylemuariidmivnisdsdeyaneluaiatieeinis A
1.2 m3deuwuudinvesdumediin Gnlrasuazaiiilvian)
1.3 nisviedau Port forwarding waz nglwWsiead
1.4  msveasududuiinunaunisidld Intemet (Authentication) lnely
Captive Portal
1.5  msvedaulA3sauitne RADIUS
1.6 nsviagayu IPsec VPN
1.7 msvagaau OpenVPN

1.8 NMIVARBULATBILLUIY proxy
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1. N15IAANNEAITNIYB9YBLsTUUASaT enelusIans A
n1syeaauLAsadny Wi-Fi Meluaims A easidensinalud
1. gvheuiinusneseulasly laatoud 10 lrateun ping ludumIausitng

pfSense lagl4ds ping -n 50 192.168.254.1 usaslrateusazas ping U 50 pingudise

230¢

€

n1seaunduN nnan1snaasdasuliialasitienay pfSense aaunduun 100% il
2 ' o o a v a aa o o .
wininageywe taeAadavediai ping wun1alundu Ae 20.7 dadiundl Awaand ping

a YR Y o a aa do o o v
wunalundutiesaalu 0 uaz winani 454 JadiundidsgasBeniiuanifiiensn 4-1

A57971 4-1 n13 ping 910 laataust 1UT pfSense ping -n 50 192.168.254.1

n13 ping 31N nafiiunsluiu ( Round Trip Time) (ms)

Thaieus 1Uf
pfSense ping -n 50 Sent Received lost Minimum Maximum Average

192.168.254.1

Iratoun 1 50 50 0 0 11 1
Imataus 2 50 50 0 0 282 61
lmataun 3 50 50 0 2 10 3
laaleun 4 50 50 0 1 454 91
lmataun 5 50 50 0 1 a1 2
lralous 6 50 50 0 1 9 1
Imataus 7 50 50 0 1 6 1
lratous 8 50 50 0 1 256 45
lralaus 9 50 50 0 1 5 1

_lmaweus 10 50 50 0 1 35 1
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2. gviuinusnaasulaelilaaoud 10 laatous ping TUds Web Server Tagld
&3 ping -n 50 192.168.254.2 wiiaglaateusiazds ping U 50 ping W&7 s8N1IRBUNEULN
MnHanisvnassasUliin Web Server aaunduan 100% Lifiufininagamns TaaAiadava
1877 ping WunslUndy Ae 3.8 fadunit Al ping umnalundutiesaaiiiu 0 wae
mnqﬂﬁ 121 fafiuiifassasBunfiuanifionisn 4-2

15197 4-2 M3 ping 210 Trataust TUl web server ping -n 50 192.168.254.2

13 ping 31N naidun el ( Round Trip Time) (ms)

Trateus 1Uf web

server ping -n 50 Sent Received lost Minimum  Maximum Average

192.168.254.2

laatoud 1 50 50 0 0 a 1
lralous 2 50 50 0 0 4 1
Tratous 3 50 50 0 1 121 9
lralous 4 50 50 0 0 117 15
ImaLous 5 50 50 0 1 10 2
lralaun 6 50 50 0 1 40 2
lraloun 7 50 50 0 1 82 aq
lAaloun 8 50 50 0 0 4 1
lralaun 9 50 50 0 0 5 1

lrataus 10 50 50 0 0 34 2
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3. gynnuiwusnaaoulnaldlraloud 10 Taataus ping lUg Google Taaldds
ping -n www.Google .com urazlpataunazds ping TU 50 ping LA258N1INOUAGULT 31N
ransvaasazulein Google maunduun 99% fukininagamne 5 winina TaoA adeves
nand ping lAUMlUNEY Ae 88.998 Tadiuni Ananit ping Wumslundutiesamiu 56
way WIngafl 394 Tadiuniidenoandoniiuansienss 4-3

a19739 4-3 115 pine 210 TAateust Tul Google ping -n 50 www.Google .com

n13 ping 91n lAaLawst narfidunslliu ( Round Trip Time) (ms)

T Google ping -n

50 www.Google  Sent Received lost Minimum Maximum Average
.com '
lmateun 1 50 a7 3 56 146 62
Iratous 2 50 50 0 56 179 82
lmatous 3 50 50 0 56 111 61
Imalous 4 50 49 1 299 394 304
lraLoun 5 50 50 0 56 107 61
Irateus 6 50 50 0 57 71 59
Iraleun 7 50 50 0 56 248 94
Trateus 8 50 50 0 56 83 58
ImaLeun 9 50 49 1 56 111 61

lratous 10 50 50 0 56 80 59
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o

4. gviniiwusvaaeulasldlaaioun 10 laateus ping T YouTube lng
T4i#ida ping -n www. YouTube.com WRazlnalaumazas ping T 50 ping UasBMIMBUNAULT
NnHan1TMAaesagulai YouTube maunduin 99.4% flufininagamie 3 winina TneAtade
489 19877 ping Wumelundu Ao 48.84 Radundidianii ping WumIs TWndudesaaiu 4
way Wnandl 311 fadiufidieazdeniuanifionis 4-4

507 4-4 113 ping 970 laateun W7 YouTube ping -n 50 www.YouTube.com

n13 ping 37N lAatous LaiAumslUA ( Round Trip Time) (ms)

U7 YouTube ping -n
50 Sent Received lost Minimum Maximum Average

www.YouTube.com

lhataun 1 50 a7 3 q 27 6
laateun 2 50 50 0 q 158 17
lpatoun 3 50 50 0 300 311 302
lpaleun 4 50 50 0 4 32 8
lpateun 5 50 50 0 q 43 8
lraloun 6 50 50 0 4 238 39
laataun 7 50 50 0 4 39 8
lpalous 8 50 50 0 q 79 8
lpaloun 9 50 50 0 12 256 86

laataus 10 50 50 0 a4 22 7




5. fviauiwusvaaaulaglilaaieusn 10 laaleud ping TUfa Facebook

a2

TagldAnds ping —n www. Facebook.com usiazlrataunazds ping U 50 ping ud159M13

moUNAUNN InHanisaastasulain Facebook maundus 99.4% fiuRninagamig

3 witninalaeAadavasiian® ping tAuntslundu Ae 254.526 fiadiu% Aiandl ping

Wunslundudesgadu 198 waz uinaad 744 TadiunfinisuasBeniuanifnienisn 4-5

A15197 4-5 N5 ping 91N lAaLaus Ui Facebook ping -n 50 www.Facebook.com

n13 ping 917 lAaLaus

U Facebook ping -n

nafiiun1glUAY ( Round Trip Time) (ms)

50 Sent PReceived lost Minimum Maximum Average
www_Facebook.com
Tpatoun 1 50 a7 3 223 297 229
lratous 2 50 50 0 223 345 233
lraloun 3 50 50 0 223 461 255
lratous 4 50 50 0 223 268 228
lpatoun 5 50 50 0 221 251 225
lnataun 6 50 50 0 222 744 392
Irataua 7 50 50 0 221 511 321
paloun 8 50 50 0 222 251 225
Taalous 9 50 50 0 221 290 224
Trataun 10 50 50 0 198 381 227
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439U wan1svadau ping TUfitadaulvne pfSense, Web Server, Goosle,
YouTube, Wag Facebook #wui1 usazlaalaumlasu ping reply nduuiluszeziiauanmng
fu W17 1583 computer TBIUAAZIAT B TTALTSOULAIA Uas VuEVaEEY CPU %89
LLmawLﬂiaqwmulmmnu AW 4-2 Uz 4-3 LLﬂﬂﬁNaﬂ’liVIﬂﬁ@U‘UaﬂlﬂaLE‘IUG\G’I’JE‘JU’N

£ron 192.168.3. 3 t.mc\ln ’H'L'63
fron 192.168.3. 4 IT
fron 192,16

1o €rom 192, 18!

tineding
ting{ins I
2 tineling

TIL=63
tineine TTLe63

[55] Windows Brperience oa
Intel(R) Core(TM) 3-4005U CPU @A70GH:
130 GHa - v

Instalied memory (RAMY 400 GB
System type: 64-bit Operating System

Wil 42 namnaaey ping TU Server 9nlaatausisad 1 (intel (R) Core (TM) 3 uas

RAM 4GB) ldiAnade waz Aundigan 0 fadiui

" 192, lhb.a.
o8

e=Ins
::nc"?m IIL=64
tines?Sns TTL=64
fron a TL<64
Ly from
fron 192,
Lron
frun 122 »3J..
£xom 392.168.3. yta t:ne(ln" TIL=64
fron 192.168.23. b 1nr.-=3n, TIL=04
Eron 192.158.3.1¢
fron 172.168
Fron
Heply Fron

osed,

Ping stat,
Pacle:

fpproxis
Hinimn = fna, Haximm = 7an=. Rutrage

'l\’mdam&;:simc: Index

100 GB-

-4 Opersting System

No Pen o« Touch Input is available for this Display

A 4-3 wansvegau ping LUT Server anlaataudsad 1 (intel (R) Pentium (R) uas

RAM 1GB) leimAade 11 3 ad3uil uae Aunniigedl 75 fadiund

NAM 4-2 Uaz 4-3 ANEIYT (Round trip time) Ainulunmisvagau pingiiiau
& a1 a aa a o ' & o v P [
aviuadAuszann 0-3 fadiund Wit us Tun3ssnil RAM tag waz dnnsld CPU w1n
AMaIIILaINNIINAdeU ping AT Maximum 1@ 75 fad3uni ( wmmssidnuusil

\Wadudszana 1-2 afslunsvegsy ping 50 ASY )
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a3u madSeuiisusadsildainuanisneasy ping veslaaiaudluf pfSense,
Web Server, www. Google.com, www.YouTube.com, 18y www.Facebook.com AU
Auatad (Round Trip Tine) fAnenn79 ping Facebook YouTube Google Fofiu
Server agjnwuanazﬁﬁwmnndmmﬁl{fﬁm?ﬁ ping pfSense was Web Server Uszuial
30-200 Hadiund

18 Facebook azlgliaimau ping urunin YouTube Waz Google 21NN1snnAgey
tracert lUfln3nausivnaves Facebook mnlﬂat,auﬁﬁag’lum?mhs’tumms A WUINEUNIS
Usznousie 15 router lauia3oaualtng v8e Facebook ag'ﬁ'ﬂizmﬂ United States 14

%alluaﬁ]’ml.fm'l‘uﬁ http://www.speedguide.net/ip/66.220.146.36/ fanmil a-4

C:\WUsers\yangchiamouastracert W, Facebook. com

Tracing route to star-mini.cidr.facebook.com [66.228.146.36]
over a maximum of 38 hops:

1 ms <1 ms <1 ms pfSense,localdomzin [192.168.254.1}
42 ms & ms 5 ms unitel.com.la [183.182,97.226]
S ms : unitel.com.la [183.182.987.35]
9 ms : & 183.182.96.129
292 w5 313 m 262 ms  ge~1-2-3<kerl.hkg.c + [223.169.57.1]
285 ms aedd.prél.hkgs.tfbn {193.4.96.114]
328 ms aeB.bbBl.hkgl. tft [31.23.28.218]
364 ms as=l3.bbel.hndl.tfbnw.net [31.13.26.21]
t ot [31.22.24.153)
"[31.123.24.3]
t [31.43.31.127]

1
2
E
4
5
3
7
8
9
¢
1
2
2

1
1
1

:2st timad out.
% t est timed out.
277 m d unitel.com,la [483.182.105.144]
293 m ) 15 edge-star-mini-shv-18-prnl.facesock.com [66.228,135,356]

-4

[y
o n

Trace complete.

< \Users\yangchiamous>

a4 d o4 s
AN 4-4 [anis tracert TUNATaWLANEURY Facebook

drunavnaasy tracert www. YouTube.com wUINLaUNIUsSENBUAIY 8 router
o 1 ra . . ed
IneA30L1ev89 Google ayNUszinA Lao People's Democratic Republic amvayaann

ules (http:/Avww.speedeuide.net/ip/183.182.96.154 /) §an il 4-5 guan

C:\Users\yangchiamoua>tracert waw.ycutube.com

Tracing route to yeutube-ui.l,google.com [183.182.86.1547%
over a maximum of 390 hops:

imnms ms 1 ms pfSense.localdomain [182.168,254.1]
ms s 6 ms unitel.com.la [183.182,97.229]

ms 8 ms upitel.com.la [183.182,97.35]

s g 94 ms unitel.com.la [183.182.97.121]

ms 4 ms 183.3182.96.5

ns 4 ms 183%182.95.154 _

[ A I V7 [N SR U I NS R Y
-
[>T B v IRV JRUe IR

“y
3
1]
(2]
1]
0
O
=3
]
ot
m
t
w

A 4-5 panng tracert lUTAIBALLANEUBY YouTube
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= v . ' =i row v - ' '
M1997 4-6 duanazuAtageauailluaTeaiesg

i30Ty Aads Round Trip Time
\A3BLThe web 38
\A3aiUe pfoense 20.7
LA3BaWieIe YouTube 48.84
LS BainnY Google 88.998
\PSaawsitne Facebook 254.526

d2un1s ping lUfl pfSense waz Web Serve (dun1s ping nmeluiesetaldinan

saundutiny sz lilaeanludnuen way lulatulwsioad

2. msiauvuddarivasdumaiiin (Gwivaauaza1idlvan)

Inendewadnu 1uU3nisves Unitel #l¥u3nag Intermet fimnuiiagegalunissw
Tvan gegn 6 Mbps waz finmsalunisanitilvangagail 6 Mops nsmaaaulagld
www.speedtest.net wuin Vunauuuddailumsénlvan 5.58 Mops wazaniilvansogi

< v o Y e od t @ @ o
5.93 Mbps FlNALAEAULUUATIAYIAINTI985UIN ISP AInTWe 4-6

AN 4-6 Han1sNAdaUUSIIULUU IRV MSUDnIvian was anUlvan

3. n1sVAdaU Port forwarding uas nglwitaas

1. nsvaday Port forwarding teayRlildiinEs Web Server Taafinisvin
Port forwarding finglwieaauas pfSense lniasodlaatoudmalunaznisuandifivaeiay
lofiuas Port fumasslsfile anunsaidndie Web Server 71 uag Port 80 (HTTP) waz NTA

ﬁ]zda‘ﬁagalﬂ‘ﬁ' Web Server fsnenavlof 192.168.254.2 danwil 4-7

Firewall: NAT: Port Forward @

i gso(}mp)

AT 4-7 HaNT5RAAT forwarding Ui Web Server



a6

wasn13Amun Port forwarding @159 pfSense asasanglwiiead (Iaadnludf)

foygaliiinisidntia web Server ngfisygaliaiadlaflaninisluwazneusn an Port

Q@

azlsnla Taunsndiis Web Server Miaguuneiavlaiuatsne 192.168.254.2 uas Port

80 (HTTP) A4NIW 4-8
Firewall: Rules G556

!

Wil 4-8 wanseeAng i iieaviayn1an1sidntie Web Server

gldamnsadnga web Server Talagld¥alaiiy www.pec29052009.edu.la
vuneiavleft 183.182.105.144 deffiaudinuslsnaveidouiu Internet uralszmeanana

AW 4-9

it 4-9 mansvegauiiulasvaianiiniseyganglwiioad

2. mMagaey Port forwarding #lnfaAIadutd1e pfSense Hn1svin Port

forwarding 91 pfSense iafimuaReulvvadlniiead lnueugnliaiadlaatoudinie Tuuay
A 9 t % YV ot d 10 :J

meusniidvnaaglofuaz Port auvisezlsild awnsaitfunisudie pfSense 91 Port

443 (HTTPS) Ty NAT 1 forward Yoyaluiivanetanlef 192.168.254.1 fanmil 4-10

Firewall: NAT: Port Forward il

] WaN | TcPiupP | 7

I i \ i
& I H

-J 5 t . d‘ dll (BN
NN 4-10 wan1969a1 forwarding TuilASoausine pfSense

i
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WAt vua Port forwarding @1159Ua7 pfSense azadanglwiieas (Inednludif)

Tu Interface WAN Tagaygalifinisitndiarsouding pfSense ngllaugyinlnaiaslanle

wan1elunaznieusn 910 Port Auntsaxlsnld Tranuisadifanlasusitng pfSense Yot

u

vingavlafiuaenig 192.168.254.1 wag Port 443 (HTTPS) flan1w 4-11

Firewall: Rules - @an

192.168.254.1 } 443
(HTTPS) ;

AW 4-11 HANTS ai'ij,Wﬂaaaaaﬁaumm‘lwmimmm pfSense

v

mivageungtwiilaglilaaloudegdwueniaiatie (Wu laaeunegly
unMvendayswi) wuilaaeudamisadndminiu pfsense Tnglt URL

https://183.182.105.144 a4 W 4-12

i ttpr.r/‘183.182.105144 indexph

Fad S*‘.:s

» 0%

183.182.105.144

- 2.2,6~RELEASE (2md64]

m«.umoxuuscmtsrzms 100beseTX <full-duplen>
FreeBSD 10.1-RALEASE-pZS 1921 S
Ofeaining update sues ... 1000baseT <Al duplex.cnastes>

1031.21.1

plsern

VO St T SR e & Y A

AT 4-12 Namiwmaaum{l,mmm pfSense #a1w1n¥1 Port forwarding

% o a P Y v oo ' ' 4 &

3. gvheutwusildvaaeunaidnis pfSense iutam SSH 91nLATeTioy
uanip3atelaglilusuunsy Putty lngfvinauiinuslaaiangnsieadieygyalviidndeh
SSH daemon w84 pfSense lagnglun1ni 4-10 asaygaliaIadlaflivanielunas

n1eusn 310 Port siunsazlsild Iarusadhisfieguunaiatlofivaraniadu wan

address Was Port 22 (ssh) ﬁ'amwﬁ 4-13

| WaN address | 22 (SSH)

[ H 1 i
i i
H i i

b

NN 4-13 Namsmviumm‘lumsaswnglﬂnaaawaumﬂ‘lwmmm SSH w83 pfSense
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nsnAgaun)Ie wudlralausau1sanie pfSense laglilusuunsy Putty

fan il a-14

&2 183.182.105.144 - PuTTY — C

~ G n

[¢8)

AW 4-14 wansvaaaun1sd pfSense Tnsgaimes SSH Tae Tlusuwnsy Putty

4. MsvegautuduAdIRUnaunIsIiilY Internet (Authentication) Iaeld

Captive Portal
gvineuiinug 1ald Notebook fiagnigluimiavigviinisnaasuszuunsdudu

s Teamaidndslaiunils (Wu Wiy Goosgle) Mintuilsinguiiiuusnigasiididosli

ld bl g ol d L 2/ hed e el dl
ldvagly uaz swagldivelvglidududinu danwil 4-15

ﬁfsﬁq‘r;sé";:a.pﬁye' portal ¢

Welcome 1o the piSense Caplive Portal!

Al 4-15 mantsuasaiuusnieiiidedulavedly uay swadly
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\Wenaaeuldsiaiin Captive Portal azudadioudnegld uay swalignsedissy

Tl A9n] 4-16

pfSense .ca;tsi\’le"ﬂp.ori*

Invalid credentials specified.

Welcome to the pfSense Captive Portal!

AW 4-16 eansuanulivus e sTlaved lduassviadldnn

24 [] E-v) %4 1 %4 } %4 ¥ d
dnldsiagnaionsifianunsadily Internet I fanwdl 4-17

g Thailand

- Fm Féeting Luc
Google.ca.th Gloiigly: mwTuy English

P . . a 1t [ Y v
AT 4-17 HANINAFBUTEUU Authentication wasnglalagadly uas sWanugnsies

wasngliguduinudiluszuvia douassuvaninsansisaeuiniiglilatem
mddldauivanaaulafivazyineay MAC azlsUin Wadisratwaztuiwinls wu Tunan

09:02:02 ¥893uft 10/06/2015 Sl MAIMOUA Aifvanenawlof 192.168.254.15 uaz
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vanBlay MAC 34:68:95:21:a6:a5 fdsldauey filwansfaniwd 4-18

Status: Captive portal SREHREEE

atai

w03

34:68:95:21:26:a5 H L) D1fO81201€ 09:02:02
00:17:04:7€:45:99 AM 910642016 63:43:28
82:a5:82:1f:85: 7 _— Cz/08/201€ 11:02:02

16d:57:51 :04:.

A 4-18 wansuansglenmandildiuaiatieneszuu Authentication lag Captive

Portal

5. nmsnadau RADIUS Server

FvinaudwuslailiiFenldiaTeusitne RADIUS # pfSense Ierseulilite
ThinisnisBudusany sdlsimudvianuinuslafnd uas yoasunstiiudessuie
seafumsldanilusunan

\A3esisieng RADIUS Fralidauaszuuimundeuassidliunglinardonsu
w38 Authentication 1#15zuu Tunsvaaeui gvinuinusvaaeddiaiaciang RADIUS

Tpervum T8 userl wag SWANIY userl MINW 4-19
FreeRADIUS: Users: Edit

AW 4-19 wanmsfimuaA el RADIUS

Aviruiinuslansivaeudedlduas sviavesldviinTaauie RADIUS Tnas

v

' ]
[ o @

y91ufinudidfieussvinAds ( command line) 104 pfSense uwanalat 8 wald1luileu
Adansra1iadn userl fanSddaaiouddre RADIUS Tneldm1ds redtest userl userl
192.168.254.1:1812 0 123456789 Tng user1 Aadoffld was swWari1u 192.168.254.1 Ag

mneatlofvenaisaileng 1812 fe Port UadlASadusitg RADIUS uay 123456789 Ae
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swarurauATaL1g RADIUS gLty userl iAMA1TuA3adult1s RADIUS szuUay

LAAIA1I1 Access-Accept AINTWI 4-20

AW 4-20 HANISNAZBUNISLINDLAIBULUE RADIUS

6. n1INA&HaY IPsec VPN

°

finaudinusii 1614 Notebook iaginauaninietneiftevaaeunisdnfaedodie
meluinendainu VPN Tneldaaniuasie IPsec VPN fifpaiinafisunrisearing IPsec VPN
Client waz IPsec VPN 1 pfSense (mufiszyliluuwdl 3) fesaygnldlsglialuidg
Psec VPN duilwdasad 1y sugnelifiadesdiiluslnaea UDP 97n Port sumeerlsild 19

Tufigauuneanevavinglof WAN 7 Port 4500 (Psec NAT-T) @anwdl 4-21

SN

1Pv4 - . WAN address  ; 4500 = none

upP (IPsec
NAT-T)

< v < ¢ o ¢ v '
29 4-21 wan1sasunglwieadiiiseygalilaaieun 11ie pfSense /1w IPsec VPN

= ) 9 v a4 yw Qg ' "
Han1siaune IPsec VPN lag#ild Notebook fiagdauaniaietie (i isegly
unIvedeysnn) uagld iPsec VPN laataus (Tusunsuiie VPN connect) 11t pfSense 16

SN 4-22

5| [tunnel disabled .

g detached from key daemon T
attached to key daemon ...

i peer configured

# |iskamp proposal configured

2l |esp proposal configured

i client configured

#  |local id configured

E remote id configured

pre-shared key configured

bringing up tunnel ...

network device configured

tunnel enabled

£ RV R SR R MRS s,

< < o .:i ' P '
MR 4-22 uansaminisiliounalun pfSense WU IPsec VPN
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15787150 ping luiAsasngluiasatietrslulaity ping lumlefiwes pfSense

waz vuneavlafivenias PC maninauey Aanwi 4-23

bt sof iin S S n“G.i.?BBii .
‘Copy»ight <c> 2889 Microesoft Corporation. 811 rights.reserved.

LiC: \Users\admzn)plng 192.168.254.1 -

P1ng1ng 192.168.254 1 with 32 bytes of datar
Reply from 192.168.254.1: hytes=32 time=?4ms TTL=64
Replyfrom¥192.168.254. bytes=32 time=44ms ITL=64
Reply from-192.168.254.1: bytes=32 time=5%ms ITL=64 ~
Revly from 192.168.254.1: bytes=32 time=56ms ITL=64

ng statlstlcs for 192.168.254.1:
Packets: Sent = 4, Received = 4, Lost = l {8z loss).
Approximnate round trlp times in milli—seconds

Hinimum = 44ms,. Maxinum = 74ms. fAverage = 58ms
C:\Users\adnind>ping 192.168.254.16 - - -+

Pinging 192.168.254.16 with 32 bytes of data?

Reply from £92.168.254.16+ hytes=32 time=884nms TIL=127
JReply from 192.168.254.16: hytes=32 time=371ims TTL=127
AReply From 192.168.254.16: hytes=32 t1me—348ns TTL=12%

Ping statistics for 192.168.254.16:
Packets: Sent = 3, Received = 3, Laest = B (Bx less).
proximate zound trip times in milli-seconds:
Mininum = 348n», Haximum = 884ms,. fAuerage = 585ns
§gntrol—c

ATWF 4-23 amavaaeulunatnis ping dundaumaluniadne

7. mInadau OpenVPN

OpenVPN LuBnmadenuiigdminldidonuilduinisven Taogvhaudinus
1614 Notebook flagihsusniadetievinnisnaasumsidniandatismelulagld OpenveN
Tnededinsfivuasil pfSense Ay awnﬁuéﬁwqwuﬁwuémxﬁaaﬁwﬁﬂ Config fil#an
ofSense Tuldlulratausiuas OpenvPN iielilnatausidousaifu OpenvPN (maitszylily
unil 3) uasdwuanguieoywld OpenvPN dnilwsiead 1y eyanaliiedesdld
Wslanaa UDP 910 Port sumsazlshls Iluitaanedanavmansnglod WAN 4 Port 1194

(OpenVPN) fan it 4-24

nwil 4-24 Namia%mglwéaaaélﬁaa Wﬂm OpenVPN ERhE pfSense e
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Han1sLsusia Open VPN lagdild Notebook fimgineuaniaiotig (1 is1eglu

uvinendeysn) waz 14 OpenveN Trataus (IUsunsude OpenVPN Client ) wurin

OpenVPN laatausianusawdngs pfsense 16 sanmil 4-25

[ Feb 12 123732 2016 Opea VPN 1) B35 _Sowbiringwi2 5 M&&mp’mmmu.
Fd Feb 12 123732 2016 rmry versions: 18p 9 442015, L2D
{Fd Feb 12 Cortrel Ovannel :using § musmw»awmwpm\
e Feb 12 123742 2016 UDPv4 Ik bocal ;
. |Fd Feb 12 123742 2016 UDPvA bk resmcte: {AF_INET]183.162.105.144:1154
7 [Fd Fob 12 153742 2016 WARAING: 4 corfipstion iy e pisswards in mermory — s fhe authnocad
¥ 1Fd Feb'12 123743 2016 [Server) Poer Cormecion inbited seth (4F | lH‘EI’]IRl%EZl(E 144,194
.7 [Pt Feh:12 1237:45 2016 do_foorfy. &3¢ v6s0, i->dd_foorfig_ipvE ¢
2[R Feb 12123745 2016 opri tun, oD ©
{1 Feb 12 12:37:45 2016 TAPMIMI2 dovice [Locat Ama Connection 2] opsoad: \\ \Global\lGO2E¢275-38FE
[ Fob 12123745 2016 Nthod TAP Wendows s tc 3et & OHCP iFncsmackc o 192 158 25267255 265.2
. [FiFeb 12 123745 2016 Succasshd ARP Ruh on rterfaco (1€} RI02E4275-38F B-L478-26A¢ EB4266UBIEE,
. |f Feb 12 123750 2316 Indbekoation Sequence Completed

AW 4-25 OpenVPN Client insdoureludi pfSense

i5awnsa ping luisasmalwasatietislulaidu ping luwilefivas pfSense

]
N o as

=t o ° [y of
e ‘WN']EJLa‘U‘LaW‘U@QLﬂi@Qﬂﬂqaﬂﬂq\jqu@q ANNINN 4-26

Hicrosoft Mindows [Uersion 6.1.76811

Copyright (c) 2889 Micrssoft Corporation. A1l rights veserved.

C:\Users\maisoukdping 192.168.254.1 A

Pinging 192.168.254.1 with 32 bytvu af data:
Reply from 192.468.254.11 hy 2 & =1%ns. TTL=64
Reply from 192.168.254.11 b)te ine=2inc ¥TL=64

Ping statist;cs for 192.168,254.1:

Packets: Sent = 2. Received = 2, Test 8 {8z lossd.

Approxinate round trip times in n:lll-ﬂecond
Hinipun = 1%ms. Maxinum = 21ins, fuverage = ZBnq
Cantrol~-C

S
Cr\fsers\maisoukdping 192.168.254.28
PJHJIHS 192.168.254.28 with 32 hytes of datas

Reply fror 122.168.254.28: hytes=32 ti 28ns. TTL=127
Reply fiom 192.168.254.28: hytes=32 tine=2%ns TTL=127

Ping statistice for 192.168.254.2
Packets: Sent = 2, Received Lost = 8 (82 losso,
Qpproxxnece round trip times in milli-s econd H
Minimwa = 20ns, Haxinpin = 2%ms. flverage = 24ns
Control-C

C:slUsers\maicoukrping 192.168.254.15

Pinging 1$2.168. 2“4 15 with 32 bytes of data:

Reply £rom 192.168.254.1 bytes=32 ti ins TIL=127
Reply from 192.168. 254 1 bytes=32 tme-22n" ITL=127

ics for 192.168.254.1

Sent: = 2, Peceived = 2, Lost =8 (Bxz loss),

fpproxinate round trip times in milli-seconds:
Hininun = 2ims, Haxinun = 22ns, flverage = 21imz
gontnol-c

Gi\Users\maisouk>

o . 2/ o < ]
AW 4-26 wansweaeulutiainis ping Wlunngluinsadne
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8. NMSNAHAULATDNLIIYNY proxy
\WaR1muaAIAIBILNY1Y proxy Tu pfSense a7 LATBILLUY proxy FgLAU
) v < 5 s = 2 [YRRP 1 a v v & a o e
(cache) ToyamiiuilraeusireiSenldmul] dellraewilmiFenliniiuiiueriausivie
proxy 93VIMUINUNU Web Server wazdsnsuiniuiAulilu cache lidulaataud
wana1nil LATBI YUY proxy Seaunsaiiu log ToyaveiiiATayie Awi 4-27 uans
19819984 Squid user access report UBITUN 22 fuan 2559 FaditmIasldvuigiavlow

92.168.254.21 (&l host name @ Tech Good ) i dausoiAsete 171 ada Tuuuddes 327.8

Mbps Fawliu 42.2 % wuusinvivavun) Tech Goed aglunguily Teacher2

122 Mar 2016 (upd.u 1221336 22 227 .u‘l()l(v)
'lop Sll s Report

o 653M 8.4%502. Teacher2

3SOM  169%01. Teacherl,

AW 4-27 'i'lamuﬂ'l'iL‘ZJﬂ*zmuLﬂia‘uwmm Squid

I3 o v = 1 o a 3 ol 3/ 3/ 3/
weaNNNITAY log mnaiavlafiudiaTauuitng proxy Jufuulyaniglddluld
@ o 4 da o v Coicd
flanni 4-28 i3esnilvanaiavlon 192.168.254.21 Taluiulvsiide products.kaspersk y-

tabs.com UL 1 ASY TUUUMIANAL 169.6 M wae Aau 51.7 % U833 1UILLULA

]
3/

o lgviaviun

o %, T T 2 o
et e vl a4 2 Hoine +

U<cr 192. 168 n—l 21 (Tech Gﬂud)
Group: 02, Teacher2
Date 22 Mar 2016

tile-service.weathermicrosofl.com 3277 0.0

= < codsn v A PRy ot Y Y e w o
il 6-28 ssnuivleingliinsesnivineiauled 192.168.254.21 laiindisluiui 22

flurAn 2559
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wenanil 1ATesusitg proxy ensauanawaiiiuzuluy chart danIwi 4-29

uanswauiuuniavingnlgluluusias iu iy Juil 01 dn1sld wuuding 68 KB

. | . S$quid user dceess report o - : Home.

Wark Period: Mar 2.
Larr "I52 14

o e R
61 o7 of ot 6 0 o7 B o 13

LighdSqmasts

ﬂ'WW] 4-29 i?&]x‘i'ﬂlﬂ']ﬂ‘dLLUUﬂ’JﬂVﬂULLG]ﬁ«»’JH‘UE]\TLﬂ’iaﬁm‘ﬂa"/\mﬂﬂmaﬂj 192.168.254.31

Tassaseszuuasatie® 2 (nmelueians B, C,uazD)

Confie pfSense DC
1. DHCE server .
2: Block youtube zad ﬁwchooL
3. Proxy Server

e 4. NATmd Post Forwarding

I DHCP

Swirch 24 pony-

|4, liuiter saterfoce OTPY (6.5M-1M)
i - :|5.Captive Pormal
|6.NAT and Port Forwarding

ic TP 192.168.3.1)

w‘reltss
PEC.wifi

.ﬂ’]‘W'VI 4 30 Iﬂix‘iaiﬁ\‘l‘daﬂiu‘U‘ULﬂiE]‘U']F.IE]']ﬂ'Ti B, C, wae D

gvinnudinuslasenuuunimeaeuludiuin q 4 dausielud

21
22
23
24
25

nviamatdmiunsdstoyamelueiaviesinis B, C, uas D
nMsinLuuninvivesdumesiiin Gnlvanuazainilvan)
nsnaaaungliiead dmiuns block Facebook and YouTube
nsnaaaunglnsiead dmsunislunisdnlvan wazeannllvan litiu 1 M

msinAuartdmiumsdsdeyameluiaietiaaians B, ¢, uag D
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1. nsmadauiaiadneludas LAB1 meluanats D Mdussuusmeuausieaz
Beafidaroluil

1. gvinuiimusveaeulnelilaatoun 15 laatous ping TuFuaSouaivie pfsense B
ToeldiFnds ping -n 35 192.168.3.1 usazlaatausiasds ping T 35 ping Wa238MsRaUASUL
21nan1svmassaguliinaTacsivig pfense nounduyn 99.61% Jufninagame 2
uiRninalaeAtaiEveIa1i ping Wuvklundy Aa 0 fadiundidand ping Wunlundu
tosganiiu 0 was wnanil 1 Tadluriidineazduniiuansinenisn 4-7

A9 4-7 713 ping 910 laaaust TU7 Server ping -n 35 192.168.3.1

3 ping 971 lAaiaus Larduneluiu ( Round Trip Time) (ms)

U Server ping -n 35
Sent Received lost Minimum Maximum Average

192.168.3.1
lralous 1 35 35 0 0 0 0
lratoun 2 35 35 0 0 1 0
lpatoun 3 35 35 0 0 0 0
lraloun 4 35 35 0 0 0 0
lpatoun 5 35 35 0 0 0 0
lratous 6 35 35 0 0 0 0
laataun 7 35 33 2 0 1 0
lrataus 8 35 35 0 0 1 0
lmataun 9 35 35 0 0 0 0
laataus 10 35 35 0 0 0 0
Taatous 11 35 35 0 0 0 0
lpaloun 12 35 35 0 0 0 0
lrataun 13 35 3570 0 1 0
lralous 14 35 35 0 0 1 0
laataus 15 35 35 0 0 0 0
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2. gvihnuiwudveasulagldlaaeus 15 lrateud ping TugapIaaite
Google TngldiF1ds ping —n 35 www.Google.com usarlaaiaudasds ping U 35 ping
uwdrsemanaunduin MnuansvaassagUliieTesiiig Google Apundusn 100% il
RNy TneFadsvaiaidi ping WWiuvnslundu fie 3.6 fadiundidand ping
wiunslundutiesgaidu 3 uaz ungedl 38 fadiuniidineazBeaiuaniinenisn 4-8

A57991 4-8 M3 ping 1A Taataud U7 Google ping -n 35 www.Google .com

M3 ping 91 lAaLaus nadun LU ( Round Trip Time) (ms)

T Google ping -n
Sent Received lost Minimum Maximum Average
35 www.Google .com

lratous 1 35 35 0 3 16 i
laatoust 2 35 35 0 3 17 il
laatoun 3 35 35 0 3 14 3
laatoun 4 35 35 0 3 12 q
lraloun 5 35 35 0 3 10 3
lraloun 6 35 35 0 3 8 3
laatoust 7 35 35 0 3 38 4
laaLaus 8 35 35 0 3 7 3
lralous 9 35 35 0 3 14 4
lratous 10 35 35 0 3 32 i
lratoun 11 35 35 0 3 9 3
lratous 12 35 35 0 3 26 4
laataun 13 35 35 0 3 11 q
Iratoun 14 35 35 0 3 11 4

0. 3 10 3

~ lnalud 15 35 35
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3. fhauinudnaseulndldleaeud 15 Taaeud ping Td nTawuidne
YouTube Tagldads ping -n 35 www. YouTube.com usiazlpaausiazas ping TU 35 ping
wsensneundu Mnransvaassasuliinaieauitig YouTube maundun 100%
lufiuwnunagewe Tneradaveniaii ping iumslundu fe 4 fAaduit A8 ping
dumdlundutiesaniiiu 3 uay unaed 30fadluridseasBoniiuansdienisg 4-9

13797 4-9 M3 ping 970 laataus T Server ping -n 35 www.YouTube.com

n1s ping 10 laateud naviiun iU ( Round Trip Time) (ms)

U7 Server ping -n 35
Sent Received lost Minimum Maximum Average
www.YouTube.com

Iaatous 1 35 35 0 3 14 3
Iraleun 2 35 35 0 3 12 3
Imateus 3 35 35 0 3 19 q
lratous 4 35 35 0 3 21 6
lratoun 5 35 35 0 3 21 6
lratous 6 35 35 0 3 13 4
laaloun 7 35 35 0 3 22 4
lraloun 8 35 35 0 3 8 q
lratous 9 35 35 0 3 15 3
Iaataus 10 35 35 0 3 30 5
Iaaloua 11 35 35 0 3 19 q
Aalous 12 35 35 0 3 13 q
lmalun 13 35 35 0 3 14 3
lraleun 14 35 35 0 3 15 3
lralous 15 35 35 0 3 17 4




4. ginnuinwusveasulesly laateus 15 laaeud ping Tl tATaaaige

Facebook Tngl#ids ping —n www.Facebook.com usiazlaatausazds ping U 35 ping
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WAI9N1IMUNEUL Nran1TnadasulaiATauaiing Facebook naunduui 99.61%

fufininagamvne 2 winina TaeAnadeveaiand ping umalundu fe 223.6 fadiundl

Aaand ping Wunmlundutiosgailu 220 uaz wnaad 232 fadiuiineeazidond

LAAIMEAITI 4-10

Gl’li']\‘i‘ﬁ 4-10 M5 ping 970 lAalauA Ul Server ping -n 35 www.Facebook.com

13 ping 91 laaLous

U7 Server ping -n 35

Larfdiunkluiu ( Round Trip Time) (ms)

sow. Facebook com Sent Received lost Minimum Maximum Average
Tnatous 1 35 35 0 220 229 224
Tratous 2 35 35 0 220 230 223
Taalous 3 35 35 0 220 230 223
lnateun 4 35 35 0 220 230 224
Tpatoud 5 35 34 1 220 232 225
laalous 6 35 34 1 221 232 224
laalous 7 35 35 0 221 232 224
lraleusn 8 35 35 0 221 231 223
Taatous 9 35 35 0 220 229 224
Tmataun 10 35 35 0 220 231 223
Ipalous 11 35 35 0 220 232 223
laaloun 12 35 35 0 221 231 224
Tratoun 13 35 35 0 221 227 223
lnatous 14 35 35 0 220 230 223
lnatoun 15 35 35 0 221 228 224

d3U nswSeuifisuAadenldnnuanisiaasu ping vaslaaloudlui pfoense,

Web Server, www. Google.com, www.YouTube.com, www.Facebook.com U

Auat (Round Trip Tine) fAnanns ping Facebook YouTube Google Fadu Server

agmeuanaziAmNN AR weIANeAsUTTIM 3-223 Naaluyi
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Ing Facebook agldlnamauy ping U1und1 YouTube wag Google lnansvnasy
tracert TUfilATLY 1889 Facebook anlaateundiaglua3atisluainis B wuindums
Usgnause 15 router laglAToausiI8uae Facebook agiiuszinm United States mudoya

niulast http://Awww.speedguide.net/ip/66.220.146.36/ fanwdi 4-31

fTracing route to star-mini.
Hover a maximum of 30 hops:

1 ms 2 ms pfSense.localdomain {192.168.371]
ms T 6 ms 6 pis unitel.cém:la [183.182.103.27 -
18 ms” "4 s 5mg “unitelicomila ‘[183.182.97.351 7 ¢

15 m 6 ms 5 ms~ 183.182.96.109
289 304 ms ns  ge~1-2-3-xcrl.hKg.cw.net [203.169.57.1]
301 311 ms ms aed4.prol.hkg3.tfbnwsnet [103.4.96.114]
317 i 304 ms . ms_ aeP.bbol.hkgl.tfbaw.net [31.13.28.216] °*
297 317 s ms ael3.bbbl.hndl.tfbnw.net [31.13.26.21]
269 ms . 3¢3 ms ms bel@.bbel.laxl.tfbnw.net [31.13,29.63]
296 363 ms - ms  ael9:bbe3.prp2.1tfbonw.net [31.13.25.217]
288 ms ms - 304.ms  @e43.drol.prn2.tfbnw.net "[31.13.31.119]

* Request timed. out. .

# # ¥ . Request timed olit,
i T * * Request timed out.
" 15 284 ms 383 n = unitel.com.la [183.182.193.59]
160 295 ms 383 edge-star-mini-shv-18-prnl.facebook.com [&
1.920.146.36) - )

b

1
2
‘a3

| 4
5
.6
F
3

9.

[ Trace complete.

3

i .
C\Users\yangchiamoua>

i
AW 4-31 WanIs tracert lUTLASaaw8v83 Facebook

druNanagau tracert www. YouTube.com wuinduynnausznausis 8 router
LAY v8s Google ag#iusuwe Lao People’s Democratic Republic mudeyaan

Gulast (http://www.speedguide.net/ip/183.182.96.165)fan i 4-32 dung

o \Usersiyangochidmotartracert . youtube.com

Tracing route to youtube-ui.l.google.com [183,182.96.165]
over a maximuw of 38 hops:

1ms | : 2 ms  pfSense.localdomain [192.168.3.1]

9ms o 7 4 ms unitel.com.la [283.182.163.1}
124 ms 4 s 4 ms wunitel.tom.la [183.182.97.35]

S ms ! S wms wnitel.com.la [183.182.97.121]

9 ms ns S ms 183.182.96.5

1 ms ko 4 ms  183.3182.96.185"

N S W R

fTrace complete.

< o o ]
ANAN 4-32 {ang tracert TUfilASaeuivn8vee YouTube



61

A1547 4-11 aguAnadermuaiiudunTsauiienisneas Beauanasion13196uae

LASBILUUER9 ‘ ALadY Round Trip Time

LASEAWNUIY pfSense 0
\A3Baitne Google 3.6
LASausiene YouTube a

LASaasiting Facebook 223.6

@1un1s ping TUT pfSense Wwaz Web Serve 1un1s ping meluwmiatnaldinan

naunduiae sz lildeenludrauan was Lldkulnsiead

at da ¢ a ¢ < - u
2. mM3danuuaiaivaBumaiiiln (nwlvanuaza1iilnan)
nrsvageulaald www.speedtest.net wul1 Usunanuusminvilunisdwluan
6.00 Mbps waza1Ulnanadi 6.00-Mbps FalnalAsaiuiuuaianiinniaeiuan ISP fa

LAAIPININT 4-33

* DOWNLOAD SPEED” @

AN 4-33 pan1TVIRAaUUSIIULUUAINY USUSWIVan was Alvan

3. nsvadaungiWilaad dmsuns block Facebook and YouTube

ginvieuinusldaionnaaaled Uasw) du5u www.YouTube.com uay

www.Facebook.com Tu waz tlldnusnng “Host Overrides” 484 pfSense HanW 4-34

iR

Awi 4-38 N15a1assuneLaUlafived YouTube wag Facebook
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gvirnuiinusaienguiiasnsidnde YouTube (#la# 10.1,1.5) 91nunlaaiousi

agn1eluA3etee1A13 D (N 9 Port AUV TCP way UDP) fan1w 4-35

Firewall: Rules olalel)

g
£ : ! : : i e Fe el : .
il 4-35 nglwieadldaygmlviinsidntei YouTube 1o

Avirulinusuiasnisidniie Facebook (laf 10.0.0.1 ) :nvnlraleuniiay

nmeglua3ate 8113 D 3190 9 TCP/UDP %0 9 Port AU fanw 4-36

1Pv4 > | OPTI net * 10.0.0.1 T i  none  Block: .

M9 4-36 wams a3unglwieadlioygmluiinisdnfena Facebook 1o

Avinaulinusly Notebook iagneluiniadnga1nns D naasudldiiu YouTube

was wudildatusadld YouTube (tWszaztiu Facebook Adlile) sisniw 4-37

AT 4-37 Han1s wanans client ldawrsatldidu YouTube

4. mswegaunglviirsasdwsunisiunsanluaauazaiadluanlifiu 1 Mpbs
gvieutinuslamvunld “Limiter” iedniauuudiavingldugldlalueaans D Tng
muuaLuumanlun1sénluan 0.5 Mbps Waz AmuaTe Limiter “oputlimiter OTP” A3

Wi 4-38

A 4-38 N13RIAT “Limiter” adnfdianuudinviluungldlunisanlvan
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gvireuiinuslammueld “Limiter” Wedianuudiavingldaslilaluainis D lng
Azimualuumalunisatiluan 1 Mbps waz mMuuade Limiter “intlimiter OTP”

SNl 4-39

AT 4-39 n13eaAN “Limiter” WaAawuuaIavilinglilunisatiilvan

wanuginuiinusaailniisadayyalvgloaiuisosnluan 0.5 Mbps (Ing
1d Limiter “oputlimiter OTP”) waza11uluan 1 Mbps (Iaeld Limiter “intlimiter OTP”)
1u Interface OTP1 flanw 4-40

¢ {oputlimites OTP v i/ linliniter QTP v}

Choose the Out queue/Virtual Interface only If you have also selected In.

The Out selection Is applied to traffic leaving the Interface where the rule s created, Inis applied to traffic coming into

| the chosen Interface.

If you are creating a floating rule, if the direction is In then the same 1ules apply, if the direction is out the selections are
reverted Out Is for Incoming and In & for outgoing.

AN 4-40 mimﬂﬂwﬂﬂmmsﬂawiwam 0.5M warAulvian 1M

nsasnnglagayaalivn 9 leateusvisgluniatianialuaims O laglusw

Tnanlslifiy 0.5 Mbps uazailvaslsiifiu 1 Mbps ( §unneiamune 8 fhudheiiisuen

Tingilald Limiter ud) fanw 4-41

Firewall: Rules REEZ

Al 4-61 ngaygeligldaninsadnlnas 0.5M usza1ilvan 1M

nirnmsasengeugnligldaunsadwlvandayain 0.5 Mbps waz arniluan
#1 1 Mbps waaiauiinug 1ald Notebook fiegmeluaTavigens D ieviaaeulsuim
wuunIndilaald www.speedtest.net #wul1 Usuneuluumiavilun1sswlvan 1.00 Mbps way

aniluanagi 0.50 Mbps FamsafiuuuunInvilamvunld Asniwin 4-42

AN 4-42 USumaluumiay nisonluanwazaiulvan
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LUUF1572AMUNINa 1399981971589 14 Internet Tuavnenaewadne

dviutinusldesnuuussuuasiinnassuunsetigliinedowadney Livalvle

szuUAIaUeniusEaNSN W FaliunumaAysansiaunsAnwlasldssuuinsediy

poufames Wudedwiuninioumsaou sudddfundaya Ussuaana uaz iindnonn

fun1sdeasnnuvalssuilaunTuivainrany inszasiugvitnudnusdsldasiauy

1979021 NINB1AVB981915INLY Internet TuInedenadiny) Nan1sIATIZREl 2 drusail

daun 1 wuugeunudeyailasruvedinuuud1i

Tusnidinusiaud gviruiwuslafnudeyaiugruneiuwuudisiaveienngg

Tuinendawadnw Al Internet Tnauvstayaeaniy 13 vlalaun

1.

e N o R LN

,_.._.
= O

12.
13.

e

91y

SLAUAITANEN

AU
muilumsldsuesiin/su
audlunisldaudumeside/dua
vhudinazldusnisTudisnadlasnniian
aouiidusmsduwmesiinduuss

I3 ¢ v v o
vulwadnldunign

. iuddniduledvesinedeainiila

- hudhsuduladanainedeussualuuy

viudsuiulervedineduieinguizala

' a (- 3 a @ € 1 3 ] ]
WWUﬂﬂ'J']L'JUI‘WI‘UﬂQ'J‘VIEﬂaEI (Wuuselovinavinunial

1 ¥ d oS o o a’
mnmsﬁnmwayjaﬁugmm&rmmwumsm‘u [ANIIMDRP] é‘lu’mmaawaﬁnm Tun1s

14 internet fi1uau 37 au Tnaiduwavies 16 Au wds 21 nda drulvgifiorgsswing 21-30

U ssdiumsinwndinlvgegssiud3ynes lnedsasidendawantlunisad 4-12



A5 4-12 Payaiugiuresennsdiuinerdenldnu Intemet

a1y 183a ey | Seuar
1. LA
98 16 43.24324
/N 21 56.75676
37U 37 100
2. 91y
21-30 U 26 70.27027
31-40 U 7 18.91892
41-50 1 2 5.405405
51-60 U 2 5405405
Piobl 37 100
3. SEAUMSANE
MasAnwIUSIRs 5 13.51351
MasAneIUSa Iy 5 13.51351
USyeue3 26 70.27027
Useyayln 1 2.702703
52 37 100
4. ga1UnNN
1UMYIn1s/812158 19 51.35135
YARAINT 11 29.72973
HUIMIS 7 18.91892
374 37 100
5. pdlunisliBumedidn/su
AU 1-3 /3 23 62.16216
U 3-6 YUY 10 27.02703
U 6-9 WU/ 4 10.81081
59 37 100

65



1519 4-12 dayanugiuvesenarsdluinendenldau intemet (sin)

RRla Toua ey Segay
6. amuitunisldeudumesidn/duani
taanin 1 Ju/duansi 2 5.405405
1 Ju/dai 1 2.702703
2 Twdlaw 4 10.81081
3 Jw/duas 5 13.51351
4 Ju/dua 8 21.62162
5 Ju/dlen 8 21.62162
limniu 9 24.32432
574 37 100
7. viudhaglduinisluthananlaniian
8.00 - 12.00 . 12 32.43243
12.00 - 13.00 1. 9 2432432
13.00 - 16.00 1. 8 2162162
16.00 — 20.00 1 2 5.405405
20.00 — 24.00 1. 6 16.21622
521 37 100
8. apuiinldusnsdumesiinduuszs
VRRGH 2 5.405405
diinenu Aideda 27 72.97297
NoWNYINEAY 2 5.405405
AlAUIN1T Wireless ustios (s
sY) 6 16.21622
57 37 100




1319 4-12 Fayaiugiuvetannssluinedeildau Internet (vip)

a16iu Jaya Nuuew)  Jevas
9. iuladfiildnniian
YouTube 8 17.02128
Facebook 15 31.91489
LINE 2 4.255319
Google 20 4255319
Yahoo 2 4.255319
il a7 100
10. vhui{%’ﬂﬁulmﬁmaﬁwa1é'amm7|"[.m
PNLTUAUNT 19U Google 18 48.54865
Wouuuzth 7 18.91892
uRuWUTIVIENdauan i 10.81081
Aefaniiudu 3 8.108108
B q (Wnszy) 5 1351351
734 37 100
11. vimwieuduledeesivendeusoualvu
1-2 ASaradun 6 17.64706
1-2 adsdaiiou 3 8.823529
Yeonih 1 adwaiieu 2 5882353
Taliae 23 67.64706
371 34 100
12. vihudhaudvledvesinedoieTnguszadln
grudaEns i quasinends 11 47.82609
AUNLENETS WUUNBSY UsB
1 4.347826
UNAM
Lﬁam%’agaLﬁ'mﬁusw%ﬁau 3 13.04348
U (UIATZY) oo 8 30.78261

73U 23
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A3 4-12 Feyaiugiuvednnssluingrdenldau Intemet (sin)

ey toya uuAw) fouaz

13. viuaaIulasvesivedelul selovdnevinunsely

Aoutnadulselaml 7 2592593

Wudselemnd usdaly

LB D 16 59.25926
luidulselovdias 4 14.81481
374 27 100

NNA1517 4-12 wudrgraunuudisimnufisneladidwnuniovun 37 au laed

JayaagUlasiil

wir Jreuuuudrrannufisweladiulugdumends S 21 au Anduiosas
56.75676 waz iwaue $1uau 16 au Anlufesas 43.24324

a1g gnauuuudirannuisweladnluglenysewin 21-30 U $1wu 21 Ay
AnduSesay 70.27027 sosaeniiengsywing 31-40 U fdwau 7 au Aalludosaz 17.91892
599 awndnifiongszuing 41-50 U fidmnu 2 au Anluiesas 5405405
daunrggandi 51-60 U 91w 2 au Anitufesas 5.405405

< <

sEAUMSANE grauluudrsranuimeladulvgasdssdunisfinundignyss

o

o s of

1wy 26 au Andiudesay 70.27027 sesasniliumdsdnwiuiyailn $ruau 5 au Amdu

a [ 2

fovay 13.51351 sesawndniuimdsdnuuSngnidiuau 5 au Anduiosas 13.51351

way Ysayaytlv ddwau 1 au AslluSesas 2.702703

donunw deoukuvudriraanufisweladinlvgssdanuamiludnivinig
819158 fiF 0y 19 Au Anlufesas 51.35135 savaswiliuypaing I51wau 11 au Andu

Sovaz 29.72973 was Juims I 7 au Anduiosay 18.91892

arudlumsldBumesida/fu daavnuudsrmufianaladlugiduduo 1-
3 qu./3u fidwou 23 au Anlufesaz 62.16216 sesasundudiuiu 3-6 vu./u 9w

10 Ay AniuSesas 27.02703 was T1UU 6-9 ¥/ $91u7u 4 pu Anllusoraz10.81081
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Arxdtun1sldudumesida/duant dnounuvdinamuieeladulugilu
Tdvniu fdwiu 9 au Aaludosay 24.32432 seadu 5 Jwduai 5w 8 Au
AmluSosaz 21.62162 sevawndnidu 4 Ju/duaw Id1wiu 8 au Anluiosas 21.62162

v

#1077 3 Ju/dUa M T91uu 5 au Astdudesas 13.51351 way 2 Jw/&Us v 399u7u 4 AU

Anllusasar 10.81081 waz 1 Yu/dUn d51uiu 1 au Andudasas 2.702703 uaz

fpsnd1 1 Ju/dUn19 19U 2 Au Anudasas 5.405405

viruginazlduinisTudasnanlasnniige fravtuvdisaamnufeweladiulug)
Wuazldlugiaan 8.00 - 12.00 u. Anluiesay 32.43243 fiswu 12 Ay sesasuiu
12.00 - 13.00 w. 517y 9 Au Anliudesas 24.32421 sesawndnidu 13.00 - 16.00 u. i
311U 8 Au Andudesas 21.62162 uaz 42181 16.00 - 20.00 U H31u3U 2 AU Aoty

Saeaz 5.405405 wag 17913a1 20.00 — 24.00 4. J81u7u 6 AU Anusauay 16.21622

o

gauiiilduintsduwmesiialudszd fravuvudirvamuioveladiulugidu

@

&1 dneu fideie T3 27 au Andudaeaz 72.97297 sesaaunBugaliiuinig Wireless

v o

U3 (Wsaszy) d31au 6 Anduiesay 16.21622 aga wesaya fiswau 2 au Andu

3

$ovaz 5405405 LazviawnuasIne1dy J3uiu 2 AU Anlusasas 5.405405

wuledidnldunniiga dreuwvudrsnamufisweladulugidu Google
f51uu 20 au Anlludesas 42.55319 sesasu iy Facebook fid1uu 15 Ay Andudae
az 31.91486 YouTube #3117 8 Au Anlluseuay 170.2128 dunauiiiiosfign LINE

Ty 2 au Aduseas 4.255319 was Yahoo 97wy 2 AU Antdusesas 4.255319

vinugdnivledvedingndsanitla greuuuudrsemuieeladiulngasdy
nsauvaniiules Google fduau 18 au AnliuSesay 48.64865 sasasudunisuugii
Pinifveu fdnnu 7 eu Andufesas 18.91892 uas sesasndnfuuviaiidu 9 (Usaszy)
s 5 au Aadudesas 13.51351 uas MnwiuRuinerdouan 35w 4 au Amdu

Sauaz 10.81081 waz 3nasmaniuduiisnuiu 3 au Anlusaeas 8.108108

vinudhruauledvssinendedasudluy  gravuuudisisaunaweladlng
aglaipat f5uu 23 au Aalusesas 67.64706 sasasninuianalanldiuledues

Inendpunaa 1-2 Aswadua i Timau 6 au Anduiesas 17.64706 uaz seawdndu
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1-2 ASamaliau fe1uiu 3 Ay Andudssas 8.823529 wax tsunin 1 ASwBLAou 91U

2 AU Andiusauay 2.882353

v ruivledvesiverdodiela grovuuudinaanuiiwsladulugifu
Ass1utmasiudquedineds S91uau 11 au Andusesaz 47.82609 sosauLiie
Tnguszasdsy q (Usaszy) ... iy 8 Au Anluseuas 34.78261 uaz s89au18n
Lﬁam‘ﬁagmﬁ'mﬁ'mw%mﬁau 31u7u 3 AU Anldudouaz 13.04348 uay AUWLBNATS

WUUWBTY wSauneny 31wy 1 Ay Ancdudaeas 4.347826

udadniuladvesinendeitiulsslsnddaviiunteld ravnuudisraniuii
walaarulugiiuindudsslovd uadslitioawe 91wy 16 au Andusesay 59.25926
sosasufoutradulselovd fdwou 7 au Aaduisear 25.92593 uas Lildulselewiae

917U 4 Ay Andusesas 14.81481

dufl 2 wuuasuauAuiwelavew@ e Internet Tuinedunafne
VBIFUWUUETIY
ouiwusadaiirinuinudléiuiumsnasunisldnussuuaioteluinedo
wafinu (ieTanrmfiaelaveanisldou finuinusiaddiuuudisnamiumelade
sty 11 s el
1. deyaureu Wireless ﬂi%ﬂ@uﬁ’aﬁq
2. avwasanauiilumsideusadynn Wireless neudldau
3. anudwaamsdleya uwaz IBuwmasiln lisingmsaly
4. @WITOABUAUDIAUABNNITVBIRLTUIN5T 58 UL Authentication 1181
wiet1el3 aeiflensanaoudndgly
5. ¥MUARIN Authentication wisatnelianavadinedailulsslonisevinunssly
6. vnuAAI1 Authentication ww3atnuliaevesinedoasiauvaaniafavity
waal
7. ¥IuAn31 Authentication Ya9ingndsaziauatwaviturioly
8. Auiiadusn measszuu Authentication LiaAsevialseane
9. mnuazenlunsiaszuL Authentication h3atenaufamasitiuszuy
a8 (LAN) w9388y (LAN)

10. A5 luAslgeu Internet ’ussUURSDTEABNRIRESYDIINENEY (LAN)
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11. Avwiiefosaimuasszuun annsalda intemet Idaessaiiiag (LAN)

gvirufinuslavinsiesgidayanuisweldlunwsiuvaswuud 5oy
fanelasiemsldnussuueietisveddlianluinedonadny nelswasBoanuansly
A5 4-13

A1514 4-13 AURINDLAUDIDISINTIUSEUULAS U8l ne1danadne

sEAUAURINLR
18015 , : - -
WauIn we Yunay 5 AuIn X
1. dayeunad Wireless ﬂsaUﬂqyﬁaﬁa 3 9 14 8 1 35
Sauaz 8571 25.71 40 2285 285 100

2. aazmnanuiilumsifeuse
2 6 19 7 1 35

Futod Wireless naultnlganu

Zonay 571 1714 5428 20 285 100

3. amurvasdyanalunisdadaya
2 q 20 9 0 35

way lT4Bumaesiis laswsSwsel

Savay 571 1143 57.14 25.71 0 100
4. @N1IDROUAUBIAIIUABINITUD
fldusnisiiseuu Authentication 1ian 1 4 23 6 1 35
Lﬂ%a‘dwﬁmaLﬁammaauﬁw%{é{lﬁ

Saway 285 1143 65.71 17.14 285 100
5. ¥TuAA I Authentication A3 a8
Sarwadinedoliulssloninevinu 0 1 6 25 3 35
nialy

Joeas 0 285 1714 7142 857 100
6. ¥NUARI Authentication A3aU"Y
Sagvadingnduaziiaulasnsese 0 2 14 19 0 35

yirunsaly




§1514 4-13 ANURINBLTaIB1AsELEIUsEuULAS et luingdewadnen (Fs)
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JEAUAINNINDLD
Sovay . : ——
weyan  wg Uunae @ aun X

Sovaz 0 571 40 5428 0 100
7. 11uARIT Authentication ¥84
Inedeasimiuaitinevinunseli ° : ’ > 2

Sovay 0 285 2571 6571 571 100
8. AUILADYININYDITZTUU 0 ) 19 13 . 35
Authentication Laasatnglians

Sovaz 0 571 5428 37.14 285 100
9. ArudzmINtuNISIIfiesEuY
Authentication LASetnensuRIAasT 0 0 0 2 0 2
\Wuszuvany (LAN) vesinanda (LAN)

Souay 0 0 0 100 0 100
10. AuS TNt Internet Wu
sTUUASstgnauRInas e IneNdY 0 0 0 1 1 2
(LAN)

Jouaz 0 0 0 50 50 100
11. AudiiafesnuusIssuu
annselde Intemet Igaeeraiio 0 0 0 2 0 2
(LAN)

Fouay 0 0 0 100 0 100

21AR1519 4-13 WUHANISIATIZRLUUAI5I9AIURINDIAUDI81158N 1T

szuueSatneluinendonadine dnlluguiinzeglussiuwe lalussdunan lnedideya

asumuianelavetendsdnlinudyn e Wireless aseuaquinieeglusziunan uay

a 9 v ' a o ™
nseuRawelavatasdnlduAs e sAauimasTitlusEuvany (LAN) aglusssiun



uni 5
d3Unan1sinas

¥ o a ey ad o O a a v o P s
dviuiinusiingussasinasAnuszuueietefidvssdviam nadieudnug
Tadanfnu pfSense waldszydnsnisiditetoyane q lidmsdugudeys Suwd Guled

Trdnm wwas Fegltnundvinlifanisalonsnmilvanlwdndanudsswinuanudasedty

wiliiAndguinaziianudeniesuiglussuuiriadig wWu nssnudanisiinuees .

wonndtadundnuadlda vilinsvinuianudith wie rsuiueesdnlida (Ounalv
v 8w & i A o ° = vam 2 o
nadldnuduledlifianuungeds was dianudementingldaudug

Trguszasdsnamuunili Ao griauinusieinisdigesniuulaseveneimes

u

as : a =

TrUInedewarny Julunumdfseniswaunisang uae ldszuuadetie

roufunefidudedmiunasounsasu suddldfumdoya Ussinanauasiiudnenin

é’w’mms?{amsmnLmeiaﬁauﬁlﬁmn%uﬁumm)ia'm
Turinusiihouinusidluiafissuuesateliinedewasfnmdumeds

°

diosdlamszuos uasumeiseduml Usavean Tutuusn finuidwusliludisnanud

\iERanuUUTEULAT et emuALF BINTSTesINedawaAnunTellanussuueS atne

1) ssuuniediamelueims A, 2) ssuuaIetiemelue1ais B, C, uaz D, uaz 3) s8UU

\w3aUeliang (Wi-Fi wia Wireless) 4 3a IneInendewadnu flapaviad LAB
wdneenuuuudi frhauinusldeenuuussuuieieteiuudldas way

wuuldane Tnglddnas pfsense luaauiimaass Aeuiinsiindesyuuad Iffuinenden el

Inenden fiszuueietiefiimudasnsde Tnsszuuiiaadsluanuiioseiiss

Y o

fveninudlieonuuy uas Andeszuuieladisiesiuuasadotisliarslu
91A713 A, uaz B, C, D uananty §yinaudwusdsld fada pfSense, DHCP server, DNS,
LA30eusiU1e Proxy, Captive Portal, tA3aausivng RADIUS, wiauivuasidrfnuuudiag
(Download way Upload), udan YouTube wag Facebook, ¥i1 NAT wag Port Forwarding ,
Bk IPsec VPN, OpenVPN, ¥iulsduesivendewafine , waz nshadewensuas ety
VIRUS

rmamavmaedluanuiiasadulumamansveneduunil 4 Fsaunsoaguliinisiioss
ssuuaietsfisenuuuiivsydvsnmlunisldonaitlineaunis nanfe Adrhiildsuan
n13 ping fiAtesduifswelavesdlduvudiavivasdumesiin Ewlnasuazaiiilvan)

Julunafienadnaziuann ISP gvinudinusanunsodnluiiaieausing pfSense wax
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\A3BsuLTY Web Server #lagnisimunan Port forwarding wag nylw§iead awwisn
fuduiinunaunisid1ldduediidn (Authentication) Taald Captive Portal @1u150
nynasuiefdlduazsiaveadlifinsoausivng RADIUS, was Srinuuusiavilifuiaiadusias
Lab (13asluvies Lab amnsanadluan YouTube ldnsauiu) Invgiraudnusivun
wuuaIatlvalusan1sowlvan 1.00 Mbps LLazm'Ju"[wamaejﬁ 0.50 Mbps uBnAINTY
yppansdsanunsavinilimaendu Tiviwennsluedotiguasinends laanaisuaniaiatne
(VPN) uazanusagmenisiiildauaiadnees Squid Aglddldauiusng q Tda% uas
an1slnssiiuudisam e lavesenansdildaussuuiesetngluivendenadnu
drulngudrnvagluszduianelaluszdunars lnsdanufsweladeninunseunguees
doyeyreu Wireless agluszaunans uag awanelafldanuiadedienaufiamesiiJusyuu

g (LAN) agflusydu
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N1IARGN Laz n1ssean pfSense
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n. NSAARY WAL AIANTEUY pfSense
N1 FuraunIsAnme pfSense
n.1.1 #asia BIOS 1% Boot CO/DVD

N.1.2 MILEANIYNISAARY AIN1HL19Ens

== — elcome to pfSense=
1. Boof Multi User [Enter]
2. Boot {Slingle User

3. [Esclape to loader prompt
4. Reboot -

Options:
5. [Rlernal: kernel (1 of 2)
6. Configure Boot [Olptious...

Autcboot in 6 sseconds. [Spacel fo pause

Welcoue to pfSsuse ?

Mounting unionfs dire T
Creating spmslinks. . .. ELF fig patht 7¥ib suse/slib Zusrsiibscompat Zusr/lec
alslib
a.out ldconfig path: sus ibrasnt susrslib/compatsaont
done. -
eg af ram detected. HNol enabling APRC.
stem. .. done.

s R fo enter rx
press [ to lausch

{(Ryecovery mode cav assist by rescuing config.xml
fyom a broken hard disk installation, etwo,

{ Dnstaller may ba invoked now you da o
wot wish to boot into the liwell enviroasswt al this tinm,

i3 continnes the Livalil bootup without Turther pause.

Timaout before auto boot contlnues




n.1.4 @an Accept these Settings udnm Enter

79

n.1.6 1dan Hard disk ﬁé’aamiﬁmzq <ad0: 2048MB <VBOX HARDDISK 1.0> at

ata0-mater UDMA33> uanm enter

i Taaheh 5% 7
ual S 1.B> Fi Direct Access SCSI-2 d

ey




n.1.8 Henlagainensuusasafan <Use the Geometry> Uanm enter

80
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n.1.11 mMsmvuaRufives Disk 1dan <Accept and Create> udInm Enter

'?ﬂhgcept"and Creat

INStal
and Install B
HBtn




n.1.15 (dan <OK> uwadnm Enter

‘
|
|
|

82
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n.1.19 1§an <Accept and Create> Wiieadma Sub partitions Tu primary partition

LaINA Enter
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n.1.23 1880 <Reboot> W& NA Enter

al/lib . )

a.out rdconfig path: -vusr4iiBraeout fasr/lib7compaisasut * -
dane. - -
>>> dnder 512 mMegabyies of ram detected. Hot enabling APC.
External config loader 1.8 is now starting...

Launching the init systgp. . . tone.

Initializing... gone.

Starting device manager {(devd).,..done.

kpading, configuration

Defanlt interfaces not found —- Rumnivny interface assignment
le8: link state changed to UP ) . -
lel: link state changed to UP ‘

Ualid interfaces édre:

leB 80:8c:29:37:fa142 (up} AEPT CPY Throttling
lel B9:8c:29:37:fa:14c {ep3 AMD PBret-PCI

Do youn wawt to set up ULANS Pirst?

If you are not going to use VEBNs, or only for optiowal interfaces, you shonld
say no here and use the.wehbonfigurator to configure YLANs later, if required.

Do you want to set up ULANs wmow [yinid? yg

n.1.25 nA Enter tWan1mun Interface AYs8az8uAlUNMAUES
ULAN Capabléd interfaces:

leB ° B8B:8c:28:37:far42  (upd
1 =51 8B:8e:29:37:fa 4o (up?

Enter the parent intarface same for the new ULAN Cor nething if finished):

WAN (e0)— D0:0¢:20:37 fasc

00:0c:29:371a42

Switch
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n.1.26 MU le0 115U Interface WAN U&In@ Enter

Py ry

n.1.27 AuN lel @S Interface LAN waane Enter

la ' forvanto-det

n.1.28 na Enter

3

Enter the Optional 1 interfdce name or 'a’ for auto-dete

(or wothing if finished):

n.1.29 NA y LAINA Enter

The interfaces will he “assigned as falid@s:
WAN > TeB
LAN > lel

Do you want. to proceed 'Ey.:n.}?gj

n.1.30 azlautivosi
=wx Helcome to pfSense 2.2.4-RELEASE-pfSense (i386) oh pfSeuse sex

HAM (wanl -> leB -> vd: 18.16.78.12/24

LAN Clamd C=> lek -> vdr 172.31.21.1/24

8) Logout (8SH onlyl . T 8) pfTep
fAssign Interfaces 1B} Filier Logs
Set interfacef{s) IP address "11) Bestart wWebConfigurater
Reset webConfigurator password 12) piSense Developer Shell

) Reset to Tacteory defaults 13} Hpgrade frowm towsole

Reboot system 14) Enable Secure Shell {(sshd)
Halt system . 15} Restore recewt configuration
Ping host ) 16} Restart PHP-FRM
Shell ’

Enter avi option: B

n2  nsivueel pfSense Tagltd Wizard

nseeAn pfoense Tngld Wizard Wemadilu Interface WAN uag LAN

n.2.1 wszuvlesld 172.31.21.1

? New Tab

& = ¢ in12anad

|_e-




n.2.2 ld@@a (User: admin) uazswasnu (password: pfSense) Wi login

I pisense

DXAMPLE: myserver

[\ localdomain
EXAMPLE: mydomain.com

n.2.6 MUUAAT Time Server Information

1) Time zone: Asia/Bangkok (ldlguvasiia)

2)  mANT Next
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n.2.7 AMuuAALNeINU Wide Area Network

1) Configure WAN Interface: (RaFButnadina WAN)

- Selected Type: Stat:c (Laaﬂwaawmmaﬂawuwmm)

2)  Static IP Configuration (Glzaﬁi’flamugﬂuuu Static)
- IP Address: 10.16.64.92 (ldawuneiavlan)

- Upstream Gateway: 10.16.64.1

[ 10.16.64.92

Rofoaeort

a 2 o d P .
3)  snidnnisudendeyafinainiiegvunaiaulafiiuu Private

BLock RFC1918 Private Networks O (When set...

n.2.8 msdﬁiﬁagwmtll,a“ulaﬁ Interface LAN (Configure LAN Interface’s IP
. address)
1) LAN IP Address: 172.31.21.1 (ldawureiaalafivenvas LAN)

2)  Subnet Mask: 24 (da1duiiinundn) u&dman Next
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1.2.9 nMuum Set Admin Web GUI Password
1) Admin Password: xxocoocoox (ldswavedgguassuu)
2)  Admin Password AGAIN: 30000000 (ﬁué’uiﬁ’acﬂ{fﬁsw)

ual AANY Next

n.2.13 uadwsvesnsaem pfSense lngld Wizard

¥ Systemn”

# Status

v VeN ) "t" "

Status: Dashboard )]

100baseTX <ful-duplexs
10.16.78.12
100bhaseTX ful-duplox>
17231211

TR R Ao 0i

* buik on Sat Jul 25 19:57:37 CDT 2015
FreeBSD 10.1-RELEASE- 915

-3
i
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N3 n1saAn DHCP server, DNS servers
n.3.1 MsfmMuaRaA DHCP Server
1) LUt Services | DHCP Server
2)  WAlud LAN
M Enable DHCP server on LAN interface
- Range: 172.31.21.10 to 172.31.21.245 (fviuntsiiaguaneian

loATiASaakiting DHCP azuaniudalaataus) wad1rdn Save

Services: DHCP server

3)  nswansgidnldend DHCP Server

Status: DHCP leases

n.3.2 M3fwuAReAn DNS Server
1) Wlufi System | General Setup
%) MwiusATR System
- DNS Server: 10.16.64.11 uaz 10.4.1.11 ud2AdN Save

R 1"0.4.1.;"1 "

3)  warsIN15HIAT DNS Server uandlanail

b VP

_ ¥ Firewall | ¥ Services N

o . i

127.00.1

10.16.64.11 é
é

10.16.64.13
104.1.11
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N4 AIIFIANATOIULYIY Proxy

s

FupguMsIMUAATLATluINIATeIe Proxy didsil

=

Ty
- AAGILWANLNAVBY Proxy Server

- A9A" Proxy Server

- AARILANNAUNIIATIARBUVBINISTIGIU Proxy Server

- feen Lightsquid waz asaaeaulrateuniildiluiiusng q

n.4.1 N1SARRILANINIVE Proxy Server
1)  Adn Systern | WANLNY

2)  Whluft Available usinina

3)  Henwiwnninaniiiadn SqU|d windndiAseaming

‘squid’ Network

5 semsantilnanuariiass Squid aulvResuasy Aanmaiuan

‘System: Package Manager: Install Packag

Dcmnloadmg squid and its dependendes....

Checking for package installation... s
" Downloading https: f/ma.pfseme org]pad(ages/lﬂ]ﬂ[lsqwd»z 9. <
- -done.

espective menu  then start the' package.
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n.4.2 MsRarLATaaLsge Proxy
1)  A@an Service | Proxy Server
2)  yhmsfvuad General
- Proxy interface: LAN

- Allow users on interface: M If this field is checked...

- Transparent proxy: M If transparent mode is enabled..

Proxy server: General settings

3)  nseaAndi Cache Memt
- Hard disk cache size: 100000
- Save

Proxy server: Cache management

Kk Spacat

SRR et AR SR

4)  mseeri Access Control
- External Cache-Managers: 127.0.0.1

- Save
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n.4.3 NIANRILIANLNG  Lightsquid tWBRTIIABUTBINTLHI1U Proxy Server
1) AN System | uwnina

2)  WlUR Available wining

‘Netviork Report ‘RG1
242 _
platform: 2.2

a)  Aanluf Config
System: Package Manager: Install Package @

5 sennananilvian wasAnm, 184 Lightsquid sulwiinsaaiauddagy

System: Package Manager: Install Package

ightsquid installation completed.

Beginning package installation for Lightsquid .
Downloading package configuration file... done.

Saving updated package information... done.

Downloading tightsquid and its dependencies...

Checking for package installation...

Downloading https://files.pfsense.org/packages/10/A11/1lightsquid-1.8_2-
amd64.pbi ... (extracting)

Loading package configuration... done.

Configuring package components... I
Loading package configuration... done.

Additional files... done.

Loading package instructions...

Custom commands...

Executing custom_php_install_command()...done.

Executing custom_php_resync_config_command()}...done.
thenu items... done.

Integrated Tab items... done.

wWriting configuration... done.

Installation completed.

tightsquid setup instructions:

Please visit Status - Squid Proxy Reports - Settings and read the
-iconfiguration and usage instructions.

n.4.4 ¥N1369AT Lightsquid
1) A&n Status | squid proxy Reports
2)  Vmatuuaii Settings

- Report Template: Novopf
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- Refresh Scheduler: 8h ua/An Save

3)  yhnsn1agd Client ilduezlsung

- L“uﬂ:d‘w Lughtsqmd report

Date: 2:: Oct 201: (update 19:37 1225 Oct 20]\)
Top Sites Report
B(u Files Report

o St s seign ey s Sqmd user access report 25 A

_-ptédn.info
TEIArUOY eHOTRIGUP L Om

o

v v 24
n.5  N1sAeAn Captive Portal Hassdunounsd

nsAmuRA1 Captive Portal kay n15a3w User Toanunsadnldanuluszuy

-

Captive Portal
n.5.1 N13RaAn Services Captive Portal
1) @ilUft Service | Captive Portal
2) Fitelauve Captive Portal (G'fwh'*?i Edit Captive Portal Zone

name)

- Zone name: Lab
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- Description: User Authentication udrmdn Continue

Services: Captive portal: Edit Zones

N internet .
Zone name, Czn only contain letters, digits, and underscores ().

{Ry internat zone
You may enter a dexcription here for your reference (nct parsed).

o~ e}
| Continue,}

3) i Captive Portal (s)
. ™ Enable captive portal: 1Ual% captive portal
- Interface: |80 Interface LAN
- Maximum concurrent connections: 1

- Idle timeout: 60 minutes fuaniaildluns login

Services: Captive portal: Lab

- After authentication Redirection URL: www.google.com

www.google.com

- Concurrent user logins: M Disable concurrent togins fivualw

A v o 2 . < [
client TdlowiianTowanilagly -

o
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4)  wWawein1IA Captive Portal

Captive Portal: Zones

Sxers e

n.5.2 N15a319 User iaunsawnldsulussuu Captive Portal

1) lufl System | User Manager

« A

2)  saed User | Wiludl Add user i

- Username: souk
- Password: souk
- souk 1d Password 8ugudnase

- Full name: souk walAdnSave

System: User Manager
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n.5.3 NaN13M37980U Captive Portal ndswnglinanisidiiu

www.Google.com

- @ Q Sensch

> @ 172312118002 W

Welcome to the pfSense Captive Portal!

Password: :

n.5.4 tlaaloudtusuiInua 15 STUUILTURNNISIENGY AIMNTeas

{13121 | 00:25:64:ad:68:3f ! mai 3/30/2016 06:35:30
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n.6 NIRIALATBLIT S RADIUS
M vuAFLASasitg RADIUS Usznaudotunsunisinsauiininaes Free
RADIUS2 ‘gumaumsﬁvqm Free RADIUS wag ifumaumswmaau Free RADIUS
n61 msAnsauRniAg Free Radius?
1) dnlud System | Package
2)  Wnlue Available Packages

]'J‘,‘;

3)  Wilumie Free RADIUS | windnii Add (Free RADIUS2) M

i

5) UAWINARRIES ALV DANULARIFINTWATUAS

System: Package Manager: Install Package @

Dawaloading freeradius? and’ 1:: dependzncie:...
ecldng far package .’ma:nllation.. . . e . .
Dcwnloadu‘q https: //zile: praerse.argfy L0/R11 ¥z Hiva—2i
mdﬂ.pbi- ... ({extracting) . :
ading package conthuracim_i. .. done.

Confiquxxng package corponents.. .
!.oadan package configuration... done.
Addiciunal files.,. dcme.

Londing package. instruccions...

Execm:im; custox _php install command () ...dnne‘
Dxecu:ing custar phpy resync, | contig ccmm() ...don:
Hepu -items... dage.
Integrased Tab items... dcne.

'_em_rices. .. done.

x:itx.ng configuration... done.

callm:ion completed.
erad:.u:z ‘setup instructions:
Plca:e visit. Sexrvices: FreeRADIUS.




n.6.2  N15aA Free RADIUS

1) WU Service | Free RADIU | User |

FieeRADIUS: Users @

2) hluednde uas siavesdldaruegil Users
- Username: userl

- Password: 1234 uaAan Save

FreeRADIUS: Users: Edit

3) hdadi NAS/Clients

- @¥MlUf NAS/Clients

FreeRADIUS: Clients &

SR

98
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- Client IP Address: 172.31.21.1 (fmusvinneaulafivad RADIU)
- Client Shared Secret: 123456789 (ldsWawad RADIL)

L

». Usemame: useri
free RADIU Password: usert
P Address:172.31.21.1 '
Password: 123456789

- ua’man Save

FreeRADIUS: Clients: Edit

e the shiared sedrét of the RADIUS cher
0int) needs to compuinicate with the RADIUS

- wasunlaa1nnisReAn NAS/Clients

FreeRADIUS: Clients

4)  MuunAl Interfaces
- Interface IP Address: 172.31.21.1 (Muun interface ﬁL‘TiasJGiaﬁU

RADIU)
FreeRADIUS: Interfaces: Edit
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- Description: Interface NAT (A1adune) uén AAN Save

- uasunlasInn1sAsAn Interfaces

FreeRADIUS: Interfaces

TR

172.31.21.1

n.6.3 n1Ivagau Free RADIUS
1) Wludinti command line w89 pfSense Faavne SSH ganlusunsy

Putty
- Host Name (or IP address): 172.31.21.1 (auuneavlefves

pfSense (Interface LAN))

- Port: 22 (ldwasn)
- Connection type: ® SsH (’gﬂLLUULf'Ju SSH) wé7 manld Open

Ak e

T
H 55 ye st
§‘4 Al S A

§ S Basgic options for your PuTTY session

2 ) ~ Specdy the destination you want lo comect

o T .

i i".',mi - Host Name (or 1 address) . Pott
Logea 172.168.2.1 )

- Window Efaw B Tehet ERogn @ SSH . O Serid
_&,w ~Load. save or delete a stored seasion ~

- Te Saved Sesdons

Defau? Settings
mai
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4) ag’L‘usz‘U‘u command line U89 pfSense uat1lU% shell na 8 uan

Enter

***‘uebcome to pfSense 2.2 RELERSE pfSense (1388) on pfSense ;R

", e - @ *

——-> vd: 18.16.78, 12724
"Iy v410172:31.21. 1/24' )

. . 83 prop ;
r1)- AssigW¥Interfaceg@® o w- - -#48Y Filter Logs% " S

- Set interface(s) IP address™ - '11) Restart wehConfigurator

- Reset uehfenfigurator password 12} pfSeuse Developer Shell
Reset to factory defaults *..13).Upgrade from console- :
Reboot -system "14) Eunable Secure Shell (sshd) . .
Halt system - . i53 Restore resent configuration .
Ping host 18) Restart PHP-FPM

) Shell - . . . . .. e, -0 0TS R e ot

—

Enter an aptiaﬁ:

5)  Feumdslunsnsinasu: redtest userl 1234 172.31.21.1:1812 0 1
123456789 wans Enter

2 é—QLT ASL Iadm1'<pfae r8e. localdcmalq):*o’

6) UM Access-Accept TuuTavinanavinesiowtd rad recv:

uEAYI1 user Jaunsn login BRI 0ULYIE Free RADIUS 16
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n.7 ﬁl;wi"l Log Server
Sumerlumsfmuanf System logs T8l
- matmuaiingliieadifeliinisiiu log
- prsfvunATi System logs (pfSense) T Log TuguaTasusivefiu
log \A3pedy (Syslog Watcher)
- nsailvan uaz asdlusunsy Syslog Watcher annuSulest

http://syslogwatcher.soft32.com

n7.1 flesn pfSense ansnsaifiu log lvanewin F638n1sfvunaTliAv Log
urazyinAaeiy Q’ﬁ'muﬁwuéﬁuﬁanLLam{J"’umaumiﬁmumfhﬁ Interface LAN
WoliAu log 1esngln$read usee

1) WAlud Firewall | rule | LAN

2)  fmusen log: M Log packets that are handled by this rule

%»! B Log pad(el‘s that are handled by this rule
¥ Hht: the frewal has Imied] bdbg space Don‘t» m"on bgglng forevefymhg T1.youvant o, doa ot of Joggrig, consider
M/ 2.

n72  nsanvilvan waz Andelusunsy Syslog Watcher
1) amilvan Tusunsy Syslog Watcher aaniulas
(http://syslog-watcher.soft32.com/free-download/) waz fana

2)  Walusunsu Syslog Watcher fnaswuasitlui Manage Local

Syslog Server

% Select Syslog Watcher GUI Mode
# Manage Local Syslog Server
To use locally installed Syslog Watcher service,

< Connect to Remote Server
To connect to Syslog Watcher service running remotely.

# Standalone Application
To collect syslogs without using Syslog Watcher service.

Fl Remember my choice and don't ask me again
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3) Al Start Server

4)  wWawreInINISAU log ae System Watcher

m;smnuumm
b mh—-mma-—ﬁ
oo 233 - Gr TR 316777216, 1000003 84,3558,
T Oct 3 325281 ) $16777215_1000000103, bgeD, match, biock, ind 50_64, 17151 D, none.1 7. Wsm
Oq 322324 2] s:vdvmg?smmdcued
Ocr 322031
T Ger TIEEE

goet ey

&lmﬂﬁ)ﬂmlﬂl.byd,mﬂd\bb«l\‘ﬂﬂ M,Iwwngl‘l WWMGMMD—
swrmummmu.mmmmqwhmmmm.
imER 5. SRPTHICESIAS, ot Elockind SO IR nonel),udp TRITE 1 A1, 1

prE Dt

Saturday, Octcber OX, 2003 10120113766 PR g

n.7.3 funATlEs log TU log Server ASaadu (System Watcher)
1) ludi Status | system log
2)  fvuaAfi Remote Logging Options
- Enable Remote Logging: M Send log messages to remote
Syslog Server
- Remote Syslog Servers Serverl: 172.31.21.41 azylafivas

) server #ifinRalusunsu Syslog Watcher
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N8  nsReAsiALULAIAY Download uag Upload
pfSense auaszuuaunsamuus limit Luudininsdnluanuazaniiivan lny
asnngluivuineaulad wu veul#nlvan 30 Mbit/s uay a1dtiluan 60 Mbit/s
n.8.1 sdarn limit Msswivan uaz amiiluaslu pfoense
1) inlufl Firewall | Traffic Shaper
2)  WlU# Limiter | Create new limiter (e vuade uas vunawuus

Fanunansanlvan)

Firewall: Traffic Shaper: Limiter

- Enable: M Enable limiter and its children (algfy,’mlﬁlﬂﬂ limiter

UBIgNIAT8Y1E)

- Name: LnlimiterLAN ("lm
- MVUALUUAIAN Imaﬁamn e u,m ld Bandwidth: 60 Mbit/s

- Save

‘t_l_e'f_i'rfe_w;illl\:;’ﬁ:a'f_"fici-Shap,er: Limiter

3).  1lUf Create new limiter (NarmyuATa Lag TNALULMIANVB

n1snlnan)
- Enable: M Enable limiter and its children (E]um’]ﬂlﬁﬁ]ﬂ limiter

Y89gnLATaYE)

- Name: OutlimiterLAN (ld%a )

&

Y

- MvuswuuaAIsY laeaadnd L@? ua? Td Bandwidth: 30 Mbit/s
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- Save

Firewall: Traffic Shaper: Limiter

n.8.2 adngifiauimnaavlefiamnsadwlnaniinauga 60 Mbit/s uaz

a1ilvam 30 Mbit/s

vy i a
1) 11U7 Firewalt | Rute | LAN | Add rule (@)
3)  fviuaad Edit Firewall rule

- Protocol: TCP/UDP
- Source: Type: Single host or alias way Address: 172.31.21.10

[rcpuoe v}
41 Choose which IP protocol this rule should match.
11 Hint:-In mast cases, you should specify 7T here.

- Log: M Log packets that are handled by this rule
- Description: Limiter 172.31.21.10

& Log packets that are handled by this.rule

; Hint: the firewall has limited local og space. Don't tum on loggmg for: evetything i warit to do &6t of Jogaing,

- Infout: OutlimiterLAN to InlimiterLAN w&adn Save

v
| [OutUimiterl AN v |/ {InlmiterlAN v }

G)oose!heO(nqueueMrtuallntafaceonlyl!ymhavealsoselededm
ThEOutselecﬁmlsapphedtotrafﬁcleawngﬂlemtufamvmerememlesaeated.mbappﬂedmb'dfﬁcmmm

the chosen Interface,
Ifyouaret:reahngalhahngrule,Jthedrectnomslnﬂ\enmesamemlsapdy,ffﬁwedirediohlsomu*sesele;:bomare
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3)  NANISYRABULUUAIANIUNITONLYAR was AUlvan YadlAsesidl

nueiaulai 172.31.21.10 (naaeulasly www.speedtest.net)

I ———————

7 "UPLOAD SPEED

N9 N1IMINISATUABN YouTube way Facebook Tu pfSense

n1su@an YouTube uag Facebook Tu pfSense lmafinisinaee DNS Resolver
Wehluadanguiiasnglnieadlioygelidinisdhiai DNS Resolver
n.9.1 A13AIUAAT DNS Resoltver 484 YouTube Uaz Facebook
1) luf Services | DNS resolver A
2) whldswunai Host Overrides | Add (@) \iea31e DNS resolver
U4 Facebook
- Host: www
- Domain: facebook.com
- IP Address: 192.168.0.1

- Description: DNS Resolver for Facebook waanafin Save

Services: DNS Resolver: Edit host DREEEME

Edit DNS Resolver en : . ; TR e LaS et R

r% www
Name of the host, without domain part
e.9. myhost

ngélﬁgol .

1P address of the host
e.g. 192.168.100.100 o fd0:abed.::1

N DNS Resolver for Facebook
You may entera description here for your reference (not parsed).

o

3) hlumuaAf Host Overrides | Add (21) (Reai1e DNS resolver

Y84 YouTube
- Host: www
- Domain: youtube.com

- IP Address: 192.168.0.2
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- Description: DNS Resolver for YouTube W&2A@n Save

Services: DNS Resolver: Edit host LDHREERED

I‘\ veww
Name of the tost, without domain part
&.. myhost

& Youtube.com
Domain of the host
e.9. examgie.com

1 192.168.0.2

1P address of tha hest
e.g. 192.358.100.100 o f809:3bcc::1

FQ DNS Resolver for YouTube
« You may erter a description here for your reference (rot parsed).

4) wavsnvunaIvieallaWues YouTube wag Facebook lu DNS

Resolver

Resolver for Facebook .
DNSResoher for YouTube . * ¢ -

2) Wl Add rule New () (fieasanguiiasnginsieadlsioynn

1siin1s1U18967 DNS Resolver 484 Facebook)
- Action: block
Interface: LAN

- Protocol: any

Source: Type: LAN net (Uduuaun)

- Destination: Type: Singe host or (FUluuUs1emn)

Alias Address: 192.168.0.1 (ldmunawavlefvas Facebook u DNS
Resolver)

- Destination port range: from: nay Waz to: any

- Log: M Log packets that are handled by this Rule
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- Description: m198U"8 block Facebook interface LAN
- udAdEn Save

Firewall: Rules: Edit

(Biodk 7]
Choose what to do with packets that match the critzria specified belove.

Hint: the difference betwesn block and reject is that with reject, a packet {TCP RST or ICMP port unreachable for UDP) is
retizmad to the serder, whereas with block the packet is dropped silently. in either case, the original packet is
discarded.

& Disable this rule
Set this option to disable this rule without removing it from the list.

v
Choose which interface packats musst be sourced on to match this rule.

Choose which IP pretoco! this rule should match.
Hint: in mest cases, you should spedify 7CP here.

& not
Use this option to invert the sense of the match.

Specify the port or port range for the destination of the packet for this nde.
Hint: you can Jeave the o'field empty if you only want to filter a single port

@ Log packets that are handled by this rule
Hint: the fireviall has limited local log space. Don't tumn on legging for everything, If you vant to do a lot of logging,
consider using a remote syslog server {see tha Diagnostics: System logs: Settings page).

i\ Block DNS Facebook

enammI

0) Ui Add rule New (BB)) (Woarengl$roadlioynnn
Twginnsidnds YouTube)

- Action: block

- Interface: LAN

- Protocol: any

- Source: Type: LAN net (’EULLU‘UﬁuWN)

- Destination: Type: Singe host or (FUuuuysienN)

Alias Address: 192.168.0.2 (dwnenavlofivas YouTube lu DNS

Resolver)

- Destination port range: from: nay ¥ to: any
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- Log: M Log packets that are handled by this Rule
- Description: A83u18 block Facebook interface LAN

- ua2man Save

Firewall: Rules: Edit

Cheose what to do with packets that match the criteria spedfied below.

Hint: the difference between block and reject is that with rajact, a packet (FCP RST or ICKP port unreachable for UDP) is
returnzd to the sender, whereas with bleck the packet is dropped silently. In either case, the original packat is
discarded.

&J pisable this rule
» Set this option to disable this nde vithout remaoving it from the list.

+hich interface packets must be scurcad on te match this rule.

1P '_j Select the Internet Protocol version this rule applies to

Choose which 1P pratocol this rule should match.
Hint: in most cases, you should specify 702 here,

not
|Jse this option to invert the senise of the match.

i v
e

Show source port range

Specify the port or port range for the destination of the packet for this rule.
Hint: you can Jeave the Yo'ficld empty if you only want to filter a single port

3 Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If you want te do a lot of logging,
consider using a remote syslog server {see the Dizgnostics: System logs: Settings page).

1 Block DNS YouTube

5) wavssmsasenglusieadlioygyalviinisd i Facebook Uay

YouTube 1@

1

Firewall: Rules

:w_,, =

192.168.0.1

192.165.02




6) o

N9TULWUSNISUAABUNTITNEY Facebook larafenmaIuan
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i @i wenwJacebookcom

Bignsatandaiulaed
www.facebook.com titsmadunduututiutzl

Check your intemnet connection.

Check any cables and relioot any toiters. mvidems. ot athet Rctwoil Jevices you may be using.
If #t is already Bsted as a program aliowed to access the network, try removing it from the list and adding it again.
i tindandidddnes..

Check your proxy settings of tontact yous netwark adnzinistrator tc make sure the proxy server is working. If you don't
believe you should be using a proxy server:

T e

n.10 N15AIA1 NAT Waz Port Forwarding iiedstayaluduniausitng pfSense uaz

web

Juaaulunisnuuaa NAT Toiuuasnunaavledimdy interface WAN Tuumaine

laulafiues Interface LAN (pfSense Uag web server) uag ns#aan Port Forward T

port 443 (pfSense) Waz Port 80 ( Web Server) fiswaziSended

nluiilwgread Firewall | NAT

WlUT Port Forward | New rule (@)

fvuaendl Edit Redirect entry (e Forward T port 443
(pfSense))

- Interface: WAN (1anduwnasing )

- Protocol: TCP/UDP (Iwslnesarllu TCP/UDP)

- Destination: Type: WAN address (3Uuuv)

- Destination Port range: 1dan From waz To WU HTTPS
- Redirect target IP:172.31.21.1 (ldvsneraulefivaranng)
- Redirect target Port: HTTPS (lawasnuarenis)

.- o a a d °
- Description: Port Forward pfSense (Anagunad@snibinazyin)
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;4 a
- waman Save

& pisable this rule
Set this option to disable this rule without removing it from the list.

! Enabling this option will disable redirection for treffic matching this rule.
Hint: this option is rarely needed, don't use this unless you know what you're doing.

oose which interface this rule zpplies to.
Hint: in most cases, you'll want to use WAN hese.

TCP/UDP ¥ |
Chogse which 1P protocol this nule should match.
¢ Hint in most cases, you should specify 7P here.

nter the intemal 1P address of the server on which you want to map the parts.
e.9. 192.168.1.12

pecify the port on the machine with the IP address entered above. In case of a port renge, specify the beginning port
of the range {the end port will be calculated automatically).
Hint: this is usually identical to the “from’ port above

N Port forward pfSense

P
s
¥
&

) 11U New rute (

5) fhwusend Edit Redirect entry (vite Forward Tl port 80 (Web
Server))
- Interface: WAN (1dandulnasina )
- Protocol: TCP/UDP (Iwslnmearilu TCP/UDP)
- Destination:Type: WAN address (§Uuuu)
- Destination Port range: (#8n From wag To WU HTTP -
- Redirect target IP:172.31.21.2 (ldvunaiaulefiuaiania)
- Redirect target Port: HTTP (lawasnuaiani)

- Description: Port Forward Web Server (finaSuna@aiiisnagsin)
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& pisable this rule
Set this option to diszble this rule without remaving it from the list.

& Enabling this option will disable rediraction for traffic matching this ruls,
Hint; this option is rarely needed, don’t uss this unless you know what vou're doing.

WAN ¥
Choose which interface this rule applies to.
Hint: in most cases, you'll went to use WAN hers,

G—Egég';'v_ﬁichglp protocol this rule should match.
Hint: in most cases, you should specify 7C2 here.

€ not
Use this option to invert the sense of the match.

Type: | WAN address v

to:  [HTTP v |

Specify the port or port renge for the destination of the packet for this mapping.
Hint; you ¢an leave the 7o’field empty if you only want to map a single port

Enter the internal 1P address of the server on which you want to map the ports.
eg. 192.168.1.12

of the range (the end port will be calculated automatically).
Hint: this is usually identical to the ‘from’ port sbove

,% Port forward pfSense

6) waveIMIMUR Port Forward Ui port 443 (pfSense) wag Port 80

( Web Server) LanIfanInmaIuaN

Firewall: NAT: Port Forward

TCP/UDP WAN address | 443 (HTTPS) (172.31.21.1 ;¢ Po:tfonvard._

pfSense_ %

TP WAN address | 80 (HTTP) 172.31.21.2

A.11 A1sAaen Dynamic DNS
TudunaunisiwuaA1u3n1s Dynamic ONS Tu pfSense Qﬁ?&ﬁﬂﬁaaaﬁm
‘Dynamic DNS wagA1muaai Dynamic DNS Tu pfSense et
n111 dumerlunisidluaiing Domain Name System e3glsiu3nis NOIP

1) WhluiSu https://www.noip.com
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2) waveIN1salAg Hosts By Domain (asaphatthana.no-ip.org) WaAds

AIRATUETS

3) pIssvuaAfl Services: Dynamic DNS client
- Service type: No-P (i&an DNS iluszianuinas)
- Interface to monitor: WAN (idensuiradina)

- Hostname: asaphatthana.no-ip.org dd%aiaaﬁﬁaﬁﬂi)

Services: Dynamic DNS client

Ry asaphatthana.no-ip.org
Note:

Enter the complete host/domain name. exampie: myhost.dyndns.org
For he.net tunnelbroker, enter yeur tunnel 1D

- Username: msycm2015@gmail.com (ld E-mail)

- Password: xxoooox (basia)

- Description: asathattana.no-ip.org (ldmaduie) uddn Save

Ei_rp‘s;yanzms@gma'il.oomv

Username is required foralltypes except Namecheap, FreeDNS and Custom Entries.

Route 53: Enter your Access Key ID. .
For Custom Entries, Username and Password represent HTTP Authentication usermame and passwords.

I;;' ) éhn’ter your "Authentication Token" provided by FreeDNS.
Route 53: Enter your Secret Access Key.

Ry asathattana.na-ip.org , ]

4) NANIRAA Dynamic DNS (Domain Name System) Tu pfSense

Services: Dynamic DNS clients

202.28.77.218
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n.12 msasrnglisiena
nsasang noaddmiunisoyaneld Port A5y was a$renglwiieadlsl
ounRliEnsdnd Port Tnefimsaianau Alias w1 Port fifaensld ou
LocalNetworkPort, RomoteAccessPorts, EmailPorts Lﬁaﬁﬂl,mlﬂa'%”mnngi’JaaéﬁW?U
nseuaIANISIEL Port sins 9 was lleygaliiinisidids Port ey
n.12.1 msaiangy Alias port
1) ludi Firewall | Alias | port

2) §lUR Add New Alias (

(eas Alias port 184
LocalNetworkPort)

- Name: LocalNetworkPort

- Description: Permit only important ports to client local net
- Type: Port(S)

- Port (S): 1RBANITBYYIAFIATWATUAN LaIREN Save

E%Lo&l!NetworkPort '

£

smit only important ports to dent local net

I\ use for FTP control (command)

|§ use for Routmg Informabon protocol

T

<. N use for routJng lnformauon protoool (RIP)

i ]\use for So!ar wxnds kmn bg Server
r% use for thtweaght Directory Acc& Protocd over TL:
N use for Adode Systems Macromea‘la fash Real Time

Rk R AN D
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3) 141lUfi Add New Alias (@) (1ffoasns Alias port 284
RomoteAccessPorts)
- Name: RomoteAccessPorts

- Description: Allow client to use the port for remote access

- Type: Port(S)

=

- Port (S): NiNDINFBYYIMAINTWATUAN UAIAAN Save

use-Seaire shéll (SSH) for. secure. }ogms t‘ ile tmnsfers @

US_e..‘F’ TPsee N T Traveersal

4) U7 Add New Alias (&) (iea31q Alias port a4 EmailPorts)

- Name: EmailPorts
- Description: General email port

- Type: Port(S)

]
of

- Port (S): ¥igl aqmsaumwmmwmuaw LAIAEN Save
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5) wawaen13aINngy Alias port 9849 LocalNetworkPort,

RomoteAccessPorts, EmailPorts

Firewall: Aliases

S SESTEY AT
25, 80, 110, 143, 465, 993, 995

| 20, 21, 67, 68, 80, 123, 389, 443, 445, 563...

22, 23, 1194, 1389, 4500

n.12.2 nsasnngluiioadeygan1adita Port g 9
1) WlUA Firewall | rule | LAN
2) Wluit Add New rute (8) (faasranglusreaddmsunisougn
N9 Port 489 LocalNetworkPort)

Action: Pass

Interface: LAN

Firewall: Rules: Edit

Clioose what to do with packets that match the criteria specified below,
Hint: the difference between block and reject is that with reject, a packet (TCP RST or IQMP part unreachable for UDP)
Is retumed 1o the sender, whereas with block the packet is dropped silently. In either case, the orlginal packet Is
discarded.

Disable this rule
Set this option to disable this rule without remwoving it iom the list.

LAN v
Choose which interface packets must be sourced on to match this rule.

- Protocol: TCP/UDP
- Source: Type: LAN net

Choose which IP protoco this rule should match.
Hint: in most cases, you should specify 7CP here.

&= not )
Use this option to fnvert the sense of the match.

- Destination port range: from: (other); LocalNetworkPorAlias

iay to: (other); LocalNetworkPorAlia

Spexify the port or port range for the destination of the packet for this rule.
Hint: you can leave the o'field empty if you only want to filter a single port

- Log: %} Log packets that are handled by this rule
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- Description: Permit only important ports ........ udAdn Save

@ Log packets that are handled by this rule
Hint: the firewall has limited local log space. Don't turn on logging for everything. If you want to do a lot of logging,
consider using a remote syslog server (see the Diagnostics: System logs: Settings page).

[Q—{Permit only important ports to dient local net

3) W1lun Add New rule (&) (iveadanglwiieaddmiunisaygyn
n13wnfie Port Y89 RomoteAccessPorts)

- Action: Pass

- Interface: LAN
Firewall: Rules: Edit

"2 Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP)
1s retumed to the sender, whereas with block the packet is dropped stlently. In either case, the orlginal packet is
discarded.

. Disable this rule
Set this option to disable this rule without removing it from the list.

LAN ¥ :
Choose which interface packets must be sourced on to match this rule.

- Protocol: TCP/UDP

- Source: Type: LAN net

[Teppur
Choose which IP protocol this rule should match.
Hint: in mast cases, you should specify 7CP here.

Usa this option to Invert the sense of the match.

Type:  :LAN net v

- Destination port range: from: {other); RomoteAccessPorts Way

to: (other); RomoteAccessPorts

Specify the port or port range for the destination of the packet for this rule.
Hint: you can leave the fo’field empty if you only went to filter a single port

- Log: | Log packets that are handled by this rule

- Description: RomoteAccessPorts waIAan Save

’ ¥ Log packets that are handled by this rule
| Hint: the firewall has limited local log space. Don't tumn on logging for everything. If you want to do a lot of logging,
consider using a remote syslog server (see the Diagnastics: System logs: Settings page).

tf%RomoteAccssPorts
6) W7 Add New rule @) (feasrangiwreaddmiumaaugn

A1919754 Port 283 EmailPorts)
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- Action: Pass
- Interface: LAN

Firewall: Rules: Edit

Choose what to do with peckets that match the aiteria spedified below.
Hind: the differerce between block and reject is that with refect, a packet {TCP RST or IQMP port unreachable for UDP)
1s retumed to the sender, whereas with block the packet s dropped silently. In either case, the original packet s

discarded.

- Protocol: TCP/UDP

- Source: Type: LAN net

[TcP/uDP
Choose which IP protocol this nie should match.
Hint: in most cases, you should specify 7CP here.

not
Use this aption to Invert the sense of the match.

- Destination port range: from: (other), EmailPorts uag to:

(other); EmailPorts

from: : (other)
to:  i(other)

§ Specify the port or port range for the destination of the packet for this rule.
Hint: you can leave the To‘field empty if you only went to filter a single port

- Log | Log packets that are handled by this rule

- Description: EmailPorts u&Aan Save

Log packets that are handled by this rule
Hint: the firewall has fimited local log space. Don't turn on logging for everything. If you want to do a lot of logging,

5) wdamsasnnglniieaddmiunisaygnnsignfis Port A1a 9 e

NAANS AININATIUAT

fez
 Permit bnly important
ports to client focal., - |
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n.12.3 nsasnngiieadlisygnluinisdife Port

1) Wl Firewall | rule | LAN

2) WUl Add New rule (@)
- Action: block

- _Interface: LAN

- Protocol: any

- Source: Type: LAN net

- Destination: type: any

- Log: M Log packets that are handled by this rule

- Description: block port winagdn Save

Choose what to do with packets that match the oiteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unrezchable for UDP) is
returned to the sender, whereas with block the packet ts dropped silently. In either case, the original packet is discarded.

&) Disable this rule
Set this option to disable this rule without removing it from the fist.

ny v
Choose which IP protocol this sule should match.
Hint: in most cases, you should specify 7¢P here.

8 not
Use this option to invert the sense of the match.

9@ Log packets that are handled by this rule
Hint: the firewall has limited focal log space. Don't tum on lagging for everything. If you want to do a kot of logging,
consider using a remote syslog server (see the Diagnostics: Systen: logs: Settings page).

f% Block Port

3) wavansaienginieadlisygialuiniadid Port

Firewall: Rules
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n.13 msman Multi-WAN Load Balancing
Funaumsimuna1 Multi-WAN Load fifed
- MIRanlUULHUNIW(Diagram) Y89 Multi-WAN Load Balancing
- Farmneiavlofivas interface WAN {u Static
- fAmmneianlefives interface OPT1 Wu Static
- @513 Group @w3u Load balancing
- 14 Gateway 183 WAN way WAN2
- ganusYes Gateway e online wialsl

N.13.1 N13avnbuuwNunw (Diagram) v89 Multi-WAN load Balancing

Switch1 gt
Interface WAN Inesace Waxa  Switch 2
© (P Addresst10.16.78.12%24) (TP Address:10.16.64.92/24)

A

pfSensel

Interface L AN
(P Address:172.3121.1:24)

Switch 3

n.13.2 msnmuaAmugaulafvad Interface WAN LﬂugﬂLL‘U‘u Static
1) T Interfaces | WAN
2) AvuaA General configuration
" - . Enable: @ Enable Interface (Unl¥ interfaces WAN)

IPva Configuration Type: Static IPvd (fuumilu Static IPva)
Interfaces: WAN B8E
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3) wWluAmua Static IPv4 configuration

- IPv4 address: 10.16.78.12/24 (lawunaiavled Interfaces WAN)

- panulUi Gateway IPVA: 10.16.78.1
- Description: WAN (Ane3ungfefianaziin)

- Save Gateway WLaIAaNn Save

n.13.3 N musavinslarlafives interface WAN2 Wuguuuy Static
1) Wnlufl Interfaces | WAN
2) Amunf General configuration
- Enable: M Enable Interface (Wnld interface WAN2)
- Description: WAN2 (Wasu OPT1 (fu WAN 2)
- IPv4 Configuration Type: Static IPv4

s s

(Avuaily Static IPva)

e s

et

3) wWlunimue Static IPva configuration
- IPv4 address: 10.16.64.92/24 (lduunewalaf Interfaces WAN2)
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- panlUT Add a new one @313 Gateway Tl

- Td Gateway IPva: 10.16.64.1
- Description: WAN2 (f1a5unedsiiisnassin)

- Save Gateway Wiman Save

n.13.4 @519 Group @w3U Load balancing

LT System | Routing | Group |
2) whlumuaAndl Edit cateway group entry

- Group Name: LoadBalancing (l#%e Group)

- Gateway Priority: WANGW 1Ju Tier 1 uay OPTIGW {Ju Tier 1

- Trigger Level: Packet Loss

- Description: Load Balancing u&anén Save

\iluriwtumendl Edit eateway group entry

- Group Name: Wan1FailoverwaAN2 (a3 Group)
Gateway Priority: WANGW Wy Tier 1 wag OPTIGW ({u Tier 2
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- Trigger Level: Packet Loss

- Description: Wan1Failover to WAN2 (ldf1a5une) udamdn Save

System: Gateways: Edit gateway group FOEE2

N Wan1FailoverwWAN2
Graup Mame

OPTIGW | {Ter2 v ! iInterface Address v |

tink Priority

The priority selected here defines in what order faitover and balancing of links will be done. Multiple finks of the same
priority will balance connections until all links in the pricrity vill be exhausted. If all links in a prionty level are exhausted
we will use the next available link(s) in the next priority level.

virtual 1P

The virtuat IP field setects what (virtuaf) IP should be used when this group applies to a local Dynamic DNS, IPsec or
OpenVPN endpoint

8) WU musanil Edit cateway group entry
- Group Name: Wan2FailoverWAN1 (dde Group)
- Gateway Priority: WANGW LUu Tier 2 uaz OPT1GW fu Tier 1
- Trigger Level: Packet Loss

- Description: Wan2Failover to WAN1 (lafeduie) uaaadn Save

System: Gateways: Edit gateway group

SRR e
nterface Address v | | WAN Gateway

{Interface 2ddress v i | WAN2

The priority selected here defines in what order fatlover and balancing of inks will be done. Multiple links of the same

priority will balance connections untif 21l links in the priority will be exnausted. If all links in a priority level are exhausted

vee will use the next available link(s) in the next priority tevel.

Virtual IP P

The virtual IP field selects what (virtuaf) IP should be used when this group applies to a local Dynamic DNS, IPsec of
OpenVPN endpaint

Packet Less v
- When to trigger exclusion of a member

T%.WanZ Failover to WAN1




n.13.5 ldvuevlefives Gateway 89 WAN way WAN2

Al System | Routing | Gateway | (Edit Interface WAN)

System: Gateways B IIG [l

10.16.78.1 10.16.78.1

10.16.64:1 10.16.64.1

2) fviuned Edit Gateway
- Interface: WAN danidlu WAN
- Gateway: 10.16.78.1

- Monitor IP: 10.16.78.12 (ldwuawaalafius Interface WAN)

]A]temahve monitor IP
Enteran alicmative address here to be, uséd:to monitor the link. This is used for the quality RRD graphs as'well
as the load balancer entries. Use this if the gateway does-not respondtoICMPechorequesls {pings).

&,WAN Gateway
You may enter a description here for your reference (not parsed).
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- HANTIAIAT Gateway Uad WAN ladayadsnineinuans
BEEe

3) fueAd Edit Gateway
- Interface: WAN 1donilu WAN2
- Gateway: 10.16.64.1

System: Gateways: Edit gateway

& Disable this gateway
Set this option to disable this gateway without removing it from the fist.

: Choose the Internet Pratocol this gateway uses.

R ormicw
Gateway name

E w6641
Gateway IP address

- Monitor IP: 10.16.64.92 (dvunaiavlaRad Interface WAN2)

0.16.64.92 { Altemnative monitor IP
Enter an akemative address here to be used to monitor the fink. This is used for the quality RRD graphs as well
as the load balancer entries, Use this if the gateway does not respond to ICMP echo requests (pings).

- Save

System: Gateways

T, S

tewa

10766492
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N.13.6 A379daudn Uy online 983 Gateways 7 Interface WAVGW ua

OPTGW Taedluit Status | Gateways

Status: Gateways SRR

Last check:
H ‘Wed, 67 Oct 2015 £0:53:53 ~0700

n.14 mssaen IPsec VPN
Fumpunmsimuaa IPsec VPN §ifad
- MImuAAl IPsec VPN
- msasnng firewall @msu Interface WAN and IPsec
- mMuuaAiEl client
n.14.1 MIAMUAAI IPsec VPN
1) €1lUfl Open VPN | IPsec VPN | Tunnels

- Enable IPsec uamadn Save

VPN: IPsec

o et

2) 'lUfl add new phase 1 (&£

h
- Key Exchange version: v1
- Internet Protocol: IPv4

- Interface: WAN

- Description: Mobile Clients
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- Authentication method: Mutuat SK
- Negotiation mode: Aggressive

- My identifier: My IP address

- Encryption altgorithm: AES : 256 bits
- Hash algorithm: SHA1

- DH key group: 2 (1024 bit)

- Lifetime: 3600 seconds kaaman Save

mr— '

3) 1§ lusaAndi Mobite clients

- IKE Extensions: M Enable iPsec Mobile Client Support

- User Authentication: Local Database

- Group Authentication: system

- Virtual Address Pool M Provide a virtual IP address to clients
Network: 13.182.105.0/24
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- Network List M provide a list of accessible networks to

Clients

- DNS Default Domain: |Z[ Provide a default domain name to
clients

Company. Doman

] § 183.182.105.0

Tyt 3

- DNS Servers: M Provide a DNS server list to clients
Server #1: 127.0.0.1
Server #2: 8.8.8.8

127.0.0.1

- Phase2 PFS Group: M Provide the Phase2 PFS group to
clients (Overrides all) Mobile phase2 settings)

- Group: 2 (1024 bit)

- Login Banner: M Provide a login banner to clients

Welcome to Physical Education College udqndin Save

welcome to Fhysiezl Education Coilege
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4) @579 phase 2 Taedluft Tunnels | + -Show 0 Phase -2 entries |

add new phase ()

L e e o, PR

Pro-Shared Keys?

Mobile Chent

E-Showlphase-Zentries A

- Mode: Tunnel IPvd
- Local Network: Type: LAN subnet

- Description: phase 2 for road warriors

riros

- Protocol: ESP
- Encryption algorithms: M Blowfish M 30es M casTi28

- Hash algorithms: M mos M sHat
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- Lifetime: 3600 Seconds wéIAan Save

A
AES (256 bits)

S

AES (auto), Blowfish (auto), 3DES, | MD5, SHAL

: Ef@

5) WilurimuaA1? Pre-Shared Keys | add key ( @3)
- Identifier: john@doe.com

- Secret type: PSK
Pre-Shared Key: john@doe.com u#nfin Save

VPN: IPsec: Edit Pre-Shared Key

r% john@doe.com _
This &n be either an IP address, fully qualified domain name or an e-mail address.

fpsk v |
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- Wanlaw1n15meAn Pre-Shared Keys latayasianiwg1uan
VPN: IPsec: Keys DEREE
e s |

n.14.2 msaseng firewall @Sy Interface WAN and IPsec

1) lU7 Firewall | rule | WAN | add rule (=% ) (1Weayaly IPsec
51U Interface WAN)
Action: Pass

- Interface: WAN

- Protocol: TCP/UDP
- Destination port range: from: IPsec NAT-T (4500)
To: IPsec NAT-T (4500)

Edit Firewall rule ©

zass vy
" Choose what to do with packets that match the criterla specified befow.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) Is

. G not
Use this option to invert the sense of the match.

Type: . .
Address: I 13 v

from: |{1Psec NAT-T (4500) v

to: | IPsec NAT-T (4500) v

- Log: ] Log packets that are handled by this rule

- Description: IPsec VPN in Interface WAN udAfin Save

# lLog packets that are handled by this rule
Hint: the firewall has imited local bog space. Don't turn on logging for everything. If you want to do a kot of logging,
consider using 3 remate syskag server (see the Diagnostics: System logs: Settings page}.

[ IPsec VPN in Interface WAN
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- waraIN1IATINgIWII8adaY e IPsec MU Interface WAN A4

AINATUAT

Firewall: Rules

, R
2) U7 Firewall | rule | IPsec | add rule ( &) (Lﬁaa%'ﬂdﬂglu

Interface IPsecVPN)
- Interface: IPsec
- Protocol: any

- Source: any

- Destination: any

- Description: IPsec VPN wainan Save

Firewall: Rules: Edit

Choose what to do with packets that match the criteria specified below.

Hint: the difference between block and rejact Is that with refact, a packet (TCP RST or ICMP port unreachable for UDP)
is returned to the sender, wheraas with block the packet is dropped silently. In either case, the original packet is
discarded.

&) pisable this rule
Set this option to disable this rule without removing it from the list.

Choose which IP protocol this rule should match.
Hint: in most cases, you should specify P here,

Y not
Use this option to invert the sense of the match.

Use this option to invert the sense of the match.
Type: fany v
Address: | v

&7 1og packets that are handied by this rule
Hint: the firewall has limited local log space. Don't tum on logging for everything. If you want to do a lot of logging,
] consider using a remote syslog server (see the Diagnostics: System logs: Settings page).

IR IPsec vPN
You may enter a description here for your reference.
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- waveInIainginsIeadl Interface IPsec AINTWATUEW
aEa

Firewall: Rules

n.14.3 n1sdane Tusunsu (vpn-client-2.2.2-release) https://www.shrew.net

1) ¥ised vpn-client Taed Ui Add

2) U7 General

- Host Name or IP Address: 183.182.105.144
- Port: 500

- Auto Configuration: ike config putl

- Adapter Mode: Use a virtual adapter and assigned address

- MTU: 1380 M Obtain Automatically

Remote Host
Host Name or IP Address

iae2 7051/

Auto Configuration

Local Host

Adapter Mode
Use:2itual adoptererd pssored




a).

AlUdi Client

- NAT Traversal: force-rfc

- NAT Traversal post: 4500

- Keep-alive packet rate: 15 Secs

- IKE Fragmentation: enable

- Maximum packet size: 540 Bytes
- M Enable ISAKMP Failure Notifications

- M Enable Client Login Banner

,*Firewall Options~
! NATTraversa
| NATTiaveisdl Pt
| Keopalie pakel e’
’ IKE-Iéfégme(;iaiion.

© Maimum packet sizé:

‘ {E] Enable,Dead Peer,Detection
¢ [ Erbl 1SAKMP Pl i

el

() Enable DNS!
Server Address #1

Server Address #2
ServerAddress #3
Server Address HA

DNS Suifix

134




5) @luii Name Resolution | Split DNS
- M Enable Split oNS M Obtain Automatically

e

£

SRR

SRR

6) 1lUi Name Resolution | Split DNS
- ™ Enable wins M obtain Automatically

y e ST Iy~ TS

—

A

&) Enable WINS.
Server Address #1

Server Address #2

SRR

B

ER

SRR,

135
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7) Ui Authentication | Local identity
- Identification Type: key {dentifier
- Key ID String: john@doe.com

KeyID Sting
iohn@doe.con

L R P A

8) lUfi Authentication | Remote identity
- Identification Type: IP Address

- M Use a discovered remote host address

ey

R

v

T

o
R

S

o




9) WlUft Authentication | Remote identity

- Pre Shared Key: john@doe.com

-Mame.Resolution. Authentication |.p Has

R

Server Certificate Avutority File

|

Client Certificate File

J
1

Client Private Key File

l

Pre Shared Kep

10) WlUT phase 1

=

- Exchange Type: aggressive
- DH Exchange: group 2

- Cipher Algorithm: aes

- Cipher Key Length: 256

- Hash Algorithm: 3600

‘Proposal Parameters - -

Exchange Type
DH Exchange
Cipher Algarithm
’ Cipher Key Length
. Hash Algoritin
' KeyLite Time fik
? Key Life Data fmt:

R R AT

¥
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11) WU phase 2
- Transform Algorithm: esp-3des
- Transform Key Length: shal
- PFS Exchange: Group 2
- Compress Algorithm: disabled
- Key Life Time Limit: 3600

. -Proposal Patameters -
Transform Algosithm

Transtorm Key Length N

. HMAC Algorithm «

il | PFS Exchange i

‘|| Compress Algarithm: i

1 KepLife Tine it '
Key Lite Data fimi-

12) Wlud Policy
- Policy Generation Level:  unique

- © Obtain Topology automatically or tunnel all ug1agin Save

. -IPSEC Policy Configuation- -
Policy Generalion Level

| Mairtain Pessistent Secusity Associations
' {7 Obtain Topolday Automalicall oi Tunnel A

Remote Netwoik Resou
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13) (aY8INITFAIAT

183.182.105...

14) n9i3euse IPsec VPN

config loaded for site ‘183.182.105.144'
attached to key daemon ...

peer confiqured :
iskamp proposal configured |
esp proposal configured ).
client configured

local id configured

remote id configured
pte-shaied key configured
biinging up tunnel ..,

Cernect

15) dnndn 1 lisusad S N EanIAIN WA LA

e

VPN Gateway Login Banner -

welcome to Physical Education College

16) 9niisansa ping lunilafivas interface LAN Server 18 fann
ATUE
G:\Users\maisouk>ping 192.168.254.1
Plnglng 192 _168.254.1 with 32 hytes of data:

Reply from 192.168.254.1: bytes=32 time=5ims TTL=64
Reply from 192.168.254.1¢ byte¢-32 time=28ms TTL=64

Ping statistics for 1922.168.254.1:
Packets: Sent = 2. Received = 2. Lest = B (8% loss),
Rppvoxxnate roind trip times in milli-seconds:
Minimum = 28rs. Maximum = S5ims, fuerage = 35ms
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A1SARGS WAz Far1 OpenVPN

Funsumsriuuar OpenvPN i

- finds Packages 199 OpenVPN

- 14 Wizard fiwiuasn OpenVPN

- M3ase User

- mMsmuuAAT OpenVPN Client Export

n.15.1 msfnns Packages U839 OpenVPN Client Export
1) man System | Packages

) 1lU7 Available Packages | LdnEnT Add &

! curi . RELEASE Allows a pre-configtired-OpenVPN Windows Client or Mac.0S X's Vseosty
: l S . 1.3.0 - configuration bundle tu be etported du'ecﬂy from pfSense.»
| platform: 2.2 - <
: :22.9% ' No package info; checkthe fum

aanlufl Confie

System: Package Manager: Install Package

penVPN Client Export Utility installation completed.

Beginning package installation for OpenVPN Client Export Utility .

Downloading package configuration file... done.

Saving updated package information... done.

Downloading OpenVPN Client Export Utility and its dependencies...

Checking for package installation...

Downloading https://files.pfsense.org/packages/10/All/zip-3.0_1-amd64.pbi ... (extracting)

. Downloadlng https://files.pfsense.org/packages/ 10/All/p7zip-9.20.1_2-amd64.pbi ..

oading package configuration... done.
JAdditional files... done.
Leading package instructions...
=+ Custom commands...
Exchtmg custom_php_install_command()...done.
lntegrated Tab items... done.
1Writing configuration... done.

ilnstallanon completed. Please check to make sure that the package is configured from the
respective menu then start the package.
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n.15.2 1% Wizard dwiunisnmuaal OpenVPN
1) pandAlUT VPN | OpenVPN | Wizard

2) @dnidan Local User Access waaaan Next

- Descriptive name: SouthCATProduct
- Key Length: 2048 bit

- Lifetime: 3650

- Country Code : laos

- State or Province: khaikhang

- City: venting

- Organization: My company

- E-mail: kuvkhubkoj2014@gmail.com udiadn Add new CA

Lifetime [n days. This is commonly set to 3650 (Approximately 16 years)

2 66
Two—_letter IS0 counlry code (e.g. US, AU, CA)

- Descriptive name: Sever @1 na Create New Certificate

- Key Length: 2048 bit
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- Lifetime: 3650

- Country Code : laos

- State or Province: khaikhang
- (City: venting

- Organization: My company

- E-mail: kuvkhubkoj2014@gmail.com ud1ran Add new CA

e 3650

fetime in days: This is commonly set to 3650 {(Approximately 10 yea{s.)

66 .
Two-letter 1SO country code (e.g. US, AU, CA)

Songkhia
Full State’of Province name, not abbreviated (e.g. Kentucky lndlana Ontano)

F‘% Hatyai

ty.or other Locality name (e.g. Louisville, Indianapolis, Tomnto)

& CAT Telecom
Orgamzation name, often the Company or Group name.

F‘%mscymZOlS@gmanl.com

- Tunnel Network: 1192.168.252.0/24

- Local network: 192.168.254.0/24 ua7 Aanm next

Ry192. 168.2520/24 |
This is the virtual network used for private communications between thls server and dlen
notation (eg. 10.0.8.0/24). The first network address will be assigried to the server vi
network addresses can optionally be assigned to connecting dients. (see Address Pool)

& Force all dient generated traffic through the tunnel.

N 192.168.254.0/24 : . ‘
This is the network that will be accessible from the remote endpoint, expressed as-a CIDR’ range. Y' L rmy Ieave this:
blank.if you dont want to add a route to the loczl network thmugh this tunnel on lhe remote machine.

set to your LAN network. .

- Firewall rule: M Add a rule to permit connections to this Open
VPN Server process from clients anywhere on the Internet

- Open VPN rule: M Add a rule to all traffic connected clients
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to pass inside the VPN tunnel. udaaiin Next uaz aan Finish

* -
x

Traffic from clients to server . Lo .

—t

_Next |

n.15.3 A19a319 User 984 Client

1) AdnulUR System | User Manager | ﬂﬁﬂLﬁuQ‘L‘ﬂwﬂﬁ.
- Username: maisoukPVN
- Username: maisoukPVN
- Full name: yangchiamoua

- Save.

System: User Manager

S,

2) VI’.lfl'l’liL‘L‘f;l‘lV‘le. User ﬁi‘l‘f.lo.gin ‘OlpenVl)DiN
- Method: Create an internal certificate
- Descriptive name: UserOpenVPN

- Certificate authority: CA

- Key length: 2048 bit

- Digest Algorithm: SHA256

- Certificate Type: User Certificate

- Lifetime: 3650 days

- Country Code : TH

- State or Province: khangkhai

- City: khangkhai

- Organization: My computer
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- Email Address: kuvkhubkoj2014@gmail.com

- Common Name: UserOpenVPN u&Agdn Save

System: Certificate Manager )

- uanlennsRaAn

£ UserOpenVPN ! UseropenvPN

B8

St

- uaglidnlunsingi certificate Ie@an1sase User TAGIU?

System | Certificate Manager | certificate
System: Certificate Manager

emailaddress=admin@pfSense.localdomain, ST=State,
O=pfSense webConfiqurator Self-Signed Cestificate, L=Locality,
(56821022394ed) CN=pfSense-568a1022394ed, C=US

Vabd Frome Mon, §< Jan 2015 06:74:34 =00

Valid Untk: Sab 26 Jun 2021 06:24:34 +0002

Ssver Cerdfate

CA: No, Senver: Yes

Q  serer emailAddress=kuvkhubkoj2014@gmail.com, ST=khangkhai,
O=My computer, L=khangkhai, (N=sesver, C=TH

Server Certicte vald From. The, 17 Feb 2016 $7:21:20 +0000

CA: No, Server: Yes Vaid unte Sun. 0S Feb 2026 17:23:20 +0000

& useropenvPH emailaddress=kuvkhubkoj2014@gmail.com, ST=khangkhai,
0=My computer, L=khangkhat, CN=UserOpenVPN, C=TH

User Catificts Yald From Wed, 14 Fed 2016 03:42:11 +0020

CA: No, Senver: No Vaid Unte: S 23 Fed 2026 03:47:11 +0000
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3) asamluaniid Config was TUsuNSY OpenVPN Wlu7i

- mseenalusunsy OpenVPN Client dnluiades computer

- hlUR VPN | OpenVPN | Client Export

¢ - Standard Configurations:

! Archive Config Only

{ - Inkne Configurations:
Android OpenVPN Conneat (i0S/Android) Cthers

- Windows Instaters (2.3.8-1x01):

i x86-xp x64-xp xB6-winb x64vind

i - Viscosty (Mac 0S X and Windows):

¢ Viscosty Bunde Vscosty Inine Config

- @Al Archive tWaamillvanlwd Config Tulan

My computer | Local Disk | Program File | OpenVPN | Config

45Y Favorites Name Date medified Type Size
M Desktop Sensesirdp-1194-UserOpenVPN.oven. (.. A !
:5 Dcwnloads plSense-udp-1194-UserOpenVPN.pl2 2. 6347 AM  Personal Informati... K8

% Recent Places i¥: pfSense-udp-1184-UserOpenVPN-ths.key 272472016 347 AM KEY File 1KB

~ aulwd Config Winvadlusunsy OpenVPN faudrina Fite Confie 7

amulvaniwauilulld

4) msideusa OpenVPN Client
- 14 Username: maivPN

- 14 Password: maiVPN waspan OK

Current Ste: Connecting

[Sun Feb 28 13:13:13 2016 OpenVPN 2.3.8x86_64-w64-mingw 2 [SSL (()pcnSSL)i [LZ0} l'PlCSH][IPvS}b\i
Feb 28 13:13:13 2016 bbrary versions: OpenS5SL 1.6.1p 8.4 2015, LZO

1 OpenVBN - User Authentication




- AsPuRRdISR

Sun Feb 28 13:13:13 2016 OpenVPN 2.3.8 x86_64-wb64-mingw32 [SSL \OpenSSL)} [LZ0} [PKCS‘I‘I][vaG]b\ﬁi
Sun Feb 28 13:13:13 2016 kbrary versions: CpenSSL 1.0.1p 9 Jul 2015, LZ .
28 13:15:38 2016 Control Channe! Authentication: using pfSenseﬂdp—ﬂS"rmaVPN-ﬂskey asa Oper,

28 13:15:30 2016 UDPv4 fink local bound): fundef]

28 13:15:30 2016 UDPvd Ink remote: [AF_INET]183.182.105.144:1134 _
28 13:15:30 2016 WARNING: this cordiguration may cache passwords in memory — use the auth-noca’
28 13:15:31 2016 [Server] Peer Connection Intiated with [r\F INET]183.182.105.144:1134

28 13:15:33 2016 do_#config, tt->ipv6=0. ft->did_fcorfig_ipv6_setup=0

28 13:15:33 2016 open_tun, #t->pv6=0
28 13:15:33 2016 TAP-WIN32 device [Local Area Connection 2] opened: \\.\Global\{0D2E4275-3BF:
28 13:15:33 2016 Notified TAP-Windows driver to set a DHCP 1P/netmask of 192.168.252.6/255.255:
28 13:15:33 2016 Successhd ARP Flush on interface [14] {0D2E4275-3BFB-44FB-B6A4-E842660B08!
28 13:15:38 2016 Intiabzation Sequence Completed .

geegregreey
FEEETEETTEE

% %0 4 196PM
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5) NUULSEINISYIIN1U ping LU laRues interface LAN Server 1@

ﬁamwﬁwua’w

oft o [ B )
t.npyvlght o> 28!39 Hmvof‘oft Corpovatwn. A1l pighits Pesdrvéd.

TTL=64
s TTL=54

=@ (B« loss>,
ound tx-:m t imes.
= 19ms, Maxinum = ?1n... Ruerage = 28ns

-

C:\Usersinaisoukdping 192.168.254.28

Pinging £92.168.254,28 with 32 hites of dadac
A4 28 20ns TT
=2%n3 1T

Ping statist

Packet
Bpproxi e roond trxp

Hininun = 28ns. Hauxnun = 29ns, fAverage = 2dhs
a.gnn'ol-f‘
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