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57810179: MAIJOR: EDUCATION RESEARCH, MEASUREMENT AND STATISTICS; Ph.D.
(EDUCATION RESEARCH, MEASUREMENT AND STATISTICS)
KEYWORDS: DIGITAL INTELLIGENCE/ ANALYSIS OF CHANGE
THIPPAWAN ATTHAHARN: DIGITAL INTELLIGENCE FOR HIGH SCHOOL STUDENTS:
CONCEPTUALIZATION, MEASUREMENT AND ANALYSIS OF CHANGE. ADVISORY COMMITTEE:
SAKESAN TONGKHAMBANCHONG, D.S., WARAKORN SUPWIRAPAKORN, D.S. 451 P. 2020.

The purposes of this study were 1) to create and develop a digital intelligence measurement
framework, 2) to test the cross validity of the measurement model on digital intelligence of high school student
and 3) to analyze the analysis of digital intelligence change among high school student in overall and in the
aspect of grade and gender. Data collection was divided into two phases; first phase collection qualitative data
by using structured interviews with 10 experts to synthesize the definition and indicators of the digital
intelligence among high school students, the second phase was the quantitative data collection by using the
questionnaires with high school students group in Chanthaburi province, consisting of 1,965 people who
obtained by using multi-stage random sampling. The data analysis used in this research were done by content
analysis, exploratory and confirmation factor analysis, and multivariate analysis of variance

The results of the study were as follows.

1. The conceptual framework of digital intelligence consisted of 7 main dimensions and
17 sub-dimensions.

2. The hypothesized model created from literature reviews inconsistent with the empirical data,
while the alternative model was highly consistent with empirical data and when considering the causal network
between the dimensions, it was found that the knowledge dimension had a direct effect on the behavioral and
communication dimensions.

3. The dimension of knowledge in digital intelligence for student increases with grade level. While
the behavioral component tended to decrease when studying at higher grade level. It was found that female
students had digital intelligence level higher than the male students in the privacy right, copy rights, digital
security management, digital health and wellness, online collaboration, behavior of digital footprint, online
empathy, the cognitive & behavior of privacy management and cognitive of cyber bullying management.
While the dimensions of community participant, screen time management, cognitive of digital footprint, online
reputation, behavior of cyber bullying management and cognitive & behavior of information and media literacy

were found no difference.
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3. JUHUVMIADY (Response format) YBUATOIND IR
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ATZUIUMTAIN/ WAUUATOIUD IR
MIATVAOUTIUIUNAVINITTUUBFIU
MIATINADUAMNINYDUATOINDIA
[ 4
M3A3ITOUANUNIATUFUHON (Content validity)
MIATINABUANMINBIATUT A3 (Constructed validity)
AIATIVADUANNFDIU (Reliability)
d' Aa v d' d' Y
ADUN 5 NUINNLIVDI
J
M3NIZI NI laues (Cyber bullying)
MIFINIMUNIeAIE (Digital literacy)
MIFINMTUT0ATNA (Media literacy)
Y [y} 9 Aan o . .
N13INMNUUDYAN1AINA (Information literacy)
a a Jd < .. . .
AR BATIEHBE1 T UTZUY (Critical thinking)
M3ATENINDINSU3 1A (Consumer awareness)
v @ 4 aa o
AANHUNIAING (Digital identity)
M3AAADADA1TNINAINA (Digital communication)
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msvamsna1lulanadnia (Digital screen time)

504508AINA (Digital footprint)
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intelligence of Thailand)
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Econmy Profies

.

Thailand 32nd..»
. . WORLD

The Global Competitiveness Index 2017-2018 edition “FoRin

Key indic a!ors, 2016 ‘Souroe: Intemational Monetary Fund: Warld Economic Outloak Database (April 2017)

Population milions 69.0 GDP per capita Uss 58994

GDP Us$ bilians 4069 GDP (PPP) % world GOP 0.97

Performance overview

Index Component Rank/137 Score(1-7) Trend Distance from best  Edition 2m213 201314 201415 201516 201617 201718
Global Competitiveness Index 32 47 —— wmmm | Rark 38r14a 37/1a8 31r1aa 32710 34/138 32137
Most problematic factors for doing business  suxe Forum, Executhe Op yoor?
Government inslability/coups 136
Inefficient govemment bureaucracy 121
Palicy instability 120
Insufficient capacity to innovate 105
Carruption 101
Inadequately educated workforce 97
Tax regulations 54
Inadequate supply of infrastructure 54
Access fo financing 48
Paor work ethic in national labar force 41
Tax rates 38
Restrictive labor regulations 34
Inflation 21
Foreign currency regulations 21
Crime and theft 07

Faor public health 04

0 ) i 12 Ts

Nete: From the list of factars, respondents to the Warld Econame Forum's Executive Opinion Survay were asked 1o seleet the five most problematic factors for doing bus!
and to rank 1 (most ic) and 5. The nds 1o the responses weighted according to thelr rankings.

AN 2 -2 ayfimsuaiuniamsmszavlan 143 a.a. 2017 - 2018 (Klaus, 2017, p. 286)
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Ble berg 2018 1 Index
2018 20177 YoY Total R&D Manufacturing High-tech Tertiary Researcher Patent
rank rank change Economy score intensity value-added Productivity density efficiency concentration activity
[ 1 1 0 SKorea 89.28 2 2 21 4 3 4 1
2 2 0 Sweden e84.70 4 11 5 7 18 5 -]
3 6 +3 Singapore 83.05 15 5] 12 21 1 7 12
a 3 1 Germany 8263 9 4 17 3 28 19 7
5 4 Switzerland 82.34 7 7 8 ] 11 17 17
L] T Japan a81.91 3 8 24 8 34 10 3
7 5 2 Findand 8146 8 18 10 13 19 (] 4
8 B 0 Denmark 8128 & 15 11 15 28 2 10
2 11 +2 France 80.75 12 35 14 2 10 21 =]
10 10 0 lsrael 8064 1 27 9 5 a1 1 19
[ 118 -2 Us 80.42 10 23 ] 1 42 20 2
12 12 0  Austiia 7912 5 8 15 26 12 12 5
13 16 +3 Ireland T7.87 22 1 1 18 20 14 33
14 13 Belgium 7742 11 22 13 10 a7 13 21
15 14 1 Norway 76.76 19 37 19 11 23 8 14
6 15 - Netherlands 75.08 17 26 20 [ 47 15 18
17 17 (1] UK 7454 20 40 23 14 8 18 15
18 18 0 Austrakia 7435 14 46 16 17 17 3 20
I 19 21 +2 China 73.36 16 19 40 12 4 42 &
20 24 +4 Haly 66.88 25 20 22 20 32 36 23
21 22 +1 Poland 68.74 35 13 a7 16 14 34 24
22 20 > Canada 6798 21 az 26 za 45 16 22
23 19 -4 NewZealand 67.40 31 36 18 25 43 22 1
24 25 +1 leeland 87.11 13 28 2 - 27 9 26
26 26 +1 Russia 66.61 32 33 44 22 5 28 16
26 23 -3 Malaysia 6479 26 17 36 24 36 33 a4
27 27 © Hungary 8437 24 10 42 18 48 32 35
28 28 ©0 CzechRep. 6347 18 3 25 - 33 24 28
20 29 0  Spain 63.06 29 25 27 36 -} 31 31
30 31 +1  Portugal 61.38 28 31 32 42 7 23 a7
31 30 -1 Greece 61.37 36 45 34 28 15 26 39
32 34 +2 Luxembourg 60.65 27 38 3 - 50 1 13
33 37 +4 Turkey 60.26 34 21 30 34 13 43 30
34 a3z > Lithuania  59.04 33 14 a3 - 9 29 43
35 38 +3 Romania 58.94 48 12 a1 27 24 47 38
38 33 3 Estonia 58.76 23 24 29 - 22 27 42
37 35 -2 HongKong 57.06 41 50 4 29 31 25 20
38 36 -2 Slovakia 56.88 30 8 as - 39 30 45
38 40 +1  Malia 54.27 40 43 7 37 29 a8 47
40 39 1 Latvia 53.65 45 39 28 40 30 £ 32
41 NR - Bulgaria 51.54 37 34 LAl 39 38 37 48
az a1 1 Croatia 51.24 39 30 39 a4 35 41 a1
43 45 +2 Tunisia 49.83 44 41 46 41 16 40 44
44 43 - Serbia 48.93 33 29 47 43 44 35 a6
a5 a4 -1 Thaland 47.83 45 18 45 31 25 48 -
TE = T URTEne ITIE AT 3= 50 37 T I5 7
47 47 0 Cyprus 4701 49 49 38 30 40 45 40
48 - S.Africa 4898 42 47 43 35 49 50 25
49 - Iran 48,00 50 42 49 38 2 49 38
50 50 O Morocco 44.84 43 44 a8 as 46 44 a9
MNotes: 1. R&D intensity: Research and dcvuupmonl expenditure, as GDPz Manurar.-nmng vslue added MVA, as 9
GDP and per capita (SPPP) 3. Productivity: GDP and GNI @ 15+ and 3Y improvement 4. Hugh -toch
density: Number of dumnsnmny domiciled high- tech publi Py nrosp1co and defonse, L»Dmchnulagy
hardware, software, semiconductors, Intermet software and s- renewable energy companies - as % domestic
publicly listed companies and as a share of world's total publ ompanies 5, Tertiary ethcioncy: Total

AN 2 -4 ayHisAsuAUMIa31auIANs 31 Y 2018 (Jamrisko and Lu, 2018, p. 1)
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(Sullivan & Stalla-Bourdillon, 2015)

J a v aa v . . . =
asnszneaui 2: msvamsnalulaniviia (Digital time management) 1118043

A yqu @ = A o ¢
mmﬁm15a1umamu@mum LW’E)HIﬂ‘IN”IHQ‘]JﬂSﬂlmﬂIHIaEJ uazﬁaﬁmmau‘lau

(Social media) waziaunueou lail (Online game) (Thumbsupteam, 2016) ANUAINITH
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Tumsinlgaunianurnainratsuuniinge lunaraenu ldeg1atilseansnin (Park,
(% d a ] a a
2016 b) 52DIMssnEIANgaves laneou laviuaz Tananuwese luldinamsandania
J a 1 a 1Y 1 a
eeu”laumﬂmullﬂ wna“lﬁ’mﬂwaﬂizmmﬂammammmq (Extreme seo internet solutions,
2016)
Jd d' v A v d .
panlszneud 3: mISulenumMIszIIUMIlaves (Cyber bullying management)
=< Y o SN Y 1
e aAnuansalumsasianuuazilesnumsagnszaumalywves ldedsnynaia
(Park, 2016 b)
d H v U Y
aandszneui 4: msvamsanudasanalulan@ana (Cyber security

¥ ) ¥ o .
management) ’ViiJ'lEJﬁ\? 5‘3]’3'11@l ﬂ')'liJl,"]J'lGlfﬂ LLﬁ$ﬂ’J'lﬂJ’(?f'liJ'l§ﬂEL‘LIﬂ'liV’Iﬁﬂﬂﬁﬂﬂlﬁﬂﬁﬁu'ﬂﬁulﬂﬁ

= A A

Yo o an o 1 o a £ o
Vlﬂﬁ'ﬂﬂﬂﬁ]ﬂﬂ'llliuiﬁﬂ@ﬁ]‘]/lﬁ’ﬂ%’ﬁ]hlh L!,ﬁ$ﬂ’3'lll’ﬁ1lﬂﬁﬂGluﬂ1§5ﬂh@ﬂﬂﬂﬂﬂﬂﬂ1hﬂlﬂ@ﬁuﬂﬂ

L)

Y an 2 9 @ (Y 9 9
Glulﬂﬁulﬂﬁlﬂ'lﬁgﬂ?ﬁ 5’33Jﬂ\‘Iﬂﬂ]'lll?ﬂiﬂﬁﬂGL‘L!ﬂ'liﬂﬂﬂﬂuﬂﬂ1ﬂﬂaﬁ]ﬂﬂﬂﬂ]@ﬁﬂl@yjaiﬂﬂﬂ15ﬁ51\1

5ﬁ’ﬁ|>huﬁwf5ummm”lﬁ’mﬂ (Park, 2016 a)
Jd d' (v I U Y aa v .
aandszneud 5: msvamsanuiuarudlulanidna (Privacy management)
o I J @ . g
N11e99 ANt le azanueusoileatuanulluaiudy (Privacy) 19U9AUIB A VDY
gld' = a [ 9 1 A ' 9 Aaa o
Hou 3w Nuansa lumsusissanisveyadiuyananimsuiiuteyalulandaia
( Park, 2016 b)
¢ H ¢
a9nlsznouf 6: mIAatnsIzrieenuiluszuy (Critical thinking) 118D
a d o ~ Aaa o a 1
ANwamsa lumsinsizd Swun wenuezdeyannululandsria Tasnsnarsana
9 Y a A I3 d A a = oA A Y ~
Poyauuiuasarisema NiszTexivsema Iny tazianuiuredeuntogiiedla
(Park, 2016 b)
d d' \ aa v . . . =
09nlsznoun 7: 509508ANa (Digital footprint) HUEDI ANUAINITD
9 a 1 ana o 9 ~ a dy Aaa a
Tumsnlasssumavessessesasna uazilananssnunansanavuld luaines
1 Aan o d‘ o a [ aa ana o 1 9 a [ 1 49@‘
91N509508ANA ND1WUTTIamITIaluTanadna lulvinanansznuaInanuu
(Park, 2016 b)
d 1 LY}
aenszneui 8: anuvinemwiulamaAdna (Digital empathy) 1111899
Y o P 9 YA 9 v a
ANVANIDAUDITNA LazANNaNToMUMI lagou TagmsaziounusUAArDL
1 @ 4 4 [ 4
aodanu teolmsinlsaedannoon'lal (Chen, 2018; Park, 2016 b)
d d' Y X Y aa v . . =
aandsznauh 9: mInoanaz]l¥aumafdna (Digital access) HU18DI N1TNTEY

[ aa o

o Y Y =X Y G4 .. <
ﬂﬂlu'ﬁlsllﬂ\iiﬁvh’inﬂﬂuﬁ1u1jﬂlsll']ﬂ\ulagcl,‘]NAIUQﬂﬂimﬂ'Nﬂﬁnﬂa (Digital access) L@]llgﬂulll]

LX)

v 1

uazlilszaninmgegasgnaminenu 3a ldnlunumddyaiugiuanuaueninuesdns
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aa o o w J I aa o A .

N19AINA (Digital right) Tumaasoufasaudnganuilunaiiosddnana (Ribble, 2017 b)

v 9 9 1 X a a2 A .. = = a A
T uugdue o@ wwer LagdH (Tonewdigital, 2017 b) UenHoINANNNLsEANT AN

' o o a Y o R =R [ o 9 a
yosdrunanlumsnsznednn lldiginmands arsdidsdaledeaiudas aumstu
[ v Y

(Ribble, Bailey, & Ross, 2004) t1aziladodImusumuATHENg §9AY uazunainogoronoe
' ~ Y R A o v o qYa ' 9 = Y} o
apMsiou] Faunumdiagi iinannuuanavedyanalumsinas Isauginsal
N19AINA (Earnie, 2013)

aa v

Jd d' v . . = dy a 9
aanlsznouf 10: MIMNIAING (Digital commerce) HUIGDI NTHO-V1Y AUA
1 a d KR ya Y Aa a A A
nnlszianedndaszuulansonlan JuiluTemalidudrinafasssursoRangrue
9 Y 1 ' 2 9 Aa 9 =2 A
LN NUAININTAaIa laed 1991 15U A1 Tnaadoyaidanguue [ATeaWNoUINNT
o 1 o 4 I [ 2’, a a
mswiu uazy Tuedoyadiudivesdou iudu (Ribble, 2017 b) aaiu Jus Inadu
=2 S 9 9 dy a 9 1 a A
1mstind anudnla uazanuamnsalumsse-vedumediaminzay hidadasssy
1A g Y [ a A a dﬂg o =K [
uaz lirangrue uennniinisilesnuanudesionunaiu Tagaszindeanuilaoant
o 1Ay a 9 9 ¥ ydy 9 a Y
TumssisemauazyIng (Secure payment) M31nilostoyansvesdsorazuieaum
1Y { { A o
(Earnie, 2013; Ribble, 2009, 2017 b) 57 11/aanmstlesruanudssninannnsnidg Inaa
9 Aa A a A 1 [ @ 9 aa a 9
AoyaNAANY NI W3 oARRATITY D1dIHANTENUAEAIA I luTInsela uazads
] [ o 9 d' [P= U] Y 9 1 o J
seaszlImsa i lvaadoyah lulim149e (W) orvgna Tuedeyadiudrnnuinuenines
(Hacker) (Tonewdigital, 2017 b)
Jd d' a 1 d‘ aa v . . . . =
aandsznoun 11: msAanedea1smenda (Digital communication) HU1899
9 9 v a A as ~ Aa 1A
anug anudnla azmsdaaulaudendisuaznaiminzanlunmsfadedoais
anwawnsolumsuanadeuSeuinugou (Park, 2016 a; Ribble, 2009) HAZAITATZHIND
' AaAa o A a YA o 9 YA Y
394508N1ANA AITAINANTVOIROU IUMT1NT0Ya VD IHE U 15911 (Extreme seo
9
internet solutions, 2016) UeNIINLAITATZIINIIANNY aeARY UM TIADT DYV IAUIBN
(Earnic, 2013) Tiaas1dounsudeyadiudamnninull Tesmmzdoyannerdesiuszuy
a F @ ] adg a s Y ..
M3Ruveed1Fu 019gna Tuesiariundiannsoind 14 (Tonewdigital, 2017 b)
Jd d' Y 1w aa v . . . =
29Al3znauN 12: M3FIMMUMeAINa (Digital literacy) 118D AN N0
4 an o a 1
Tumsldlse Teaninnma TuTadavna (Ribble, 2009) ANuasalumsdszlunain
ie'l5n231% nazalsldednals (Bamie, 2013) anwesalumsliinyznszuiumsaa
a S 1 s & a
Tasizviedailuszuvuulanesulall awansduau (Find) 1Usziliuma (Evaluate) 3149

sz Towl (Utilize) Myaanavoya (Share) TINDIRNBLANUAATT19A55A (Park, 2016 a)

4
anuemniolumadnldauhildnadaymnsaisaziiaduans (Maha, 2016) 32009
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anwawnsolumadlamansgnunezduasiennmsgnasalsvesauntanniilulan
4
@au"lauﬁ' 18 (Extreme seo internet solutions, 2016)

Y 1w an o ] I 4 v A Y KX 9
MsmumeaIia aunsoutsesniu 4 esdlszneunan Ae mandadoya
(Access) vz lumsldam (Use) anunlalumsitnl$am (Understand) tagms1dau
[ 9 4 =} o ~ I a Y 1w aa o
981983 19e33A (Create) 51002188AU5INQAIN NN 2 - 6 Tuanuilussimsimiunisasia
I o 1 1w o
(Digital literacy) 1usinyziindan Usznoudlenis3imniu (Literacy) nangsinyzid
o 1 T W 4 [ o 1w
arenu laun msdimmiudedianoou lail (Media literacy) M3 3mivimaTuTad
(Technology literacy) M55 LY0YAE TN ( Information literacy) PIT3ININUTS
{ ] Y Aa 1 4 an o
NuoAUNY (Visual literacy) mifg'mmummﬂmaﬁ@mimmwa (Communication literacy) 48

19 :i: wnudanylan (Social literacies) (Media Smarts, n.d.)

ICT INNOVATION CONSTRUCTIVE CRITICAL/CREATIVE
(N ICT / WITH ICT) SOCIAL ACTION THINKING

DIGITAL LITERACY

CULTURAL
RIGHTS & EMPOWERMENT
RESPONSIBILITIES CITIZENSHIP
SOCIAL AWARENESS
& IDENTITY

RESEARCH/
INFORMATION FLUENCY
POOLING KNOWLEDGE DISTRIBUTED
JUBGEMENT COGNITION

PROBLEM-SOLVING I APPROPRIATION

REFLECTION CREATIVITY

SYNTHESIZING
SAFETY & SECURITY

NETWORKING
SIMULATION

t DECISION-MAKING

MULTI-TASKING

NAVIGATION SKILLS

USE INPUT/QUTPUT SKILLS

ACCESSING SKILLS
i TOOLS & TEXT SKILLS
OPPORTUNITY ﬁS.FmEEE COMPETENCE

{ J 1w aa o
MNN2-6 'eNmJizﬂ'emmaimmummwa (Media Smarts, n.d.)

Jd d' aa v . . . =3
a3nlszneuf 13: MNIENNNIAING (Digital etiquette) HIUWDI NTLUAA
9 Y a Y A o Aaa o
ANUIAITNGOU AdeMsLEasepnnINgAnssuMelangusindimualuTanavia
] 4 I % a
(Ribble et al., 2004; Ribble, 2009) 5auDImMInetemsIeiaofou luguzitluniialuaundn

4 a {
vuTaneoulai Mensuaasesnnanganssuigndeuaziiunzay (Tonewdigital, 2017 b)
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g}/ o 1 dy a da! Y [ o Aaa o A 9 da! ]
VNATIMIMMUaas U znavunseunumsiuna TuTagaananairayulny
9
1119911 (Ribble et al., 2004) TagordsranMINUgIUMTUAAIDONNNNYANTTH I WTIUIN
a { ] X q 1 o 4
Itamnsonganganssui ldmanzanls Fabilsuaiisimsmmuanguusiviouloue
1 & Y v A 1 o A g A aa o ~
sailumsaoulinnaunaasnuiuaareusmnulugiuziiiluwaiiodina Jomnny
Tutagiiu fle u15e1MMIeAIA (Digital etiquette) 1iTiglanandannou Seihldoasala
1 9 X
iedeanaaansomlulanana (Ribble, 2017 b) uennniidawullaymidldauaududiig
9y < o Y I ' = Aa U ] 9 a = 2 o Aa
Foyarie wouudsandwniudiuniisvesaunsnlunquie ldiannudeneyunuasn
U I ana o o d
molungu (Tonewdigital, 2017 b) Msdowanuazioyuludunssmmeasiasuiludes
a3 . @ a ua a {
Tiwnuazionyn1dizoudineanuisms vseuuinlfiiangdnssungndesazunzay
' ° ¢ = v g ~ ¥ YA
wnnMMImvuanginus sasdiemsaeuliianiaziesuiinnui lumamsngou uaz
Aa o v J1 o YA 9 v A A 9 Y 4 .
mslfduiussunugoudrennuirasen Worih ldauunTaneonlai (Eamie, 2013)
d d' aa o . . = a Y
panilsznouil 14 : ngrINaMaAdiia (Digital law) Hu1eda M3dszngAaugnAo
an o 4 o 4
uazmunzauneldngrinenieaana e 1dginsainazdoma Tulad (Ribble, 2009)
Aan o g’/ v A [ Y o [y} ] 1 d' LY d'
nranengasiaty Andinsdsudyud lvldiumiveddeiiowniugnumslasundlag
AA A ag ] <3 . o A a A A A
youna TuTadinaIueg 19599157 (Earnie, 2013) minszihla q Naziliannuiinesssuing
y 3 3 o A A
danaldinadoins Tesnssunaz/mioowanssuiuld Beduiluegraandldaululan
an o Y =] A a 2 Y 1 1 I v v 4 YA
AvaRonsTIindIwansznuNemaTuNIAea T WazaoA Nl usaanyalve o U
= 1 o d' 1 Y a aa o ] 9 ]
s liasnsziimsle q AneliimadymuuTanadia wu msvTuedoyaveantioean
A a a £ o 4 a o ad o
msyaziladuansimas msnaaonkanugou Taeil lasueynna myadisuhatedoya
@ U o da 4 J
m3yas hiansemsasauduy Tuedoyansou Tuenindauvesdounsoou lal iHudu
9
woAnTTUatil Do lanilianuAafasITULAZAADI (Ribble, 2017 b; Tonewdigital, 2017 b)

d Y a A v A
asniszneu 15: ansuazanuiviavevlulanfaiia (Digital rights &

responsibilities) H118D4 MIUAAIDONNNNYANTTUNGINUANTHAZIAT NNV 1F11

Y
g X

nnau Hansuuiugu dsznouaie ansdiuyaaa (Privacy rights) ansanuiaoasis

EX]

(Security rights) @15 TumsdlFaumagnssiusmdoya (Access and inclusion rights)
i mlumsuaasenn (Freedom of expression) (Council of Europe, 2018) MIUAAIODNTND
v 9

=3 ' ana o

dy 1 9 1 9 = IS o A
muwumummu”ln”l@‘wmammm Eﬁmmmqmﬂiuiaﬂmmanﬂﬂu ﬁ]giJI@ﬂWﬁﬂig‘Vl'lWﬂ

9

Y 3 A 12 ya lez tﬂy 9 = v A
ulﬂ’f)fl’l\‘]mﬂﬂIﬂﬂuluuﬂ15ﬁ\1}wblﬁlﬂ i ﬂ']ﬁi‘lfﬁ'ﬂ‘ﬁﬂlﬂW‘HﬂWu@]ﬂﬂ@]ﬁg‘ﬁuﬂﬂ\‘]ﬂj'lyﬁﬂw{f’]cﬁﬂﬂ
9

NIADALIOAZHOUTINAY (Earnie, 2013; Ribble, 2017 b; Tonewdigital, 2017 b) Tagnsiieaa
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v A 1 A A < < . Y 9y
ANNSUAAYOUABANNNVIoFTTULATANNITIUENTU 1Y (Ethics and empathy) A28m15 1%
Y o A I a Y A A YA = A oA 1 (= @ ' A
doamngmw Huiias uaz liinesadou sawdemslfiaauaennaumuisunu Tugniiu
Hou (Tonewdigital, 2017 b) SIDIMITUARreUADANNLADATBIAZ SUARYOUAD
1 4 r'd
anneinaeuad 9 o ldnuunTaneeulaiiale (Council of Europe, 2018)
Jd 1 aa v
aenisznaudl 16: gumwmanazgunzmalalulanidna (Digital health &
wellness) M09 Msaszmiindetlyraz TomaiervdawasogunImniamenazialy
4 o aa o g’/ Y a {
o lduginsaima Tuladdina (Ribble, 2009) Natimsnnsandymaz Tonan
1 g‘; o 4 a % [
PNAIHANTZNUUY A0901A09AT2NOVUDUIAARA (Attitudes) TN (skills) AMAT (Value)

t%

uazmmi (Knowledge) VINNTUNTINAY (Council of Europe, 2018) 938ITMEUDNN TN
o o a 1 [} 4
nugUnsaimaluTad Iaeasdl Temanadymgunimmnisumeld wu a1 - guihweginsal
S A ya 4 9 = 1 = a 1 A [
maTulad, Jo - ldnun uazy —1dMadesgaunun soudeyadnuaz e himunz e
4 A @
Tumsl¥ginsaimaTuladdao (Eamie, 2013; Ribble, 2017 b) uenainilnetonuilaym
1 a 3 o 1 I 4 4
Norvnavunuanzmaladie laun msanilumgeniseonlayl (Online addiction) uaz 1%
4 = a a
gunsaima TuTadunmnu 11l erman1izinion FA318 (Council of Europe, 2018;
Ribble, 2017 b)
Jd ! (Y] aa v
aandsznevd 17: anudasasauazmsdnilesneslulanfdiia (Digital security
. =2 @ @ 9 YA an o
& self - protection) 11899 M3Tn¥IANUIaRARBVBITOYanDIazHDU U TanATYa
[ Y
(Ribble, 2009) 573 11/5emsileeriusunsienenuesionaiuNBNTNAMBUDN MTSAE
o v ? v ¢ Yo YA o ax
anulasansvestoyanueiu §l¥auunlanseulad aasldsuanudineannisms
Y v W Y o Y o o v ) X A o
Yosrudoyavosauos laun msilesnulsa msnsesdoya msmudoyavununaiua’
(Off-site storage) MIA319THARIUATUGOU (Robust passwords) M3ATINTBUANULABANY
1 o a g‘; o o
YOINAITOYA (Site security) MTA1509903a (Backups of data) ttazmsanndglniaidises
I

I iludu ((Barnie, 2013; Ribble et al., 2004; Ribble, 2017 b) saudemsizeuiasmsinile

4 ' an @ J J @ @ @ i <
Joyavesdou 1wy ImMynyvenauai hialduaivegiaue Wudu (Ribble t al., 2004)

9 a A ~ 1 Y a Y] ~ 9 [ =) ya Y 9
m3inilesauiesnindninaneueniionne ldinaouasie iNerdesnumsiEeuiisilesiu
[ d' 9 = 9 9) 1 ] a g’} [
suaswhonadnanudemenielutude wsu msldnyuatlszq uazAnnidogw

9 3 o [ < o &I [
Yoarmu I lngd Wludu (Ribble, 2017 b) drwsudnuaziensuiniudesldsumsizsondis

Y (% % d' a dﬁf d‘ % Y an o = Yy
msilesnuduasieiernnaiu Wonagenuauudannihlulanadna uaziSouis

9 A i 4 a .
msﬂﬂﬂﬂmmmmaag“luﬁmumsmgﬂmu (Earnie, 2013)
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Jd H ;Y aa v
pantsznoudl 18: msmiudeyanaddna (Information literacy) H110D4
@ ] I 2 e 1 o
nszuIumMsAadendoyasdiuiuszuy TaeGuawannuamsalunmsswun (dentify)
anuansa lumsdumdoya (Find) Anwannsalumsdsziiugunaindoya (Evaluate)

a A

o 4 1 a
uazmsthdoyau l9isz Tend (Use) eeralitlsz@nsam msdsziivgunmussdoya

12145 mInsndounatnds e liiul ldndouan ldsuuainlaneeu latitdszansnm

] ~ Y A A . ~
mntesioala 1aun MsasnaeuaNUUFeD0 (Credibility) A329@0UANNNEINT
9
(Validity) nuﬁamimnﬁwmmgﬂﬁ)@q (Proper credit) maﬂazmuammw%’ayammﬁ
1 o g ] .
e 17 ladoyanldlss Teniae 1 Ided19linanin (Common sense media, 2015)
d a ) v [ a v d .
a9A1lsznaun 19: M3BeuIuaziaNANNAAT319a53A (Learning and
Y 1
creativity) N8De ANNAA 1 (Willingness) sagnaung (Attitude) Gl,umif%ﬂuﬁjmiaum
A aa o W ] o a 9 o a d‘ 1 [
woN o910 11T IN5917U TAgrIUATELIUMTHAIUIANNAAFS 1NETTA MU UNNAAY
= I =) 9 a Y 1 Y 9
FAIIMINAUIANNTINT0 TUMTIATINANUNTOUHT YWD 19NINY Laza 1T 1S
Hinog laludnuaisia lded191/snAgu (Council of Europe, 2018)
Jd d' a0 \ . . . . =
29nU52noUTN 20: MINTINTIN (Active participation) HNIDI ANNAINITOVOY
o =R v A A A 1 A =) Y v SJd'
Yana IuNMIATzHINIANNSURATRY Waldiuilumsuanlasuzouinugon Tasnsa
(Council of Europe, 2018)
d H U
asntlsznoun 21: manszrrindamaPuduilon (Consumer awareness)
= A an o I Y a A o o . .
e ANudmnsaveswaiosdnaluguziudus Tnadodeaueou lail (Social media)
o & o a < . . 4
etuiludeudrladoyalailuasinsomalunianisdr (Commercial reality) U1 Tanoou lail
(Council of Europe, 2018)
d H aa v
aandszneud 22: manlFnululan@diia (Digital use) ¥118DH ANUAIWTD
4 an o - . 4 ana o .. .
Tuns1¥aeadna (Digital media) wazginsainaluladadna (Digital devices) 391D
v Y @ & A
anwawnsalumsguagunmldauganslulaneon laiuaz Tananuilueia (Park, 2016 a;
Extreme seo internet solutions, 2016)
Jd 1 (Y] Y}
aanlszneud 23: anuasasalulanfdiia (Digital safety) Hu18DI AINEINITO
3 s o ' o
Tumsusnusz v lsanlasassuas lullaoass 1d (Common sense media, 2015) AMUEINTD
a o { aa o ] J 1
Tumsusmissamsnnuaelulanadna iy msszsrumalsues msnemsie
(Radicalization) migﬂ’damq (Grooming) ANTULIN (Violence) msl¥desmmenuaie

. < 9 Aa o YA aa o 9y o = o
(Obscenity) wuau ﬂWiﬂJ'JLlEJGl“I)'ETf]ﬂ%‘V]ﬁulﬂf)ﬁﬂ\‘lﬂﬁ@ﬂﬂﬁl ﬁ'JﬂJﬂ\?ﬂ’JHJﬂ'WﬂJﬁﬂGlufﬂi@]ﬁ'mﬁ]‘u

Y
uazdaMneanA1N 1@ (Park, 2016 a; Extreme seo internet solutions, 2016) WONINF 1511
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o Aaa o o o 9 =] [ ] 1 Y
gUnsalmnaTulasadna TudUABINTZHINDINANITZNUADINNY 15U A1891 15ATDINDY
v 1 O I v ' '
pagmavania iz an Wudu Fendwmansznuaeguninla mahldaumalulad
aa o Y v A i 9 [ Y 3 Y
AnaaensDHaYeY awnsareilesnudaymigunmnaneldudausqld
(Ribble et al., 2004)
Jd d' o aa v . .
aanlszneui 24: Anunaamaarsualulanfaiia (Digital emotional
a 1Y Y4
intelligence) 111899 ANVATANITossNluMmIaannuuan ez a1 Ny uys
Ax w BId' an o I a ] A Sld' = 9
nanudouluTanadna anuanlanazasalamemiaedon saudennuansalumsinly
mmfﬁﬂmmé’ﬁuiuhﬂﬁ%ﬁa (Extreme seo internet solutions, 2016; Park, 2016 a)
d H v £
aanlszneud 25: anailuarudalulan@da (Digital privacy) 1u1894
Y [
anvansnlumssnvinnuilasasovesioyalulanadsia wu msassiarunaamien
4 % J
ieilosnumsgnTasnssudeyasnnanuanines (Extreme seo internet solutions, 2016)
Jd 1 Y} [y aa v
aandszneu 26: aniuaiudazanuasasslulanddia (Privacy &
. = a 1Y 9 3’, Sld' ana o
security) 11118949 AN I TUMIUTsTamsveyanivesnueazhonlulanada
v <K ) a Aana o A’ Y 9J 9 [
MsaszrindImsnsziaznganssylulanaana meilnilesvoyalianuilasans
1 Y a A I
91INM39n 19303550 ToYadIUA (Identity thieves) 1Az MINUH (Phishing) 1udu Taoidn 1y
Aaa o o a3 Y ~ Y A 1 Ao 9| [ Y
nuluTandesia Sudludeeisoug 3msae q nlslumsinilesnnuilasansussvoya
laun Imsadesiaruiaaenl@enn (Strong passwords) 35m3sUnilesnuesninms
1 an Y Y < ' @ . .. .
gnanad9 Ismstlnileannuiluaiuda (Privacy policies) (Common sense media, 2015) tag
a g’/ o [ I 4 Y P o Aa
Fmsanaaldsunsuilesnuhse Wudu eilerduduaiensoaaiumsainersiliina
ANUIALIBREY0Ya I8 (Council of Europe, 2018)
d d‘ av o d d‘ . R . .
oanilszneaui 27 mﬁﬂgauwuﬁuazmiaemi (Relationships & communication)
= 9 Yy I K Y o 1 9y
nIeRe ANuEse lumsaznou limunems 1$Mnyeaeaueg (Intrapersonal) LLAZNS 19
1Y T YA A a 9 a VA 9 I A Aa
MiNbzABHOY (Interpersonal) MBIATNAT M IAAADADAITUATTTINANUI UNAILDINA
o aa o .. .. . o a2 .. . Ay o J
ludenuaIna (Digital citizenship) HAZATENINDITITITN (Digital ethics) Gl,umiﬂg]mmu‘ﬁ
%mﬁué’ﬁuuuiaﬂﬁﬁﬁaﬁaﬂ (Common sense media, 2015)
¢ a o A d ¢ .
esnlsznoui 28: MmsSuloamuMIaNIgNIzIUMelHUe3 (Cyberbullying &
. . =< = Ya v A s
digital drama) #1180 ANNAWNTD IUMIBUIITMITUND IuaaIUMIANGNTETIUNN
4 a [ g}./ { 1 ] =Y
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Cyber security management
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Digital Citizen Identity Privacy Management
Ablity to build and manage a healthy ity to handle with ¢ otion all g nal informati
Identity online and offline with integrity

Screen Time Management

Ability to manage one’s screen time,
multitasking, and ose's engagement in online

DQE

Cyberbullying Management CITIZENSHIP

Ability to detect cyber-bullying situations
and handle them wisely

Cyber Security Management Digital Empathy
Ability to protect one's data by creating Ability to be empathetic towards one’s own and
strong passwords and to manage various cyber attacks others’ needs and feelings online
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1. The legal mghts and restrictions governmg lechnology use.

Digital
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Balance use of technology and media

Weekly screen time
Internet connectivity
Mobile device ownership
Digital device ownership
Digital media activity

Social media usage

Exposure to cyber risks

Online strangers

Game addiction

Cyber bullying

Cyber victimization
Online sexual behaviors

Exposure to violence content

Guidance and Support

Parental mediation

School computer and cyber education
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Digital
Entrepreneurship
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to solve global
challenges or to create
new opportunities.
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Cross-Curricular Framework

Q Privacy & Security

Studsniz lsarn sirategiss for managing their
onling information and kesping it cecurs

from online rizks such az identity thisves and
phishing. They learn how to creats ctrong
pacowonds, how to aveld ccame and cchemes,
and how o analyze privacy pelicies.

@ Self-Image & ldentity

Thaze lezzons are dezigned to help ctudents
explore their own digital lives, focucing on
their onling werzus their offline idsntity. Studsnts
lgamn the benefitz and rickes of precenting
themoehves through different parconas and the
effects on their cence of oelf, their reputation,
and their relationzhips.

@ Relationships & Communication \

Students reflsct on how they can uza intra-
parconal and intsrperconal ckills to build and
ztrengthen pocitive online communication
and communitiss. They delvs into the concept
of digital citizenzhip and digital ethics, and

they reflect on their online intsractions. /
0 Cyberbullying & Digital Dlama)\
Students lsam what to do if they are invelved

in a cyberbullying cituation. They explore the
reles people play and how individual actions —
both negative and positive — can impact
their friznds and broader communitiss. Stu-
deniz are encouraged to take the active role

el

N

Digital Footprint & Reputation

Studsnts leam to protect their own privacy and
recpect cthers' privacy. Our digital world iz
permanent, and with each poct, chudsnts are
building a digital foctprint. By encouraging
students to zeli-raflact bafors they celf-raveal,
they will conzider how what they chars online
can impact themcelves and others.

C Creative Credit & Copyright

Living in 2 “copyfipacte” cuburs, cludents need
to reflect on their responcibiliies and rights
az creators in the online spaces where they
concums, creats, and chars information. From
addrezzing plagiarizm to piracy, ctudents
learn about copyright and fair uze. F)

@ Information Literacy

Infarmation literacy includss the ability to
identify, find, svaluate, and uce information
effectively. From effsclive cearch crategiss o
evaluation techniqusz, studsnts lsarn how to
evaluates the quality, credibility, and validity of
wabcitsz, and give proper credit.

@ Internet Safety

Students explore how the Internet offerz an
amazing way to collaborate with others world-
wids, while ctaying cafe through smploying
strategies such as distinguizhing betwssn

of upztander and build pozitive, cupportive
onling communitiss.

&

commaon
sense
education-

inappropriats contact and positive connections.
Thezs foundational ckillz ars st the beginning!
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Scope and Sequence: Grades 6-8

Uze our Soope & Dequence to find the lectons that are just right for your clazcroom and schoaol. Our crocz-curricular approach
covers sight categoriss:

@ Internat Safety

Digitel Footprint

& Raeputation

@ Privacy & Security

Self-image
& Identity

Relationships & 0 .
Communization Cyberbullying
Crestive Credit
& Copyright

Informatien
Literacy

The Cegusnce conzizts of thres unitz, sach containing five crozz-curicular lezzons, which build upan sach cther by reinfarcing
dewvelopmentally appropriste topics. You can uze the unitz sither cequentially by grade or at any grads level within thiz band.

UNIT | CATEGORY

TITLE

DESCRIPTION

1

Digitel Life 11

Shugents ars Intreduced to the 247, coclal nature of dighal mecla and tszhnologiss
and galn baclc vocabulary and knowledgs for dizcusting the medla landosaps.

Stravegic Searching

Students learn that to conduct effective and efficant online searches, they mus
uze a varlety of osarching ctratsglss.

Scame & Schemes

Ctudents leam stratsglse for guarding agalnst |dentity theftand scame that try &
accest thelr privats Information onine.

Cyberbullying: Be Upetanding

Cudsnts 184rn anout e CHIErENcs betwe=n DaiNg 2 pacsive Dystancer versus a
Drave UpStandsr In oy beroullying cHuations.

A Crestor's Rights

Ctudsents are IMrocduced to copyright, falr uos, and tha rignts they kave 2o crestor:

My Madia

Ctudents revlew tnelr medla habitz and the array of medla they uze on a weskly
basiz, and reflect an the role of digital meadia in their Fves.

A Creator's Responsibilities

Students reflect on their responcsihililies as areators and users of creative work.

Safe Online Talk

‘While acknowledging the benefits of cnline talk and messaging, students leam hou
to hancls chuations of cnling behavior which may make them fsel uncomiortanls.

Which Ma Should | Ba?

Ctudents lsarn that prezeniing themselves In diffsrent ways onling carrss both
benefils and nska.

Gender Sterectypes Online

Ctudents analyze a “Drecs Up Your Avatar fsaturs of @ virtual world for kids for
sYIDENCS of ttarsotypss anout boys and girs.

Trillion Dellar Footprint

Ctudents lsarn that they havs a digital iootorint and that this Infarmation can e
cearched, eopled and pasted on, but that they can taks some conirol bazsd on
what they poct cnline.

Identifying High-Cuality Sites

Ctudsnts Isarn that anyone can publizh on the Web, co not all cltes are
squally trustwortny.

000

Raality of Digital Drama

Ctudents draw connections betwsen young tasns’ perceptions of cightal drama
and siersDtypSs of MEn and womsn on reality TV

0@

Cybarbullying: Cressing
the Line

Ctudents Isam to icinguish Good-natrsd teasing from cyBeroullying.

@0

~ ~ P 2 = ~ = =
AMNAN 2 - 16 ﬁ15$ﬂ]ﬁliﬂugﬂlﬂu]gﬁumﬂQWUﬂizﬂNﬁﬂBTﬂ% 6— ll‘ﬁflllﬂﬂynlﬂ‘ﬂ 2

Rowork, Reues, Remix

Ctugentz expand thelr uncerstanging of fair use, aoply kto cass ctedles, and
creats an criglhal work of falr uzs.

] '
= Y IS}

(Common Sense Media, 2014)
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scope & sequence Digital Citizenship Curriculum

Our Scepe & Sequence consists of three units for grade bands K-2, 3-5, and 6-8 and four units for grades 9-12. Each unit is composed of
five lessons, which spiral to address a cross-curricular approach. The units build on each other by reinforcing developmentally appropriate
topics. You can use the units either sequentially by grade or at any grade level within a grade band. Our cross-curricular approach covers:

. . Relationships & Cyberbullying &
@ Internet Safety | @ Privacy & Security ‘ Communication ’ Digital Drama
Digital Footprint Self-image Information Creative Credit
& Reputation & Identity Literacy & Copyright

> GET TRAINED: Use our Digital Citizenship Tutorial and professional development resources to learn best practices for teaching digital
citizenship to your students.

> ONBOARD STUDENTS: Introduce students te Digital Compass, our award-winning suite of games that help onboard students to the
foundational skills of digital citizenship and internet safety.

> TEACH LESSONS: UNIT1 Completed
1- DIGITAL LIFE 101: What is the place of digital media in our lives? 0 I:I
2 - STRATEGIC SEARCHING: What steps can help you find what you're looking for when you search online? @ D
3 -5CAMS AND SCHEMES: What is identity theft, and how can protect yourself from it? Q D
4 - CYBERBULLYING: BE UPSTANDING: How do you judge the intentions and impact of people’s words and actions online? o @ D
5- ACREATOR'S RIGHTS: What rights do you have as a creator? @ @ D

> GIVEASSESMENT*

> TEACHLESSONS:UNIT 2

1- MY MEDIA: What are your personal media habits, and how much time do you spend with different forms of media? 9 D
2 - A CREATOR'S RESPONSIBILITIES: What respansibilities do you have to respect others’ creative work? @ e D
3 - SAFE ONLINE TALK: How should you handle inappropriate anline talk? @ @ I:]
4 - WHICH ME SHOULD I BE?: What are the outcomes of presenting yourself in different ways online? 6 @ D
5- GENDER STEREOTYPES ONLINE: What are gender stereotypes, and can they shape our experiences online? 9 @ D

> GIVE ASSESMENT*

> TEACHLESSONS:UNIT 3

1- TRILLION-DOLLAR FOOTPRINT: What is a digital footprint, and what does yours convey? @ @ |:|
2 -IDENTIFYING HIGH-QUALITY SITES: When can you trust what you find on the Internet? @ D
3-THE REALITY OF DIGITAL DRAMA: Does the way we think about digital drama have anything to do with gender? G @ O D
4- CYBEBBULLYING: CROSSING THE I_.INE: When does inappropriate online behavior cross the line into @ o D
cyberbullying, and what can you do about it?

5 - REWORK, REUSE, REMIX: What rights do you have as a creator? @ @ ]

> EXTEND LEARNING: Challenge teens to take a real-world look at digital citizenship through student-directed, media-rich activities in Digital Bytes.

> *GIVE ASSESSMENT: Assess your students’ learning of lesson objectives and gauge their understanding and attitudes through
Interactive Unit-Level Assessments.

> ENGAGE FAMILIES: Invite parents into the conversation with our Connecting Families program and resources.

l v
= o =

~ a 9 Y o 8’, = =S = =
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(Common Sense, 2016)
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Scope and Sequence: Grades 9-12

Uze our Coope & Sequencs to find the lezzons that are just right far your clazzroom and school. Our crozz-curricular approach
covers sight categorisa:

0 Internat Safety

Digital Footprint

& Raputation

@ Privacy & Security

Self-imaga
& ldentity

Relationzhips &
Communication

Q
Q)

0 Cyberbullying

Creative Credit
& Copyright

Information
Literacy

The Seguence concicts of four unitz, each containing five crose-curricular lezzons, which build upon each othar by reinforcing
developmentally appropriate topics. You can uze the units sither cequentially by grade or at any grads level within thiz band.

UHIT | CATEGORY |TITLE DESCRIPTION
- - Ctugdents ezt thelr knowlsdgs of digital megla and 1k about the role medla
1 @ Digitel Lifa 102 play2 In el Ives.
Oops! | Broadeast it on Students are inroduced 1o the benefits of eharing information online and the
the Internat potentlal risks of Sharing Inappropriats Information.
({g) Copyrighte and Wrongs Ctugents explors the legal and stnizal cimenzlons of IBSpecting Creathve wark.

Feeling On Display

Students reflect on the diffesent pressures teens face when it comes to editing,
pocting, and commenting on photos online.

Turn Down the Dial on Cyber-
bullying and Online Crusity

CIUOSNLT 18arN that cruslty can escalats Guickly online DECAUTE peoDls ars
often anomymous and poste spread quickiy.

o000

My Online Code

Ctudents dizcucs thelr underctanding of etnlcal behavior and are Introduced
to the concept of onling Bthico.

Whe Are You Onlina?

Ctucents explons now they and ciners represent themoelves onling, ang e
relationship between online and offline selves.

Building Community Online

Ctugents examine weboltss that roster poslive community.

Ovearexpoged: Sexting
and Relatienshipa

Ctudents explore the ricks and recponciolitiss of carrying out romantic
ralationchios Inthe cigltal worla.

Rizky Online Relationshipa

Ctudsntz think critically about devsloping relatlonzhlpz wikh pecple online.

Righte, Ramixes, and Respect

Students reflect on the differences between taking inspiration from the creative
work of thers and appropriating that work wkhout pemmizzion.

QB O

Taking Perepectives Ctudsnts lsam about the Synamics of onling cruslty and how It affects all of
on Cyberbullying the people Invelved.
What's the Big Deal about Ctugents explors the concept of privacy In thelr evsryday IIWes, and as it relatss
Intermat Privacy? to uzing the Intsrnet.

@ @ Bacoming a Web Calsh Ctudentz explore the upslces and downcldes of beceming famouz onling, and

reflect on whether the exparience can differ for boys and girls.

College Bound

Ctucents lsarn that everything they or anyons sice posts acoutthem cniine
becomes part of a public online precence known as a dighal footprint.

Private Today,
FPublic Tomorrow

Students reflect on their responsihility to protect the privacy of others when
pocting Information acout them caline.

Doas it Mattar Who
Hasz Your Data?

Ctudentz conclder the ways webeltes and companles collect data online
and utllize It to peraonallze ecntent for thelr users, as well az conclder
companlez” metlves In dolng zo.

0 oocoepooeoneo

Broaking Dewn Hate Speach

Students lzarn the definition of hate speech and understand how it affecta
Individualz, groups, and communides.

Ratouching Reality

Ctugents think critically about the oiffsrent purposes and contexts of dlgital
Image ecming.

06O

F =
! t‘-:.’/'

Collactive Intalligence

Ctudents conzlder both the benefits and drawbacks of uzing cellective
Intzllgencs In differsnt contexts.

l
=
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Scope & Sequence Digital Citizenship Curriculum

Qur Scope & Sequence consists of three units for grade bands K-2, 3-5, and 6-8 and four units for grades 9-12. Each unit is composed of
five lessons, which spiral to address a cross-curricular approach. The units build on each other by reinforcing developmentally appropriate
topics. You can use the units either sequentially by grade or at any grade level within a grade band. Our cross-curricular approach covers:

. . Relationships & Cyberbullying &
0 Internet Safety 0 Privacy & Security ‘ Communication Digital Drama
Digital Footprint Self-image Information Creative Credit
& Reputation & |dentity Literacy & Copyright

> GET TRAINED: Use our Digital Citizenship Tutorial and professional development resources to learn best practices for teaching digital
citizenship to your students.

v

ONBOARD STUDENTS: Invite students to explore digital dilemmas and practice decision-making — all without risking their real-world
reputations — in the stories and mini-games of award winning Digital Compass.

> TEACH LESSONS: UNIT1 Completed
1- DIGITAL LIFE 102: What is the place of digital media in our lives?

5

00

2-OOPS! I BROADCAST IT ON THE INTERNET: What are the consequences of oversharing online?

[]

3-COPYRIGHTS AND WRONGS: How can | make responsible choices when | use other people’s creative work?

®
®
B

4 - FEELING ON DISPLAY: Aregirls and guys judged differently when they post photos online?

5-TURN DOWN THE DIAL ON CYBERBULLYING AND ONLINE CRUELTY: Which factors intensify cyberbullying
and online cruelty, and what can you do to lessen them?

Q0
=)
OO

> GIVEASSESMENT*

> TEACHLESSONS: UNIT 2
1- MY ONLINE CODE: What does it mean to do the right thing online?

Q
000
00

2-WHO ARE YOU ONLINE?: How do you present yourself to the world online and offling?

3-BUILDING COMMUNITY ONLINE: How can websites foster community online?

4 - OVEREXPOSED: SEXTING AND RELATIONSHIPS: What are the risks and responsibilities when you share
online in a relationship?

Q
o
O

5-RISKY ONLINE RELATIONSHIPS: How can you tell when an online relationship is risky?

8
:

> GIVEASSESMENT*

> TEACHLESSONS: UNIT3
1-RIGHTS, REMIXES, AND RESPECT: What should you consider when you use other people’s creative work?
2 - TAKING PERSPECTIVES ON CYBERBULLYING: How does online cruelty affect the people involved?

3-WHAT'S THE BIG DEAL ABOUT INTERNET PRIVACY?: How do websites collect your personal information,
and what can you do about it?

)]
0]
5

3
u

4 - BECOMING A WEB CELEB: What does it mean to become an Internet celebrity?

Ol O

0

2
o0 0
Dl

5- COLLEGE BOUND: How can information you post on the Internet affect your future opportunities?

> GIVEASSESMENT*

> TEACHLESSONS:UNIT 4

1- PRIVATE TODAY, PUBLIC TOMORROW: How can you respect the privacy of others online?

2-DOESIT MATTER WHO HAS YOUR DATA?: What are the upsides and downsides of companies collecting your data online?

el

3-BREAKING DOWN HATE SPEECH: How can you create a community culture in which hate speech is
unacceptable, both online and offline?

4 - RETOUCHING REALITY: What are the creative and ethical aspects of digital-photo manipulation?

=
00 009
mn

5- COLLECTIVE INTELLIGENCE: What are the benefits and drawbacks of people working together to create
information online?
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(Netemeyer, et al., 2003, pp. 99 -101)
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o Y Y [ d A s a ds@’ Y Aa
1. fmualddoandoinumamssiviogoiumssinmaiu laasa
o Y Y v @ o aov 9 o
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3. aszrtinaanguihnnetludidy Tasmwizanguihvusedluusun
A ~ = [ L4 j’ Y 1 o ] [
NUANUFIZI AITUMIFUMBATBIAUNDUNTNUUAFNVUANANTIA
v R v o o~ Y a 1 Y a [~ [}
4. pszminneoaanyalnunIveInguihvelumsuaasnNuAamY 15U
Y o a d P a - v V-2
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o . @ = A Y o
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(Netemeyer et al., 2003, pp. 16 — 17, 88 - 95)
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(Netemeyer et al., 2003, pp. 94-95)
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I Y o =< Y o 1 I o ] % 1 o =R A o
Hugavomnoin Favemnimuaazgazitluaumunsiavesaulsurinazdd auiioin
dulsuranndnnsauiu Jegansoetue lldinnedutivgw ldasudiu dulsudend
1 o . =\ 1 a 49! Y o aaA o Y
11NN 1 52AY (Higher order factor) 3¢ UA1uL5U5usmnavuale Suauianiunly
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(Netemeyer et al., 2003, p. 20)
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X, X, X, X,

F, e awlsudy anzduiivgiu dawallds x, x, x, 1z x,

1

v 1
X, X, X, 182 x, Aiv Vom0 A114¥ dusiansadunald
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(Netemeyer et al., 2003, p. 19)
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F, F>
3
.0
3 3
4 4 3 3
.6 5
XI XI X_; X4 Xﬁ
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(Netemeyer et al., 2003, p. 21)
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(Netemeyer et al., 2003, p. 24)
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2.1 MIATIABUAWITMTUATIZH09AU52NOVIT 981520 (Exploratory factor
analysis: EFA)
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ti' 1 \J 1 U
MMITNN2-9 m‘lamu manundssin vazmanuulsisivas auvosaansud

(Netemeye et al., 2003, p. 28)

Factor Total % of Variance % Cumulative
1 3.961 56.580 56.580
2 1.337 19.094 75.674
3 .500 7.141 82.815
4 437 6.249 89.064
5 296 4.222 93.286
6 280 4.000 97.286
7 .190 2.714 100.000

' ~ A = = d Aa 2
- @IUN 2 NN anInasa (Scree plot) FULUNTINTAAVYUIN
! . v o v A g o (Y a U
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Ao v y & ° o 4 L A
ﬂi1wﬂhﬂ31hllﬂiﬂi’3uq\1i,jﬂ HAIANFUAININIENTIWUIUA MY LN Tvive Fale
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E4
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v o A v Y A A A I aa
dudsuels 2 @7 wenanlan wsesiietaiilinuiluae el (Netemeyer et al., 2003, p. 30)

Fipmvalus

Factor Mumber

d' = 1 1 v o v
NNN 2 - 30 dNINADA (Scree Plot) igﬁ’JNﬂ"I]l@Lﬂ‘L!ﬂ'Uiﬂlﬂu&nl!ﬂil!&h

(Netemeyer et al., 2003, p. 30)
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1 U a Q(
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é 2.5 \
B 2
= 1.5 \
P Bkebebebetete %Nﬁuallcip]m
0.5 :
0 T T 1
o 2 4 [ B8

Number of factors
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[

ST RITRITICR TSI ETTAR (Netemeyer et al., 2003, p. 30)
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friaNNAoANADY (Fit index) 118231A1 Root mean square residual (RMSR) (18 Root mean
Y
square of residual correlation (RMSP) Y1215 UONVINUHIUAIAT Residual correlation
R g 1 4 o & 1
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1 4 4 1 1 o o 1 [
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=1 9 = "9y 1 o 1 =1 1 d' 1 4 J 9 9
NﬂﬂTﬂJﬁﬂﬂﬂﬁ@\iﬁiﬂ@ﬂNﬂi}H{] lmﬂ'lﬂ'q3J§5]'J’E]EJ'N?J"]Ju’lﬂélﬁiUuI’E]ﬂ'lt’fﬂﬂ'l]lﬂﬂﬁllﬂ')iﬂglslﬂclﬂa
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AR 2 - 32 uuuANUIRNINAZANUNEIAIIWBINT IR (Babbie, 2010, p. 155)
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e . L g 1 ~ a X ) A

(Content validity index: CVI) FUYUNMITATIVAOUAINNUNEIATUBINDHITIIATUNT D
gi Y] L a 1 = 3’; 1 :g an o =
MUY mmmiumwmsmwm CVI umadua 0.7 5lJ‘I/!UhJ GEET] NIYIUNT, 2556)

° I o X
gaTNITNIUINU 1 uae

Zk“c:VRi

CVl =i
k

[

A A o oA P~ a A A A
W CVI A9 a¥UANUNIINITIUBIUUDIVDIUATOIUDIA

v ¥
CVR flo 8a5187UANUNens aFuienvesdominunniosmny

A o 9
k A9 UIUVDHADU

1 v A

Qdd‘ o v = Qddy ~ a dy
- 5N 2 MUIUNNA T - CVI 139NITUI ATUANUNSIATUBUUD Y (CVI)
] = [ Qdd' 1 Y d' a dy 9 3‘, o [ Qdd' tﬂ'

IBURYINUITN 1 Lmi’ﬁﬂWﬂ’NNmEJ\W]i\?L“]NL'L!fJ‘HWiWEJﬂWL!/ MRARVYULANANIINITN 1 LUBDINN

A = a d' 1 [ (% ] axy o [ d‘
IATONUD @NgﬂlLUUﬂTT]Ji3Lllu‘lfllmﬂ@nﬂﬂuﬂ’)f]ﬁﬂﬂ’)‘ﬁﬂ1iﬂ1u’3ﬂm\1@ni1\1ﬂ 2-10

4 a 1 ~ a ,3 9 g’z Y= g’; 1 d*
INUNNITNIITUIAIANNNYIATIUFIUUDITIIATU/NMNRUY UAIAGLA 0.8 "Uukl,‘]J

(Lynn, 1986; Polit & Beck, 2006; Shrotryia & Dhanda, 2019)
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1) FATNITATUIUANNNIATIUBIUDNITIIATU

¢ 2
CVL 2, = HOIWVYDI[-CVI Y9909A1sTnoUNY

o o s g
%mm%’ammmmamﬂﬁzn@uuu

v 9 Y
2) gATMIAIIUANMNGINTIFULONININLY

\ s o o ¢ )
CVI = WATINVOICVILAAZDINUTENoY x i]11!’]1!‘!7@ﬂ1ﬂ1ll"ll@\1@\‘1ﬂﬂi$ﬂﬂﬂuu

Y o
MNAUY

1 Ea
TNV UAT BB IANIRITY

] ] 4 H
M3199 2 - 10 @I IMIMIUIUANUINGIAT T U0 TAediTe1may 6 N

(Shrotryia & Dhanda, 2019, p. 5)

Expert No. in Kappa statistic
Items I-CVI Pc
1 2 3 4 5 6 agreement coefficient
1 X X X X X X 6 1.00 0.015625 1.00
2 X X X X X X 6 1.00 0.015625 1.00
3 X X X X X X 6 1.00 0.015625 1.00
4 - X X X X X 5 0.83 0.09375 0.81
5 X X X X X X 6 1.00 0.015625 1.00
6 X X X X X X 6 1.00 0.015625 1.00
7 - X X X X X 5 0.83 0.09375 0.81
8 X X - X X X 5 0.83 0.09375 0.81
9 X X - X X - 4 0.66 0.9375 Negative
10 X X X - X X 5 0.83 0.09375 0.81
CVI 0.898

v H Y
%']ﬂ@ni'lﬂﬁ 2 -10 ﬁﬁﬂﬂ?ﬂﬂ15ﬁ1uﬂmﬂ'ﬂulﬂEJ\W]iQL"]NLﬁfJ?ﬂ
H 9 H
- ﬂ'lﬂ')'llll‘ﬁEl\?@]i\‘]l,‘lﬁlﬁf]ﬂ'li'lfleﬁj’f] I-CVI ﬂlf]ﬂsﬁlﬂﬁ'm'lﬂﬁ 4110 5/6 = 0.83
1 { a ¥ s o
- ﬂWﬂ'ﬂllL“ﬁEl\'i@]i\‘ll“lf\‘llﬁ@‘ﬁWl@\i@\iﬂﬂi$ﬂ@ﬂ CVI AMUIUIIN

(WA3IUIN [-CVI MIKUA)/10 = 8.98/10 = 0.898
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ﬂ]ﬁﬂi?ﬂﬁﬂ‘ﬂﬂ'ﬂﬂ!ﬂﬂﬁﬂ5\13%\ﬂf’]§ﬂﬁ"ﬂ\‘l (Constructed Validity)
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nFanulumsszyIunIele IANATNVULANUYNAB RIS AuIIN TN 1A
3 a o =< 9 o A A o g’/
Humsesurequanvazuesyana Faziou ldinunmusuniowiotalunmsunivue

v Y
(Cronbach & Meehl, 1955, p. 176) M3ATIADVANNUNENTAT Inseai1aiuauisoosuie
Y Y o ~ 9 A A v d % v A [} 9 a 9
1811 dofmnwnlaussy B lwasediotaiudumuvesnmzduiivguediautaiclauin
1 ] < [ LY a a‘{
voaiioala (Mouton & Marais, 1996, p.68) ¥3ee1ana1d1ai lumsiamauilszans
[ @ J 1 @ [ [ a [ Jd [
andunussznindnlsduna ldnudeyasalszony Nawnsodlignguiues
v A 9 9 ~ .
anzduiivgulauinileaiioala (Babbie, 2010, p.154)
(Y} H ° H a o' I 1 -

1. todenaswamlvimanunaansuraassasied NUsz@auas 1l
(Cook & Campbell, 1979, pp. 65 - 68; Mouton & Marais, 1996, pp. 70-71)
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< 1 o =2 d 9y ~ o a 9 (% < Y v
Fatianuuananull Juiluldifenfivzdmuanganssuldaunsaodunamiulany
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ad d' a b4 d' A v
2. 'JﬁfnSﬂﬁ'J‘i’lﬁi’)‘lJﬂTlﬂJl‘ﬂElx‘lﬂﬁQ!‘liﬂiﬂiﬂﬁ§1ﬂslli’)ﬂlﬂii’)ﬂuﬂ'3ﬂ
I o a @
L‘ﬂuﬂ?i@]i?ﬁ]ﬁﬂﬂﬂﬂlﬂW‘lﬂlﬂd"ﬁjﬂﬂTﬂWNSTEJGISJ)@ é’ljﬁ]ﬂﬂﬁ‘w%13m1%1ﬂ'§$ﬂﬂﬂ’ﬂllﬂ"lﬂ

' o o IS) = 2 dy
(p) 4AZAIDIUIVVULUN (1) WTYALLDYAAIY
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2.1 MIATIVADUIZAVANINEN (Item Difficulty: p)

I o 1 o o 4 ' o
Humsasndeudadiuvesiiuiudaoudemnniulagndesaediuiu

] [ A ! Vi oA P ] Y o v & a ¢
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1 I @
aanuenaz 19 lunsal sUupumsIiazuuwilu o /o 1 (Y dSazein, 2556, nih 105)
NAATMFHINTAIAINNNOIN AITA1DEGILNIN 0.2 - 0.8 (F3F0 MayIuNd, 2556, n1i1 226)
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H 4 H

uazlimgegah 1 mevulunsdindaounnauaeudomiomdoiugnynau Tasnannis

2 9 9 o A = [ 1w 1 Y1 o o =
NNgURUEI Voo wnAAITNIZAUANNEIN A 0.5 W3IzdanalraIB I unl
1 Y ~ ~ 9 [ <3 ~ a o 4
Agaga uaz ldmanuiieinsagadnaie od1a lsamuarsimsnnsaniaglszasdves

aAav o w a A d A 9 Y X o ~

mMyIvetludiAy 19198 TYadas (2548, N1 144-145) 9199911 ULLAEA (Nannally, 1967)
na1N domowilszingn-Aa sEAUANNEINAITIZOYIZHIN 0.60 —0.95 dIudemaiw

o IS)

Uszinnrarednaen 15y 3 Auden A3N5EAUAMNIINDYITZHIN 0.45-0.90 B v 01l
v A [ a1 1 [ I Y [ [ A o 9
4 @280 ITAVANVIN AITNA10EILHIN 0.35 - 0.85 (JuAu uadIuInaudd merun 1y

Tua3te MANUNNIMINZaNAITUAIBYIEHING 0.2 - 0.8
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< ° vy v MYY Y o 4 9 X o
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1 1 1 1 d‘d Y a d‘ = 9 A d'd
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- MInsIv@dUMSINANUNE S UM Tl szanam donldsnageuan

A o 1 1 1 1 ° 4 <
(t—test) Tnoldinaiia 27% swunnquisen(nguge) uaz lisous (ngud) wie Ik

]
SIS v

! Y o Y o o 1A = ) [ A A
mmummwmﬂmuu%ﬂmmu LAUIATUIUAIN (1) NUUITIAUTLAY .05 NIDUAT t

9

2 1 2 = 9
asua 1.75 yu 'l (Y¥U ATALDIA, 2556, 1111 113 - 116)
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o 9K o =~ 2
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A = ' o o 9
we t 19 AMDTUIRIVULUNUDIVDATINIY

A Y

v { ' ) 9
XH ﬁﬁ) ﬂmmumﬁﬂmmﬂqum ﬂﬂzuuuqq (ﬂ@llﬂjjif]’ﬂg)

[

X, fo azuuuwmdsvesngui lanzuuud (ngug bisous)
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o B VoA Y vy )
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MIAATIZHAI WU FTNHeIn1d A TFYeUVITULUY (Brennan) NiTenI Axtidl
(B-Index/ Brennan Index) @150 14 Idnugduuums 1dazuuu 0 nu 1 M ldanmsmiuin
F Ay Y A A o P o v Yoyt ¥ vy Y o~
U3 la nseatiedariuawnsasuunnguisonnu luseueenainiu ldumnieaiissla
4 a 1 o o Y S Y 1 d%l ~
MURMINNTBMBS T IUN doalimaaua 0.2 Vu'll (yaywu diazen, 2556,

1111 105 - 107)
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MINTIVTOUANNYBIUVDUATDIDIA (Reliability)

1. tadenaswamlfnmninyeium
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v A

A 4 A A W (= I A g v Aaw
AN UYOUAT 0l Tan Nz dutsgw HumsTadaiidluuusssninive
Y 0o W [ v A o Y A ) A A v A ° A PR
a3 Tianudingnuetsivhldmanuseiuveunieiodal Tomdaadias e 1ty
[ d' I Yo [ A Lg Lé [ d’ o R KR A =
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Y
aamo 11/ (Babbie, 2010, pp. 150 - 151)
4 o ) A g Y v Ay y
1) Wellszaznamanudeyaneriiouilunaienuu vunivedzlila
] 3 9 ' o Y
pruanaINMInuYoyalugiedu o 14
J d’ ) d‘ A (% d‘ 9 (% a v Aa
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' ° 1 2 T W ' a 3
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(HIF19ID ‘U’Nﬂi\‘]'f]'mLﬂﬂﬂﬂgW'lﬂ'lil‘]JaEJuWLﬂU"U@Ha/WﬁiJﬂTHﬂ! ﬁ\iNﬂiﬂﬂ@NLﬂ’]WN’lﬂlﬂM
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4) migdansesiioanlzUuuusiniwilatedla (Open-end question) dawali
] Ao a = o Y o Y A & a1 o
Dieminsoagdwanmsive Il luiemadernula sildannudeduiindiag
an 4 & A Ao
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A o
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Y A A v A v A A o A A o
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